Register Set and Data Types

When operating in protected mode, the x86 architecture has eight 32-bit general-purpose registers (GPRs):
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The instriction pointer is stored in the EIP register. The register set is illustrated in Figure 1.1. Table 1.1de- | |
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Table 1.1 Some GPRs and Their Usage

Register | Purpose

ECX Counter in loops

ESI Source in string/memory operations

EDI Destination in string/memory operations | |
EBP Base frame pointer i‘ ‘
ESP Stack pointer

The common data types are as follows:
- Bytes—38 bits. Examples: AL, BL, CL ‘ [ ] ==
...~ Word—16 bits. Examples: AX, BX,CX el e e e o e e v T e e e e
BB~ SeEERR s AR T SRR S JREEREC o REWSEL..
- Quad word—64 bits, While x86 does not have 64-bit GPRs, it can combine two registers, usually EDXEAX, | |
and treat them as 64-bit values in some scenarios. For example, the RDTSC instruction writes a 64-bit value
to EDX:EAX.

The 32-bit EFLAGS register is used to store the status of arithmetic operations and other execution states
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(e.g’, trap flag) For example, if the previous “add” operation resulted in'a zero, the ZF flag will be set'to 1. The

-----------

is on or off, CR2 contains the linear address that caused a page fault, CR3 is the base address of a paging data
structure, and CR4 controls the hardware virtualization settings. DRO-DR7 are used to set memory break-
points. We will come back to these registers later in the “System Mechanism” section.



to through the RDMSR/WRMSR instructions. They are accessible only to code running in ring 0 and typically
used to store special counters and implement low-level functionality. For example, the SYSENTER instruction
transfers execution to the address stored in the IA32_SYSENTER_EIP MSR (0x176), which is usually the operat- |
ing system's system call handler. MSRs are discussed throughout the book as they come up. '
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‘ The x86 mstmcnon set allows a hlgh level of ﬂexibxhty in terms of data movement between reglsters ar;d
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- Immediate to register
- Register to register
- Immediate to memory
- Register to memory and vice versa
- Memory to memory
The first four methods are supported by all modern architectures, but the last one is specific to x86. A clas-
sical RISC architecture like ARM can only read/write data from/to memory with load/store instructions (LDR
and STR, respectively); for example, a simple operation like incrementing a value in memory requires three
instructions:
1. Read the data from memory to a reg:lster (LDR). | |
~' ' 2.Add oneto the register (ADD). o e e | O ' ‘ g R A 5
3. Write the register to memory (STR).
On x86, such an operation would require only one instruction (either INC or ADD) because it can directly ac-
cess memory. The MOVS instruction can read and write memory at the same time.

ARM

01:1A68 LDR R2,[R3]
;read the value at address R3 and save it in R2
02:521C ADDS | R2,R2,#1

;add 1 toit
03:1A60  STR R2,[R3]
e .“P‘?“‘@“‘““"““‘ma"dr"s’s”l B | EEBBEE e IS o o M
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O01:FFO0 | inc dword ptr [eax]
; directly increment value at address EAX

Another important characteristic is that x86 uses variable- length instruction size: the instruction length can

———————————————————————————————————————
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Syntax

Depending on the assembler/disassembler, there are two syntax notations for x86 assembly code, Intel and
AT&T:



Intel

mov ecx, AABBCCDDh
mov ecx, [eax]
MOV ecX, eax

AT&T

ARt e | T T T
- movl (%eax), %ecx | Rl ]
" movl %eax, %ecx

It is important to note that these are the same instructions but written differently. There are several differ-
ences between Intel and AT&T notation, but the most notable ones are as follows:

- AT&T prefixes the register with %, and immediates with $. Intel does not do this.

- AT&T adds a suffix to the instruction to indicate operation width. For example, MOVL (long), MOVB (byte),

etc. Intel does not do this.

- AT&T puts the source operand before the destination. Intel reverses the order.

Disassemblers/assemblers and other reverse-engineering tools (IDA Pro, OllyDbg, MASM, etc.) on Windows
typically use Intel notation, whereas those on UNIX frequently follow AT&T notation (GCC). In practice, Intel
notation is the dominant form and is used throughout this book.

Data Movement |

Instructions operate on values that come from registers or main memory. The most common instruction for
moving data is MOV. The simplest usage is to move a register or immediate to register. For example:

01: BE 3F 00 OF 00 mov esi, OFO03Fh ; set ESI = OXF003
02:8BF1 mov esi,ecx ;setESI=ECX

The next common usage is to move data to/from memory. Similar to other assembly language conventions,
x86 uses square brackets ([]) to indicate memory access. (The only exception to this is the LEA instruction,
which uses [] but does not actually reference memory.) Memory access can be specified in several different
ways, so we will begin with the simplest case:

Assembly

s S s S Em e S B mss

: ,_set_thememoryataddres.sEAxtol T DEEEIEETC . THNEZEEDT. NIRRT
02:8B08 mov ecx, [eax]
; set ECX to the value at address EAX
03:8918 mov [eax], ebx
; set the memory at address EAX to EBX
04:894634 mov [esi+34h], eax
; set the memory address at (ESI+34) to EAX
05:8B4634 mov eax,[esi+34h]
; set EAX to the value at address (ESI+0x34)

[aa
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06:8B1401 mov edx,[ecx+eax]
; set EDX to the value at address (ECX+EAX)

Pseudo C
Ol:*eax =1,
02: ecx = *eay;
03' ‘eax = ebr

06‘ mx = '(xx.“eax)‘ T H : RS st H =3 * 3 . 1 ot % T + . ‘ . “+ i e B i s l s i =2 3

These examples demonstrate memory access through a base register and offset, where offset can be a register
or immediate. This form is commonly used to access structure members or data buffers at a location computed
at runtime. For example, suppose that ECX points to a structure of type KDPC with the layout

kd> dt nt!_KDPC

+0x000 Type :UChar

+0x001 Importance :UChar

+0x002 Number :Uint2B

+0x004 DpcListEntry :_LIST_ENTRY

+0x00c DeferredRoutine :Ptr32 wvoid |
.| | *0x010 DeferredContext :Ptr32Void | | | | | |
 +0x014 SystemArgumentl :Ptr32Void

+0x018 SystemArgument2 : Ptr32 Void

+0x01c DpcData  :Ptr32 Void

P L A e

and used in the following context:

Assembly

01:8B450C mov eax, [ebp+OCh]
02:83611C00 and dword ptr[ecx+1Ch],0
03:89410C mov [ecx+0Ch], eax
04:8B4510 mov eax,[ebp+10h]

BEE, éskés?u (ORI 7 = &3 (0 e 0 e
Pseudo C . <1 I | * i
KDPC*p =...;

p->DpcData = NULL;
p->DeferredRoutine = ..,;
*(int*)p = 0x113;
p->DeferredContext = ...;
Line 1 reads a value from memory and stores it in EAX. The DeferredRoutine field is set to this value in line 3.

Line 2 clears the DpcData field by AND'ing it with 0. Line 4 reads another value from memory and stores it in
EAX. The DeferredContext field is set to/this value in line 6.



| 08:894110 | mov [ecx+10h}eax | | | 1\\ EEFTE | ==

|00000000,00000000
;Number R “qlmppmance,_f'-.;!,_ TYRe! -l ..,'H

Line 5 writes the double-word value 0x113 to the base of the structure. Why does it write a double-word
value at the base if the first field is only 1 byte in size? Wouldn't that implicitly set the lmportance and Number
fields as well? The answer is yes. F1ggre 1.2| shows the result: of convertmg Ox113 tobinary. |

Figure 1.2

00000000 00000000 00000001 00010011
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The Type field is set to 0x13 (bold bits), Importance is set to Ox1 (1tallc1zed bits), and Number is set to Ox0

(the remaining bits). By writing one value, the code managed to initialize three fields with a single instruction!

The code could have been written as follows:

01:8B450C mov eax,r[ebps*OCh]
02:83611C00 and dword ptr [ecx+1ch1, 0
03:89410C mov [ecx+0Ch],eax |
04:884510  mov eax, [ebp+10h]
05:C60113 mov byteptr[ecx],13h

- 06:C6410101 mov byte ptr[ecx+1],1 |
07:66 C7 41 02 00+ mov word ptr [ecx+2],0

The compiler decided to fold three instructions into one because it knew the constants ahead of time and
wants to save space. The three-instruction version occupies 13 bytes (the extra byte in line 7 is not shown),
whereas the one-instruction version occupies 6 bytes. Another interesting observation is that memory access
can be done at three granularity levels: byte (line 5-6), word (line 6), and double-word (line 1-4, 8). The default
granularity is 4 bytes, which can be changed to 1 or 2 bytes with an override preﬁx In the example, the over-
ride prefix bytes are C6 and 66 (italicized). Other preﬁxes are dascussed as they come up.

. The next memory access/ form is commonly used to access array-type objects. Generally, the format is as fol-
lows [Base + Index * scale] ‘This is best understood through examples

01:8B34B54005+ mov esi, Kd[ogBuffer[esn‘4]
| always written as mov esi, [_KdLogBuffer . esi*4] |
Lz e s the biseaddres o gloval an

BSI is the index; we lqu that each elFqunt in the array '

i Is 4”bytes in length (hence the scaling factor) ' ‘11 D 1 O

02:8904F7 mov [editesi*8], eax

; here is EDI is the array base address; ESI is the array

; index; element size is 8. ‘ |

g

[ [ AT .

In practice, this is observed in code looping over an array. For example:

01: loop_start:

02:8B4704 mov eax,|[edi+4] ‘
03:8B0498 mov eax, [eax+ebx"4] |
04:85C0 test eax, eax

;fl‘ L [ ‘J[_H_F 1 ] | |TF"’T l I

||||||



05:74 14 jz shortloc_7F627F
06: loc_7F627F:

07:43 inc ebx

08:3B1F cmp | ebx, [edi]

09: 7C DD jl  short loop_start

Line 2 reads a double-word from offset +4 from EDI and then uses it as the base address into an array in line

3 kep(fe, you know that EQI is Pkely a st:rum :pat has a}n anayﬂ -fk 'I..me 7 increments the index. Line P i
S L c'or'npa'res the mdex agamst avalue at oﬂjset +0in the same structure. Given this mfo, this small lo-op can bede-
campﬂed as' fonows ik L L s e ! e e B e N o o Ty et i

typedef struct _FOO
{
DWORD size; //+0x00
DWORD array|...}; // +0x04
} FOO, *PFOO;
PFOObar=...;
for(i=...;i<Dbar->size;i++){
if (bar->arrayfi] != 0) {

[ o e it g O T o T E ! R I T R T T T T T T i P B LSS R

DF is 1, the addresses are decremented; otherwise, they are incremented. These instructions are typlcally used
to implement string or memory copy functions when the length is known at compile time. In some cases,
they are accompanied by the REP prefix, which repeats an instruction up to ECX times. Consider the following
example:

Assembly

01:BE 28 BS 4100 mov esi, offset Ramd.lskBootDmkad | _ HEE ||
1:531 pomtertokmd:smotmskcmd 1 SEEEE . e B EEEE - o AR b

03. AS movsd

; copies 4 bytes from ESI to EDI ; increment each by 4
04: AS movsd

; same as above

05: A5 movsd

; save as above

06: AS movsd

; same as above



Pseudo C

/* a GUID is 16-byte structure */
GUID RamDiskBootDiskGuid = ...; // global

GUID foo; ‘ ‘
memcpy(&foo, &RamdiskBootDiskGuid, sizeof(GUID));

| Line 2 deserves some special attention. Although the LEA instruction uses [, it actually doesnotread froma | -
memory address; it simply evaluates the expression in square brackets and puts the resultin the destination ”

Tegister. For example, if EBP were 0x1000, then EDI would be OxF40 (=0x1000 - 0xCO) after executing line 2.
The point is that LEA does not access memory, despite the misleading syntax.

The following example, from nt!KilnitSystem, uses the REP prefix:
01:6A 08 push 8 ;push 8 onthe stack (will explain stacks

; later)
1 B
03:59 pop ecx ; pop the stack. Basically sets ECX to 8.
04:...

05:BE0044 61 00 mov esi, offset _KeServiceDescriptorTable
06:BFC043 6100 mov edi, offset _KeServiceDescriptorTableShadow
07:F3 A5 rep movsd ; copy 32 bytes (movsd repeated 8 times)
' ; from this we can deduce that whatever these two objects are, they are 57 1L
; likely to be 32 bytes in size.
The rough C equivalent of this would be as follows:

memcpy(&KeServiceDescriptorTableShadow, &KeServiceDescriptorTable, 32);

The final example, nt!MmInitializeProcessAddressSpace, uses a combination of these instructions because
the copy size is not a multiple of 4:

01: 8D B0 7001 00+ lea esi, [eax+170h]
; EAX is likely the base address of a structure. Remember what we said
;about LEA ...

--------

03:AS movsd :
' 04:a5 | | T mouvsd | | | ] 7
05: A5 movsd
06:66 A5 Movsw
07: A4 movsb

After lines 1-2, you know that EAX and EBX are likely to be of the same type because they are being used as
source/destination and the offset is identical. This code snippet simply copies 15 bytes from one structure field
to another. Note that the code could also have been written using the MOVSB instruction with a REP prefix and
ECX set to 15; however, that would be inefficient because it results in 15 reads instead of only five.



Another class of data movement instructions with implicit source and destination includes the SCAS and
STOS instructions. Similar to MOVS, these instructions can operate at 1-, 2-, or 4-byte granularity. SCAS implic
itly compares AL/AX/EAX with data starting at the memdry address EDI; EDI is automatically incremented/
decremented depending on the DF bit in EFLAGS. Given its semantic, SCAS is commonly used along with the
REP prefix to find a byte, word, or double-word in a buffer. For example, the C strlen() function can be imple-
mented as follows: . |

SR EBRRR iomSENNR:s.ciSSSC .. SSHENC.._cREERESEa:

01{30C0 | | [xoFjalall | |- 1= | | s
;set ALtoO (NULbyte). You will frequently observe the XORreg,reg |
; pattern in code.
02: 89 FB mov ebx, edi
; save the original pointer to the string
03:F2 AE repne scasb
; repeatedly scan forward one byte at a time as long as AL does not match the
; byte at EDI when this instruction ends, it means we reached the NUL byte in
; the string buffer
04: 25 DF sub edi, ebx -
; edi is now the NUL byte location. Subtract that from the original pointer
; to the length.
STOS is the same as SCAS except that it writes the value AL/AX/EAX to EDL It is commonly used to initialize

P B LS §

01:33C0O XOr eax,eax
;Set EAXtoO

02:6A 09 push 9

; push 9 on the stack

DA PO T TR L TR T

1spopit backin ECXINOWECX+ 9. [-{=btat 11 1 | kst ! | | | T 1) | ]
'048BFE | | 'mav| ediesi| |- ]
; set the destination address
05:F3 AB rep stosd
; write 36 bytes of zero to the destination buffer (STOSD repeated 9 times)

; this is equivalent lent to memset(edi, 0, 36)

LODS is another instruction from the same family. It reads a 1-, 2-, or 4-byte value from ESI and stores it in
AL, AX, or EAX.



Arithmetic Operations

Fundamental arithmetic operations such as addition, subtraction, multiplication, and division are natively
supported by the instruction set. Bit-level operations such as AND, OR, XOR, NOT, and left and right shift also
have native corresponding instructions. With the exception of multiplication and division, the remaining in-
structlons are stralghtforwaxd in terms of usage, These operatlons are explamed w1th the fo].lowmg examples:

.................................

01:83C414  add esp 14h ,esp e§ﬂ+01(14 = IREBEEC . oJREEERE .
02:2BC8 subeci:,eax'-'ecxecxeax-= ettt
03:83ECOC  sub esp,0Ch = ;esp=esp-0xC
04:41 inc ecx jecx=ecx + 1
05:4F dec edi vedi=edi-1
06:83C8FF  or eax, OFFFFFFFFh ;eax = eax | OXFFFFFFFF
07:83E107 and ecx,7 jecx=ecx &7
08:33C0 XOr eax,eaX  ;eax=eaxAeax
09:F7 D7 not edi yedi= ~edi
10:COE104  shl cl 4 icl=cl<<4
11:DIE9 | | shriecx, 1| | |-eck=ecx3>1l | ==
12:C0C003 rol al,3 ,rotateALlefthosmons
13:DOC8 ror al, 1 ; rotate AL right 1 position

The left and right shift instructions (lines 11-12) merit some explanation, as they are frequently observed in
real-life code. These instructions are typically used to optimize multiplication and division operations where
the multiplicand and divisor are a power of two. This type of optimization is sometimes known as strength
reduction because it replaces a computationally expensive operation with a cheaper one. For example, integer
division is relatively a slow operation, but when the divisor is a power of two, it can be reduced to shifting bits
to the right' 100/2 is the same as 100 1. Similarly, multipliéaﬁon by a power of two can be reduced to shifting
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instruction has the followmg general form: MUng/memory That is; it can only operate on register or mem-
ory values. The register is multiplied with AL, AX, or EAX and the result is stored in AX, DX:AX, or EDX:EAX,
depending on the operand width. For example:

01:F7E1  mul ecx ;EDX:EAX = EAX " ECX

02:F76604 mul dword ptr [esi+4] ; EDX:EAX = EAX * dword_at(ESI+4)
03:F6E1 mul cl ;AX = ALY CL

04:66 F7E2 mul dx ;DX:AX = AX * DX

Consider a few other concrete examples:



01:B803 000000 mov eax,3 ;5et EAX=3
02:B922222222 mov ecx,22222222h ;set ECX=0x22222222
03:F7E1l mul ecx ;EDX:EAX = 3*0x22222222 =
; 0X66666666
; hence, EDX=0, EAX=0X66666666
| (04.9803.000000 maCezil .’.Se.tEAX aLEELEl
_06:F7El .mul.ecx( , .,EDX.EAX_.—,B.?OxBOOOOOOO:; AR = AREAR L S
; 0x180000000
; hence, EDX=1, EAX=0x80000000

The reason why the result is stored in EDX:EAX for 32-bit multiplication is because the result potentially may
not fit in one 32-bit register (as demonstrated in lines 4-6).

IMUL has three forms:

- IMUL reg/mem — Same as MUL

-IMUL regl, reg2/mem —reg1 = regl * reg2/mem

-IMUL regl, reg2/mem; imm —reg1l = reg2  imm

Some dlsassemblers shorten the parameters. For example

Tt i i o e R T T ST T T T i P E

OL:F7E9 imul ecx ;EDX:EAX=EAX*ECX
02: 69 F6 A0 01 00+ imul esi, 1AOh ; ESI = ESI*0x1A0
03:0FAFCE  imul ecx,esi ;ECX=ECX*ESI

Unsigned and signed division is done through the DIV and IDIV instructions, respectively. They take only one
parameter (divisor) and have the following form: DIV/IDIV reg/mem. Depending on the divisor's size, DIV will
use either AX, DX:AX, or EDX:EAX as the dividend, and the resulting quotient/remainder pair are stored in AL/
AH, AX/DX, or EAX/EDX. For example:

01:F7F1 div ecx ;EDX:EAX/ECX, quotientin EAX,
 02:F6F1 div e jAX/CL, quotlex}tm%remamderu;ﬁi BEREE . i BREREE o

03:F77624 div dword ptr [esi+24h]; seehnel
04:B102  mov ¢l,2 ;setCL=2 |
05:B80A000000 mov eax,0Ah;set EAX = OxA
06:F6 F1 div ¢l ;AX/CL=A/2=5inAL(quotient),
; AH = 0 (remainder)
07:B102 mov ¢l,2 ;setCL=2
08:B8 05000000 mov eax,09h;set EAX =0x9
09:F6 F1 div ¢ ;AX/CL=9/2=4inAL(quotient),

; AH = 1 (remainder)



Stack Operations and Function Invocation

The stack is a fundamental data structure in programming languages and operating systems. For example,
local variables in C are stored on the functions' stack space. When the operating system transitions from ring
3 toring 0, it saves state information on the stack. Conceptually, a stack is a last-in first-out data structure

supporting two operations' push and pop. Push means to put something on top of the stack; pop means to

......................................

by ESPand it grows downwards. Push!pop opetatmns are done through the PUSHIPOP instructions and;they =
implicitly modify ESP. The PUSH instruction decrements ESP and then writes data at the location pointed to
by ESP; POP reads the data and increments ESP, The default auto-increment/decrement value is 4, but it can be
changed to 1 or 2 with a prefix override. In practice, the value is almost always 4 because the OS requires the
stack to be double-word aligned.
Suppose that ESP initially points to 0xb20000 and you have the following code:

+initial ESP = 0xb20000

OL:BSAAAAAAAA MOV eaxOAAAAAAARD
02:3BBBBBBBBB mov ebxOBBBBBBBBR

03: B9 CCCCCCCC mov ecx,0€CCCCCCCh

04:BADDDD DD DD mov edx,0DDDDDDDDh

05:50  push eax

; address Oxb1fffc will contain the value 0xAAAAAAAA and ESP

; will be 0xb1ftfc (=0xb20000-4)

06:53  push ebx
| ",adt;rqquxblﬁfBWIHcontamthevalueoxﬁmﬁmamm REEEE e BEEEEE

e e B BT EETS

s will be 0xb1fFf8 (=0xb1ffc-4)

07: 5E pop esi

; ESI will contain the value 0xBBBBBBBB and ESP will be 0xb1fffc
1(=0xb1fff8+4)

08:5F  pop edi

+ EDI will contain the value 0XAAAAAAAA and ESP will be 0xb20000
1(=0xb1ftfc+4)
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ESP can also be directly modified by other instructions, such as ADD and SUB.

While high-level programming languages have the concept of functions that can be called and returned
from, the processor does not provide such abstraction. At the lowest level, the processor operates only on
concrete objects, such as registers or data coming fromm memory. How are functions translated at the machine
level? They are implemented through the stack data structure! Consider the following function:

C

L T 1 AT R 1 TP £
gl e SEEEHEE e e S SRS S
return a+b;
}
Assembly

01:004113A055 push ebp

02:004113A1 8BEC = mov ebp,esp

03:1..

04:004113BE OF BF 45 08 movsx eax, word ptr [ebp+8]

05:004113C2 OF BF 4D OC movsx ecx, word ptr [ebp+0Ch]

06:004113C603C1  add eax,ecx [ ]
107:\-“ i s = S e SRS e ST R T T T T T T

08:004113CB8BE5 mov esp,ebp

09:004113CD 5D pop ebp

10: 004113CEC3 retn



The function is invoked with the following code:

C

sum = addme(x, y);
Assembly

01: 004129F3 50

03:004129F8 51

04:004129FS ESF1 E7FFFF call addrrie' 11
05:004129FE83C408  add esp, 8
Before going into the details, first consider the CALL/RET instructions and calling conventions. The CALL
instruction performs two operations:
1. It pushes the return address (address immediately after the CALL instruction) on the stack.
2. It changes EIP to the call destination. This effectively transfers control to the call target and begins exe-

cution there,

RET simply pops the address stored on the top of the stack into EIP and transfers control to it (literally like a
“POP EIP” but such instruction sequence does not exist on x86). For example, if you want to begin execution at
0x12345678, you can just do the following:

02:C3 ret

A calling convention is a set of rules dictating how function calls work at the machine level. It is defined by
the Application Binary Interface (ABI) for a particular system. For example, should the parameters be passed
through the stack, in registers, or both? Should the parameters be passed in from left-to-right or right-to-left?
Should the return value be stored on the stack, in registers, or both? There are many calling conventions, but
the popular ones are CDECL, STDCALL, THISCALL, and FASTCALL. (The compiler can also generate its own cus-
tom calling convention, but those will not be discussed here.) Table 1.2 summarizes their semantic.

Table 1.2 Calling Conventions

push eax

........

s o e+ i e m S S S SRS

CDECL STDCALL FASTCALL
Parhmeters Pushed on the | Sétﬁé as CDECL! 171 First two parametdrs are | ||
- stack from nght- | except that the passed in ECX and EDX. The
to-left. Caller must  callee must clean rest are on the stack.
clean up the stack  the stack.
after the call.
Return value Stored in EAX. Stored in EAX. Stored in EAX.
Non-volatile EBP, ESP, EBX, EBP, ESP, EBX, EBP, ESP, EBX, EST, EDLI.
registers ESI, EDI. ESI, EDI.

We now return to the code snippet to discuss how the function addme is invoked. In line 1 and 3, the two pa-
rameters are pushed on the stack; ECX and EAX are the first and second parameter, respectively. Line 4 invokes



the addme function with the CALL instruction. This irnmediately pushes the return address, 0x4129FE, on the
stack and begins execution at 0x4113A0. Figure 1.4 illustrates the stack layout after line 4 is executed.

ESP

GE= - BRRNR-CooRMEt-nocLLUc.:2-  SSERECIC_oEEAAR::
| S INNEBEMEET CEEEEIRE L IANEENEE AR T
EAX

After line 4 executes, we are now in the addme function body. Line 1 pushes EBP on the stack. Line 2 sets EBP
to the current stack pointer. This two-instruction sequence is typically known as the function prologue because
it establishes a new function frame. Line 4 reads the value at address EBP+8, which is the first parameter on the
stack; line 5 reads the second parameter, Note that the parameters are accessed using EBP as the base register.
When used in this context, EBP is known as the base frame pointer (see line 2) because it points to the stack
frame for the current function, and parameters/locals can be accessed relative to it. The compiler can also be
instructed to generate code that does not use EBP as the base frame pointer through an optimization called
Jframe pointer omission. With such optimization, access to local variables and parameters is done relative to
ESP, and EBP can be used as a general register like EAX, EBX, ECX, and so on. Line 6 adds the numbers and saves
the result in EAX. Line 8 sets the stack pointer to the base frame pointer. Line 9 pops the saved EBP from line
1 into EBP. This two-instruction sequence is commonly referred to as the function epilogue because it is at the
end of the function and restores the previous function frame. At this point, the top of the stack contains the
return address saved by the CALL instruction at 0x4129F9. Line 10 performs a RET, which pops the stack and
resumes execution at 0x4129FE. Line 5 in the snippet shrinks the stack by 8 because the caller must clean up
the stack per CDECL's calling convention.

. Iftnemnmon addme hadlpqa{ variables ::3“, cHwould‘ n‘eed to gromﬂ}e stackby Suhtm;mng E‘:sjP m ul.nH :

2. All local variables would then be accessib ough a negatlve oﬁet from EBP. L]
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Control Flow

This section describes how the system implements conditional execution for higher-level constructs like if/
else, switch/case, and while/for. All of these are implemented through the CMP, TEST, JMP, and jcc instructions

and EFLAGS register. The following list summarizes the common flags in EFLAGS:
- ZF/Zero flag—Set if the result of the previous arithmetic operation is zero.
- SF/Sign flag—Set to the most significant bit of the result.
- CF/Carry ﬂag—Set when the result ,regmres ac It applxes to unsxgned numbgrs_ e L=
dl’jowrﬂow ﬂag—&et ifthe Eesult ovperﬂtbv#s “me size. It appli’eé* tb‘ signed numbers. | | L i I f{‘"_
~ Arithmetic instructions update these flags based on the result. For example, the instruction SUB EAX, EAX
would cause ZF to be set. The Jcc instructions, where “cc” is a conditional code, changes control flow depending

¥ =

on these flags. There can be up to 16 conditional codes, but the most common ones are described in Table 1.3.

Table 1.3 Common Conditional Codes
conditional Code | English Description i Machine Description

B/NAE Below/Neither Above nor Equal. Used for unsigned operations. CF=1 ,l

NB/AE Not Below/Above or Equal. Used for unsignéd operations. CF=0

E/Z Equal/Zero ZF=1

NE/NZ Not Equal/Not Zaro ZF=0

L Less than/Neither Greater nor Equal. Used for signed operations. | (SFAOF) =1

GE/NL Greater or Equal/Not Less than. Used ﬁorsignedoperations. (SEAQF)=0 i
TGANLE] | " | Greater/Not Less nor Equal. Used for signed operations. ((SFAOF)|ZF)=0 '

Because assembly language does not have a defined type system, one of the few ways to recognize signed/
unsigned types is through these conditional codes.

The CMP instruction compares two operands and sets the appropriate conditional code in EFLAGS; it com- |
pares two numbers by subtracting one from another without updating the result. The TEST instruction does
the same thing except it performs a logical AND between the two operands.

If-Else

If-else constructs are quite simple to recognize because they involve a compare/test followed by a Jcc. For
example: |

RN R

bi: ‘mov edx, [esn]

03: test edx, edx

04: jz shortloc_4E31F9

05: mov ecx, offset _FsRtlFastMutexLookasideList
06: call _ExFreeToNPagedLookasideList@8

07: and dword ptr [esi], 0



08: lea eax,[esi+4]

09: push eax
10: call _FsRtlUninitializeBaseMcb@4
11:loc_4E31F9:

12: pop esi
13: pop ebp
14: retn 4 |
| imaageb@tendo | 1

.Pseudoc

if (*esi == 0) {
return;
}
ExFreeToNPagedLookasideList(...);
*esi=0;
return;
OR
if (*esi!= 0) {

" ExFreeToNPagedLookasideList(..); """~ | ‘ AL
*esi = 0;

}
return;

Line 2 reads a value at location ESI and stores it in EDX. Line 3 ANDs EDX with itself and sets the appropriate
flags in EFLAGS. Note that this pattern is commonly used to determine whether a register is zero. Line 4 jumps
toloc_4E31F9 (line 12)if ZF=1. If ZF=0, then it executes line 5 and continues until the function returns.

Note that there are two slightly different but logically equivalent C translations for this snippet.

:Swih"'p”ce'f’r-."-”'” 1
BEEC dam i wliH'flww T 8 o e O
A switch-case block is a sequence o 1ffelse statements. For example '

1 1 } ¥ =i H |
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switch(ch) {

case'c"
handle_c();
break;

case'h"
handle_H();
break;

default:
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: L '- ) :
H();

-
|

IEERERRRAR,
Zz shortloc Q_%S_EC
oty _j_ai:‘iﬂjﬂ‘ |
CEERLCRER
. pop ebp
13 retn
4o cased:

y

L= i




26: movzx eax,al

27: pop ebp
28: retn

C

unsigned char switchme(int a)

f | |
B 1
sw:tch(a){ Ll L L] | L] |
res ="A",
break;
case 0x42:
res ='B’;
break;
case 0x43:
res ='C';
break;
default:

Qe it o g 2 T T T e e =TT ST T = R Ml e bea bt Bt B [ e

Real-life switch-case statements can be more complex, and compilers commonly build a jump table to reduce
the number of comparisons and conditional jumps. The jump table is essentially an array of addresses, each
pointing to the handler for a specific case. This pattern can be observed in Sample ] in sub_10001110:

Assembly

01: cmp edi,5

02- j7 ShOFE10C 10001 1AL - -t o oo e
da dsomgoouyléd,w B = e | TEOBEE e A e W
‘0410c10001125.. ENEZMES" SREESEET . TAREEEST AEEESEs .  TE

05: mov esi, 40h

06: jmp shortloc_10001145
07:loc_1000112C:

08: mov esi, 20h

09: jmp shortloc 10001145
10:loc_10001133:

11: mov esi, 38h

12: jmp shortloc 10001145
13:loc_1000113A:



14: mov esi, 30h

15: jmp shortloc_10001145

16:1oc_10001141:

17: mov esi, [esp+OCh]

18

19: off _100011A4 dd offset loc_10001125

20 ddoffsetloc 100011;25 EEEE

22 ddoﬁ‘setloc 1000112 = =t | = , e
| 23: ddoffsetloc 10001133 | | | | 11 0 7 2 0 5
24: dd offsetloc_1000113A

Pseudo C

switch(edi) {
case O:
case 1:
// gotoloc_10001125;
esi = 0x40;
break;
case 2: | ]
case S =)L S e 1 O s N L 51 553 Lo ot o |l
/{ gotoloc_1000113A4;
esi = 0x30;
break;
case 3:
/1 gotoloc_1000112C;
esi = 0x20;
break;
case 4:
// gotoloc_10001133;
e51— 0x38 |

(5 |defaults i i | | | =
70 P Y T Y 1P P . 5 1 O 5 53 5
esi = *(esp+0xC)
break;
]

Here, the compiler knows that there are only five cases énd the case value is consecutive; hence, it can con-
struct the jump table and index into it directly (line 3). Without the jump table, there would be 10 additional
instructions to test each case and branch to the handler. (There are other forms of switch/case optimizations,
but we will not cover them here.)



Loops

At the machine level, loops are implemented using a combination of Jcc and JMP instructions. In other words,
they are implemented using if/else and goto constructs. The best way to understand this is to rewrite aloop
using only if/else and goto. Consider the following example:

Using for

for (int i=0;i<10; 1++){ |

?f | ltnﬁdﬂfﬂﬁd\nfl) 0 )3 o 5

pnntf("done'\n )
Using if/else and goto

inti=0;
loop_start:
if(i<10){
printf(*%d\n", i);
i++;

goto loop_start;
}

pnntf("doneln"),

When compﬂed both versions are 1dent1ca.l at the rnachme code level:

01: 00401002 mov edi,ds:|_imp_ printf

02: 00401008 xor esi,esi

03:0040100A lea ebx, [ebx+0]

04:00401010 loc_401010:

05:00401010 push esi

06:00401011 push offsetFormat ;“%d\n"
07: 00401016 call edi;__imp_ printf

08: 00401018 inc | esi

09:00401019 add esp, 8

IR 3 S e 0
11:0040101F jl shortloc 401010 - T
'12:00401021 push offsetaDone "'""‘,"déxie!\n" IS I

13: 00401026 call edi; imp_ printf
14: 00401028 add esp, 4

Line 1 sets EDI to the printf function. Line 2 sets ESI to 0. Line 4 begins the loop; however, note that it does
not begin with a comparison. There is no comparison here because the compiler knows that the counter was
initialized to O (see line 2) and is obviously going to be less than 10 so it skips the check. Lines 5-7 call the printf
function with the right parameters (format specifier and our number). Line 8 increments the number. Line 9
cleans up the stack because printf uses the CDECL calling convention. Line 10 checks to see if the counter is less
than OxA. If it is, it jumps back to loc_401010. If the counter is not less than OxA, it continues execution at line



12 and finishes with a printf.

One important observation to make is that the disassembly allowed us to infer that the counter is a signed
integer. Line 11 uses the “less than” conditional code (JL), so we immediately know that the comparison was
done on signed integers. Remember If "abovefbelow," it is unsigned if “less than/greater than,” it is signed.

- - - o R R o T I

| | | | = |
| I e L | 1 s | } } #hang |

‘ 039: push esl e i o - % T H t . S e . 1 ot % * ¥ - 4 . s . ¥ . & ¥ % i s *

04: call dsistrlenA

05: mov edi, eax

06: Xor ecx,ecx

07: xor edx,edx

08: test edi, edi

09: jle shortloc_1000AESB

10:loc_1000AE4D:

11: mov al, [edx+esi]

12: mov [ecx+esi], al

13; add edx, 3 ‘ |
:'\1|4£ i]]c ecx e i T T o e =TS S R B i b e B N |

15: cmp edx, edi

16: jl shortloc_1000AE4D

17:loc_1000AESB:

18: mov byte ptr[ecx+esi], 0

19: mov eax, esi

20: pop edi

21: retn

22:sub_1000AE3Bendp

C

1ntlen,1=0,]=0;
len = IstrlenA(str);
if (len <=0) {
strfj] = 0;

return str;

]

while (j < len) {
strli] = stxfj];
JE)*3:



i=i+];
}
strfi] = 0;
return str;
}

The sub_1000AE3B function has one parameter passed using a custom calling convention (ESI holds the
1 Paﬁefep..l.me 2 saves BDI % 3 calls Lﬂ?’l?qﬂwfxth the Raram-—- 3 qe?ce, you nnmedzat}ely }mow that ESI‘ l .
is of type char *. Line 5 saves the return value (string Iength) in EDI Lines 6-7 clear ECX and EDX. Lmes 8—79 |
‘checkto see if the strmg lengthisless than or equal to zero. If it is, control is transferred to line 18, whlch sets
the value at ECX+ESI to 0. If it is not, then execution is continued at line 11, which is the start of a loop. First, it
reads the character at ESI+EDX (line 11), and then it stores it at ESI+ECX (line 12). Next, it increments the EDX
and ECX by three and one, respectively. Lines 15-16 check to see if EDX is less than the string length; if so, exe-
cution goes back to the loop start. If not, execution is continued at line 18.
It may seem convoluted at first, but this function takes an obfuscated string whose deobfuscated value is
every third character, For example, the string SXJOTYFKPTYAW\\aAFKRW\\E is actually SOFTWARE, The
purpose of this function is to prevent naive string scanners and evade detection. As an exercise, you should de-
compile this function so that it looks more “natural” (as opposed to our literal translation).

Outside of the normal Jec constructs, certain loops can be implemented using the LOOP instruction. The
LOOP instruction executes a block of code up to ECX time. For example:

Asgembly e e e e L |

01:8BCA  mov ecx,edx
02: loc_CFBS8F:

03: AD lodsd

04:F7D0 not eax

05: AB stosd

06:E2FA  loop loc CFB8F

Rough C
while (ecx != 0) {

B L = N o | o ) S L e e o o e e
Bl SRS o EREMBE - o BBEE . BEEEEC .. CRERERE L

Line 1 reads the counter from EDX. Line 3 is the loop start; it reads in a double-word at the memory address
ESI and saves that in EAX; it also increments EDI by 4. Line 4 performs the NOT operator on the value just read.
Line 5 writes the modified value to the memory address EDI and increments ESI by 4. Line 6 checks to see if
ECXis 0; if not, execution is continued at'the loop start.



kd> 'dq @cr3+2*8 L1 ;read the PDPT entry at index 2
# 85c01f0 00000000 ' 0d66e001

Per the documentation, the bottom 12 bits of a PDPT entry are flags/reserved bits, and the remaining ones
are used as the physical address of the PD base. Bit 63 is the NX flag in PAE, so you will also need to clear that as
well. In this particular example, we did not clear it because it is already 0. (We are looking at code pages that are
executable,) |

- 30x00000000 " 0d66e001 = 00001101011001101110000000000001 SRS sm S s mm e S S
S 5 RGN 7 7 SO | 0 s O 5
;0x0d66e000  =00001101011001101110000000000000. . . . . | . ..
; This tells us that the PD base is at physical address 0x0d66e000
kd> 'dq 0d66e000+0x1fc*8 L1 ;read the PD entry at index Ox1FC
# d66efe0 00000000 " 0964b063

Again, per the documentation, the bottom 12 bits of a PD entry are used for flags/reserved bits, and the re-
maining ones are used as the base for the PT:

; 0x0964b063 = 00001001 01100100 1011000001100011

; after clearing the bottom 12 bits, we get

; 0x0964b000 = 00001001 01100100 10110000 00000000

; This tells us that the PT base is at 0x0964b000

kd> 'dq 0964b000+e*8 L1 ;read the PT entry at mdex OxE |
#964b070 00000000"° 06694021 * ' ‘ I I I

Again, the bottom 12 bits can be cleared to get to the base of a page entry:

; 0x06654021 = 00000110 01101001 01000000 00100001
; after clearing bottom 12 bits, we get
; 0x06694000 = 00000110 01101001 01000000 00000000
; This tells us that the page entry base is at 0x06694000
kd> !db 06694000+e6b L8 ;read 8 bytes from the page entry at offset OXE6B
# 6694e6b 8b ff 55 8bec 83 ecOc ..U....[)t.... ;our dataatthat
; physical page
kd>db bf80ee6b L8 ;read 8 bytes from the virtual address
;bfseeie6b18bff558bec83ecu [)t.‘wsmrwdata!\;y;% = |1|[l
'Aﬁer'the'entiré p'rOcess, itis detaernuned that the virtual address OxBFB80EE6B translates to the physu:al ad- i i
dress OX6694E6B.
Modern operating systems implement process address space separation using this mechanism. Every process
is associated with a different CR3, resulting in process-specific virtual address translation. It is the magic be-
hind each process's illusion that it has its own address space. Hopefully you will have more appreciation for the
processor the next time your program accesses memory!

Interrupts and Exceptions

This section briefly discusses interrupts and exceptions, as complete implementation details can be found in
Chapter 3, “The Windows Kernel.”
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In contemporary computing systems, the processor is typically connected to peripheral devices througha
data bus such as PCI Express, FireWire, or USB. When a device requires the processor's attention, it causes an
interrupt that forces the processor to pause whatever it is doing and handle the device's request. How does the
processor know how to handle the request? At the highest level, one can think of an interrupt as being associ-
ated with a number that is then used to index into an array of function pointers. When the processor receives
the interrupt, it executes the function at the index associated with the interrupt and resumes execution at
wherever it was before the interrupt occurred. These are called hardware interrupts because they are generated
by hardwa.Te devices. They are ?pchmnous by aj

When e processor is executmg an mstructfwn, maymﬂ nto exce]ptlons l'-'or example an mstrucuon Y15

e

- could generate a divide-by-zero error, reference an invalid address, or trigger a privilege level transition. For il

the purpose of this discussion, exceptions can be classified into two categories: faults and traps. A faultisa
correctable exception. For example, when the processor executes an instruction that references a valid mem-
ory address but the data is not present in main memory (it was paged out), a page fault exception is generated.
The processor handles this by saving the current execution state, calling the page fault handler to correct this
exception (by paging in the data), and re-executing the same instruction (which should no longer cause a page
fault). A trap is an exception caused by executing special kinds of instructions. For example, the instruction
SYSENTER causes the processor to begin executing the generic system call handler; after the handler is done,
execution is resumed at the instruction immediately after SYSENTER. Hence, the major difference between a
fault and a trap is where execution resumes. Operating systems commonly implement system calls through
the interrupt and exception mechanism.
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Walk-Through

We finish the chapter with a walk-through of a function with fewer than 100 instructions. It is Sample J's
DlIMain routine. This exercise has two objectives. First, it applies almost every concept covered in the chapter
(except for switch-case). Second, it teaches an important requirement in the practice of reverse engineering:
reading technical manuals and online documentation. Here is the function:

01: ;BOOL _ stdcall DIIMain(HINSTANCE hinstDLL, DWORD fdwReason,
; LPVOID IpvReserved)
02: _DIlIMain@12 proc near

osr_.alscaoowm gub | ésp 3ok SRl | L b | | L e [
06:57 push edi

07:0F014DF8 sidt fword ptr [ebp-8]

08:8B45FA mov eax,[ebp-6]

09:3D00F403 80 cmp eax, 8003F400h

10: 76 10 jbe shortloc_10001C88 (line 18)

11:3D00 7404 80 cmp eax, 80047400h

12: 7309 jnb shortloc_10001C88 (line 18)

13:33CO XOor | eax,eax

14: 5F pop edi



15:8BES  mov esp,ebp 57:85C0  test eax,eax

16:5D  pop ebp 58:7423  jz shortloc_10001D24 (line 70)

17:€20C00 retn 0Ch 59:8D 85 F4 FEFF+ lea eax, [ebp-10Ch)

18: loc_10001C88: 60:68 507C00 10 push 10007C5Ch

19:33C0  xor eax,eax 61: 50 push eax

20:B949000000 mov ecx,45h 62.FFD6  call esi;_stricmp

21:8DBDDAFEFF: lea edifebp-12ch)  63:83C408 add esp8 =L

22:CT85DOFEEF* mov dwordptr[ebp-130h)0 64:85C0 testexex B8
23:50  push eax 65:75DA  juz_shortloc 1ooo1c1=oamesz) I
24:6402 push 2 66 loc_10001D16:

25:F3AB  repstosd 67:8B8SESFEFF+ mov _eax, [ebp-118h]

26:E8 2D2F0000 call CreateToolhelp32Snapshot 68: 8B 8D D8 FEFF+ mov  ecx, [ebp-128h]

27:8BF8  mov edi eax 69:EB06 jmp shortloc_10001D2A (line 73)

28:83FFFF  cmp edi, OFFFFFFFFh 70: loc_10001D24:

29:7509 jnz shortloc_10001CB9 (line3s) = 71:8B450C  mov eax,[ebp+0Ch]

30:33C0  Yor eaxeax 72:8B4D0C  mov ecx,[ebp+0Ch]

3L:5F pop edi 73 loc_10001D2A:

32:8BE5  mov esp,ebp 74:3BC1  cmp eax,ecx

33:5D | pop ebp 75:5E | pop esi

34:C20C00 retn OCh 76:7509  jnz shortloc 1ooomss(1mesz)

35:  loc_10001CBY: 77:33C0  xor eax,eax

36:8D 85 DOFEFF+ lea eax, [ebp-130h] 78:5F  pop edi

37.56  push esi 79:8BES  mov esp,ebp

38:50  push eax 80:5D  pop ebp

39:57 push edi 81:C20C00 retn OCh

40:C7 85 DOFE FF+ mov  dword ptr [ebp-130h], 12¢82: loc_10001D38:

41:ESFF2E0000 call Process32First 83:88450C mov  eax,[ebp+0Ch]

42:85C0  test eax,eax 84.48 dec eax

43:744F | jz shortloc_10001D24(line70)  85:7515  jnz shortloc_10001D53 (line93)

44:8835C05000+ mov  esi, ds:_stricmp 86:6A00  push 0

45:8DBDF4FEFF+ lea ecx,febp-10Ch] . 87:6A00  push 0 R A=
46:68507€0010 push 10007C50h " 's8:6a00 push 0 | ]l i L i il Y
47:51  push ecx _ §9:68D0320010 push 100032D0h |
48:FFD6  call esi; stricmp 90:6A00  push 0

49:83C408 add esp,8 91:6A00  push 0

50:85C0  test eax,eax 92:FF 15205000+ call ds:CreateThread

51:7426  jz shortloc_10001D16 (line66)  93: loc_10001D53:

52 loc_10001CF0: 94:8801000000 mov eax,1

53:8D 95 DOFEFF+ lea edx, [ebp-130h] 95:5F pop edi

54:52  push edx 96:8BES  mov esp,ebp

55:57  push edi 97.5D = pop ebp

56:EBCD2E0000 call Process32Next



Lines 3-4 set up the function prologue, which saves the previous base frame pointer and establishes a new
one. Line 5 reserves 0x130 bytes of stack space. Line 6 saves EDI. Line 7 executes the SIDT instruction, which
writes the 6-byte IDT register to a specified memory region. Line 8 reads a double-word at EBP-6 and saves it
in EAX. Lines 9-10 check if EAX is below-or-equal to 0x8003F400. If it is, execution is transferred to line 18;
otherwise, it continues executing at line 11. Lines 11-12 do a similar check except that the condition is not-
below 0x80047400. If it is, execution is transferred to line 18; otherwise, it continues executing at line 13. Line
13 clears EAX. Line 14 restores the saved EDI register in line 6. Lines 15-16 restore the previous base frame and
=stackpomter Line 17 adds Oxcbytestothestackpomter andthenretums tothecaller. e e e 8
: Before chscussmg the next area, note afewthmgs about these ﬂrst 17‘ lines. The SIDT instruction (line 7) |
writes the content of the IDT register to a 6-byte memory location. What is the IDT register? The Intel/AMD
reference manual states that IDT is an array of 256 8-byte entries, each containing a pointer to an interrupt
handler, segment selector, and offset. When an interrupt or exception occurs, the processor uses the interrupt
number as an index into the IDT and calls the entry’s specified handler. The IDT register is a 6-byte register;
the top 4 bytes contain the base of the IDT array/table and the bottom 2 bytes store the table limit. With this
in mind, you now know that line 8 is actually reading the IDT base address. Lines 9 and 11 check whether the
base address is in the range (Ox8003F400, 0x80047400). What is special about these seemingly random con-
stants? If you search the Internet, you will note that 0x8003F400 is an IDT base address on Windows XP on
x86. This can be verified in the kernel debugger:

0: kd> vertarget
Windows XP Kernel Version 2600 (Semce Pack 3) MP(2 procs) Free x86 compatible
Built by: 2600.xpsp.080413-2111

0:kd> r @idtr
idtr=8003f400
0:kd> ~1
1:kd> r @idtr
idtr=bab3c590
Why does the code check for this behavior? One possible explanation is that the developer assumed that an

IDT base address falling in that range is considered “invalid” or may be the result of being virtualized. The
ﬁmctlon automatwally retums zero if the ID'I'R is "mvahd." You can decomplle thls code to C as follows:

typedefbtructIDTR{ | i i =1
DWORD base; '
SHORT limit;
}IDTR, *PIDTR;
BOOL __stdcall DllMain (HINSTANCE hinstDLL, DWORD fdwReason, LPVOID IpvReserved)
{
IDTRidtr;
_ sidt(&idtr);
if (idtr.base > 0x8003F400 && idtr.base < 0x80047400h) { return FALSE; }
//line 18



If the IDT base seems valid, the code continues execution at line 18. Lines 19-20 clear EAX and set ECX to
0x49. Line 21 uses sets EDI to whatever EBP-Ox12C is; since EBP is the base frame pointer, EBP-0x12C is the ad-
dress of a local variable. Line 22 writes zero at the location pointed to by EBP-0x130. Lines 23-24 push EAX and
2 on the stack. Line 25 zeroes a 0x124-byte buffer starting from EBP-Ox12C. Line 26 calls CreateToolhelp32S-
napshot:

HANDLE WINAFPI CreateToolhelp32Snapshot(
_In_ DWORD dwFlags,

- ASBMRD 5 YRR | L
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This Win32 API funcnon takes two mteger parameters Asa general rule, Win32 API functions follow STD-
CALL calling convention. Hence, the dwFlags and th32ProcessId parameters are 0x2 (line 24) and 0x0 (line 23).
This function enumerates all processes on the system and returns a handle to be used in Process32Next. Lines
27-28 save the return value in EDI and check if itis -1, If it is, the return value is set to 0 and it returns (lines
30-34); otherwise, execution continues at line 35. Line 36 sets EAX to the address of the local variable previ-
ously initialized to O in line 22; line 40 initializes it to Ox128. Lines 37-39 push ESI, EAX, and EDI on the stack.
Line 41 calls Process32First:

Function prototype DWORD dwfFlags;
TCHAR szExeFile|MAX_PATH];
}PROCESSENTRY32, *PPROCESSENTRY32;
00000000 PROCESSENTRY32 struc; (sxzeof-Oxl 28)

BOOL WINAPI Process32First(
_In_  HANDLE hSnapshot,
_Inout LPPROCESSENTRY32Ippe | . |

........

) 00000000 dwsSize dd 2
= 00000004 cntUsage dd ?
Relevant structure definition 00000008 th32ProcessID dd 3
typedef struct tagPROCESSENTRY32 { 0000000C th32DefaultHeapID dd ?
DWORD dwsSize; 00000010 th32ModuleID dd ?
DWORD cntUsage; 00000014 cntThreads dd ?
DWORD  th32ProcessID; | 00000018 th32ParentProcessID dd ?
ULONG_PTR th32DefaultHeaplD; 0000001C pcPriClassBase dd ?
DWORD th32ModuleID; 00000020 dwFlags dd ?
DWORD  cntThreads; 00000024 szExeFile db 260 dup(?)
1 PYPRGthazParentBIRpeRsIy | [ -1-{-{00000126 FROBBSSENTRY 32 de | | | | |
Lé G panCIassBase BecausethlsAP!takestwopmmer.ers hSnapshot is EDI (line 39, previously the returned handle from Cre-

! 22| e ate'i’oomelpszslmpshot inline 27), and lppe is the address of a local variable (EBP-0x130). Because 1ppE pemts I

...... to a PROCESSENTRY32 structu.re we 1mmed1ate]y know that the local variable at EBP.0x130 is of the same
type. It also makes sense because the documentation for Process32First states that before calling the function,
the dwSize field must be set to the size of a PROCESSENTRY32 structure (which is 0x128). We now know that
lines 19-25 were simply initializing this structure to 0. In addition, we can say that this local variable starts at
EBP-0x130 and ends at EBP-0x8.

Line 42 tests the return value of Process32Next. If it is zero, execution begins at line 70; otherwise, it contin-

ues at line 43, Line 44 saves the address of the stricmp function in ESI. Line 45 sets ECX to the address of alocal
variable (EBP-0x10C), which happens to be a field in PROCESSENTRY 32 (see the previous paragraph). Lines 46—
48 push 0x10007C50/ECX on the stack and call stricmp. We know that stricmp takes two character strings as
arguments; hence, ECX must be the szExeFile field in PROCESSENTRY32 and 0x10007C50 is the addressof a
string:

.data:10007C50 65 78 70 6C 6F+Str2 db 'explorer.exe',0

Line 49 cleans up the stack because stricmp uses CDECL calling conyention. Line 50 checks stricmp's return
value. If it is zero, meaning that the string matched “explorer.exe”, execution begins at line 66; otherwise, it
continues execution at line 52. We can now decompile lines 18-51 as follows:



HANDLE h;

PROCESSENTRY32 procentry;

h = CreateToolhelp32Snapshot(TH32CS_SNAPPROCESS, 0);
if (h == INVALID_HANDLE_VALUE) { return FALSE; }
memset(&procentry, 0, sizeof(PROCESSEN’I'RYSZ));
procentry.dwSize = sxzeof(procentry), /1 0x1 28 1
if (PmcessB2Next(h, &pmoentry PALSB) { Sl om
~ //line70

if (stricmp(procentry.szExeFile, "explorer.exe") == 0) {
//line 66

}
//line 52

Lines 52-65 are nearly identical to the previous block except that they form a loop with two exit conditions.

The first exit condition is when Process32Next returns FALSE (line 58) and the second is when stricmp returns
zero. We can decompile lines 52-65 as follows:

while (Process32Next(h, &procentry) != FALSE) {
if (stricmp(procentry.szExeFile, "explorer“.exe") ==
break;

After the loop exits, execution resumes at line 66. Lines 67-68 save the matching PROCESSENTRY32's th32
ParentProcessID/th32ProcessID in EAX/ECX and continue execution at 37. Notice that Line 66 is also a jump
target in line 43.

Lines 70-74 read the fdwReason parameter of DllMain (EBP+C) and check whether it is O (DLL_PROCESS_DE-
TACH). If it is, the return value is set to 0 and it returns; otherwise, it goes to line 82. Lines 82-85 check if the
fdwReason is greater than 1 (i.e.,, DLL_THREAD_ATTACH, DLL_THREAD_DETACH). If it is, the return value is
set to 1 and it returns; otherwise, execution continues at line 86. Lines 86-92 call CreateThread:

HANDLE WINAPI CreateThread(
_In_opt_ LPSECURITY_ATTRIBUTES IpThreadAttributes,
In_  SIZE_T dwStackSize,
_In_ LPTHREAD_START_ROUTINE IpStartAddress,
_In_opt_ LPVOID IpParameter,
iii':: L m_ DWORdeCreationﬂags,i«::-‘;f‘ ‘111
% e _Out_opt_ LPDWORD IpThreadId 2 T P o
-
with IpStartAddress as 0x100032D0. This block can be decompiled as follows:

if (fdwReason == DLL_PROCESS_DETACH) { return FALSE; }
if (fdwReason == DLL_THREAD_ATTACH || fdwReason == DLL_THREAD_DETACH) {
return TRUE; }
CreateThread(0, 0, (LPTHREAD_START_ROUTINE) 0x100032D0, 0, 0, 0);
return TRUE;
Having analyzed the function, we can deduce that the developer's original intention was this:
1. Detect whether the target machine has a “sane” IDT.
2. Check whether “explorer.exe” is running on the system—i.e., someone logged on.
3. Create a main thread that infects the target machine.



x64 is an extension of x86, so most of the architecture properties are the same, with minor differences such as
register size and some instructions are unavailable (like PUSHAD). The following sections discuss the relevant
differences.

Register Set and Data Types

The register set has 18 64-bit GPRs, and can be illustrated as shown in Figure 1.6. Note that 64-bit reglsters
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While RBP can still be used as the base frame pointer, it is rarely used for that purpose in real-life compiler-
generated code. Most x64 compilers simply treat RBP as another GPR, and reference local variables relative to

Data Movement

x64 supports a concept referred to as RIP-relative addressing, which allows instructions to reference dataata
relative position to RIP. For example:

01: 0000000000000000 48 8B 05 00 00+ mov rax, qword ptr cs:dloc_A

02: ; originally written as "mov rax, [rip]"
03: 0000000000000007 loc_A:

04: 0000000000000007 4831 CO  xor rax,rax

05 OOOOOOOOOOOOOOOA 90 nop

..........................................

to facilitate posmon-mdependent code ‘ ‘ |
Most arithmetic instructions are automatlcally promoted to 64 blts even though the operands are only 3 2
bits. For example:

48 B8 88 77 66+ mov rax, 1122334455667788h

31Co xor eax,eax ;will also clear the upper 32bits of RAX.
;1.e., RAX=0 after this

48 C7 CO FF FF+ mov rax,0FFFFFFFFFFFFFFFFh

FFCO inc eax ; RAX=0 after this



Canonical Address

On x64, virtual addresses are 64 bits in width, but most processors do not support a full 64-bit virtual address
space. Current Intel/AMD processors only use 48 bits for the address space. All virtual memory addresses must
be in canonical form. A virtual address is in canonical form if bits 63 to the most significant implemented bit
are either all 1s or Os. In practical terms, it means that bits 48-63 need to match bit 47. For example:

......................

~ OXfFEf801 c9c11000 = nuunnnunimumooooooodm 11001001 11000001
00010000 00000000 ; canonical |
0X000007£7 * bdb67000 = 00000000 00000000 00000111 11110111 10111101 10110110
01110000 00000000 ; canonical
OxfFF0800 ' 00000000 = 11111111 11111111 00001000 00000000 00000000 00000000
00000000 00000000 ; non-canonical
OxfEfF8000 ' 00000000 = 11111111 11111111 10000000 00000000 00000000 00000000
00000000 00000000 ; canonical
OXfEFFF960 00098910 = 11111111 71111111 11111001 01100000 00000000 00001001

10001001 11110000 ; canonical

If code tries to dereference a non-canonical address, the system will cause an exception.

Function Invocation

Recall that some calling conventions require parameters to be passed on the stack on x86. On x64, most calling
conventions pass parameters through registers. For example, on Windows x64, there is only one calling con-
vention and the first four parameters are passed through RCX, RDX, R8, and R9; the remaining are pushed on

:thes;ackfmmnghttoleft.Oanux,ﬂle first six parameters are passed on RDI, RSI, RDX, RCX R8,andR9. |
1 e | | | BEL AL IORENEL e dEE BE e



ARM

A company named Acorn Computers developed a 32-bit RISC architecture named the Acorn RISC Machine
(later renamed to Advanced RISC Machine) in the late 1980s. This architecture proved to be useful beyond
their limited product line, soa company named ARM Holdings was formed to license the architecture for use
t:romcs, MP3 players, telewsrons, and so on The first version of the arclutecture was mtroduced in 1985, and at
the time of this writing it is at version 7 (ARMv7). ARM has developed a number of specific cores (e.g., ARM?,
ARM7TDMI, ARM926E]S, Cortex)—not to be confused with the different architecture specifications, which
are numbered ARMv1-ARMv7. While there are several versions, most devices are either on ARMv4, 5, 6,0r 7.
ARMv4 and v5 are relatively “old,” but they are also the most dominant and common versions of the processor
(“more than 10 billion” cores in existence, according to ARM marketing). Popular consumer electronic prod-
ucts typically use more recent versions of the architecture. For example, the third-generation Apple iPod Touch
and iPhone run on an ARMv6 chip, and later iPhone/iPad and Windows Phone 7 devices are all on ARMv?7.

Whereas companies such as Intel and AMD design and manufacture their processors, ARM follows a slightly
different model. ARM designs the architecture and licenses it to other companies, which then manufacture
and integrate the processors into their devices. Companies such as Apple, NVIDIA, Qualcomm, and Texas
Instruments market their own processors (A, Tegra, Snapdragon, and OMAP, respectively), but their corear- |
chitecture is licensed from ARM. They all 1rriplerrier1t the base instruction set and memory model defined in
the ARM architecture reference manual. Additional extensions can be added to the processor; for example,
the Jazelle extension enables Java bytecode to be executed natively on the processor. The Thumb extension
adds instructions that can be 16 or 32 bits wide, thus allowing higher code density (native ARM instructions
are always 32 bits in width). The Debug extension allows engineers to analyze the physical processor using
special debugging hardware. Each extension is typically represented by a letter (], T, D, etc.). Depending on
their requirements, manufacturers can decide whether they need to license these additional extensions. This
is why ARMv6 and earlier processors have letters after them (e.g., ARM1156T2 means ARMv6 with Thumb-2
extension). These conventions are no longer used in ARMv7, which instead uses three profiles (Application,
Real-time, and Microcontroller) and model name (Cortex) with different features. For example, ARMv7 Cortex-
A series S are processors with the apphtatmn proqlq, and cOrtex-M are rnFant for nncroconttollers and onl)ri sul.qls-
port Thurnb mode execution, T 1 | [ | [T 11T T Ll [ [ | g

" This chapter covers the ARMv7 architecture as defined in the ARM Architecture Reference Manual: ARMv?-A '
and ARMv7-R Edition (ARM DDI 0406B).



(x86/x64). (From a practical perspective, new versions of Intel processors have some RISC features as well—i.e.,
they are not “purely” CISC.) First, the ARM instruction set is very small compared to x86, but it offers more gen-
eral-purpose registers. Second, the instruction length is fixed width (16 bits or 32 bits, depending on the state).
Third, ARM uses a load-store model for memory access. This means data must be moved from memory into
registers before being operated on, and only load/store instructions can access memory. On ARM, this trans-
lates to the LDR and STR instructions. If you want to increment a 32-bit value at a particular memory address,
you must first load the value atthat address toa reg;ster, mcrement 1t and store it back In contrast w1th x86

.............................

ARM also offers several different privilege levels to implement privilege isolation. In x86, privileges are
defined by four rings, with ring 0 having the highest privilege and ring 3 having the lowest. In ARM, privileges
are defined by eight different modes:

- User (USR)

- Fast interrupt request (FIQ)

- Interrupt request (IRQ)

- Supervisor (SVC)

- Monitor (MON)

« Abort (ABT)

- Undefined (UND)

+ System (SYS) 115553 ¢t et | R

Code running in a given mode has access to certain privileges and registers that others may not; for example,
code running in USR mode is not allowed to modify system registers (which are typically modified only in SVC
mode). USR is the least privileged mode. While there are many technical differences, for the sake of simplicity
you can make the analogy that USR is like ring 3 and SVC is like ring 0. Most operating systems implement ker-
nel mode in SVC and user mode in USR. Both Windows and Linux do this.

If you recall from Chapter 1, x64 processors can execute in 32-bit, 64-bit, or both interchangeably. ARM pro-
cessors are similar in that they can also operate in two states: ARM and Thumb. ARM/Thumb state determines
only the instruction set, not the privilege level. For example, code running in SVC mode can be either ARM or
Thumb In ARM state, instructions are always 32 bits wide; in Thumb state, instructions can be either 16 bits

e S ! e R B e S e e - . F e e i e |

- When Brhrichmg with the BX an& BLX mstruchén; if the destmatlori régister's least sngmﬁant b1t is 1, then'

it will switch to Thumb state. (Although instructions are either 2- or 4-byte aligned, the processor willig-

nore the least significant bit so there won't be alignment issues.)

- If the T bit in the current program status register (CPSR) is set, then it is in Thumb mode. The semantic of
CPSR is explained in the following section, but for now you can think of it as an extended EFLAGS register in
x86.

When an ARM core boots up, most of the time it enters ARM state and remains that way until thereisan
explicit or implicit change to Thumb. In practice, many recent operating system code mainly uses Thumb code
because higher code density is wanted (a mixture of 16/32-bit wide instructions may be smaller in size than all
32-bit ones); applications can operate in whatever mode they want. While most Thumb and ARM instructions
have the same mnemonic, 32-bit Thumb instructions have a W suffix.



In addition to having different states of execution, ARM also supports conditional execution. This means
that an instruction encodes certain arithmetic conditions that must be met in order for it to be executed. For
example, an instruction can specify that it will only be executed if the result of the previous instruction is
zero. Contrast this with x86, for which almost every single instruction is executed unconditionally. (Intel has
a couple of instructions directly supporting conditional execution: CMOV and SETNE.) Conditional execution
is useful because it cuts down on branch instructions (which are very expensive) and reduces the number of

................................

Another umque ARM feature is the barrel shlfter Certam mstruct.lons can conta.m another anthmet.u:
instruction that shifts or rotates a register. This is useful because it can shrink multiple instructions into one;
for example, you want to multiply a register by 2 and then store the result in another register. Normally, this
would require two instructions (a multiply followed by a move), but with the barrel shifter you can include the
multiply (shift left by 1) inside the MOV instruction. The instruction would be something like the following:

MOV RI1, RO, LSL #1 ;R1=R0*2
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Data Types and Registers

Similar to high-level languages, ARM supports operations on different data types. The supported data types
are: 8-bit (byte), 16-bit (half-word), 32-bit (word), and 64-bit (double-word).

The ARM architecture defines sixteen 32-bit general-purpose registers, numbered RO, R1,R2, ..., R15. While
all of them are available to the application programmer, in practice the first 12 registers are for general-purpose

usage(suchasBAX.EBx etc. mxBS)andthela,stﬂmeehavespeaalmeaningmthearch:tecture i

+R13 is denoted as t.he stack pointer (SP). It is the eqmvalent of ESPJ' RSP in x86/x64 It pomts to the top of the

program stack.
«R14 is denoted as the link register (LR). It normally holds the return address during a function call. Certain

instructions implicitly use this register. For example, BL always stores the return address in LR before
branching to the destination. x86/x64 does not have an equivalent register because it always stores the re-
turn address on the stack. In code that does not use LR to store the return address, it can be used as a general-
purpose register.

«R15 is denoted as the program counter (PC). When executing in ARM state, PC is the address of the current
instruction plus 8 (two ARM instructions ahead); in Thumb state, it is the address of the current instruction
plus 4 (two 16-bit Thumb instructions ahead). It is analogous to EIP/RIP in x86/x64 except that they always
point to the address of the next instruction tobe executed. Another major difference is that code can directly
read from and write to the PC register. Writing an address to PC will immediately cause execution to start at
that address. This can be elaborated upon a bit further to avoid confusion. Consider the following snippet in
Thumb state:

1:0x00008344 push {lr}

2: 0x00008346 mov  r0, pc
3:0x00008348 mov.w r2,rl1,ls1#31
4:0x0000834cpop {pc}

After hne 2i Is executed RO will h.old the Value 0x0000834a (=0x00098346+4)

(gdb) br main_ | |45
Breakpoint 1 at 0x8348

Breakpoint 1, 0x00008348 in main ()

(gdb) disas main

Dump of assembler code for function main:
0x00008344 <+0>: push ({lr}
0x00008346 <+2>: mov r0,pc



1: 0x00008344 push {lr}
2:0x00008346 mov  r0, pc
3:0x00008348 movw r2,rl,1sl#31
4:0x0000834cpop {pc}

After line 2 is executed, RO will hold the value 0x0000834a (-0x00008346 +4):

4 R 3 e R I
Breakpoint 1 at 0x8348 |

Breakpoint 1, 0x00008348 in main ()

(gdb) disas main

Dump of assembler code for function main:
0x00008344 <+0>: push {lr}
0x00008346 <+2>: mov r0,pc

=>0x00008348 <+4>: movw r2,rl,lIs1#31
0x0000834c <+8>: pop {pc}

- 0x0000834e <+10>: lsls r0,r0,#0

End of assembler dump.

(gdb) info register pc

pc 0x8348 0x8348 <main+4>

(gdb) info register r0

r0  0x834a 33610

Here we set a breakpoint at 0x00008348. When it hits, we show the PC and RO register; as shown, PC points
to the third instruction at 0x00008348 (about to be executed) and RO shows the previously read PC value. From
this example, you can see that when directly reading PC, it follows the definition; but when debugging, PC
pomtstothe instruction that is to be executed.

The reason for this peculiarity is due to legacy plpehmng from older ARM processors, which always fetched
two instructions ahead of the currently executing instruction. Nowadays, the pipelines are much more compli-
cated so this does not really matter much, but ARM retains this definition to ensure compatibility with earlier
Processors.



Similar to other architectures, ARM stores information about the current execution state in the current
program status register (CPSR). From an application programmer's perspective, CPSR is similar to the EFLAGS/
RFLAG register in x86/x64. Some documentation may discuss the application program status register (APSR),
which is an alias for certain fields in the CPSR. There are many flags in the CPSR, some of which are illustrated
in Figure 2.1 (others are covered in later sections).

f -’E(Bnglp.r}ness b1t)—ARMcmqpemte meltl}qmgorlittle endunrqofie. Thls b1t issettoOor 1 for llttle orbig,

+T(Thumb b1t)-—Th15 is set if you are in Thumb state; othemnse, it is ARM state, One way to exphc:tly transi-
tion from Thumb to ARM (and vice versa) is to modify this bit.
+ M (Mode bits)—These bits specify the current privilege mode (USR, SVC, etc.)

Figure 2.1
31 26 15 109 5 4 0
CPSR cond. flags IT E T M

System-Level Controls and Settings -

ARM offers the concept of coprocessors to support additional instructions and system-level settings. For
example, if the system supports a memory management unit (MMU), then its settings must be exposed to

boot or kernel code. On x86/x64, these settings are stored in CRO and CR4; on ARM, they are stored in copro-
cessor 15. There are 16 coprocessors in the ARM architecture, each identified by a number: CPO, CP1,...,CP15.
(When used in code, these are referred to as PO, ..., P15.) The first 13 are either optional or reserved by ARM;
the optional ones can be used by manufacturers to implement manufacturer-specific instructions or features.
For example, CP10 and CP11 are usually used for floating-point and NEON support. Each coprocessor contains
addmmila,l “opcodes” a.nd reglsters that canbe‘coquplled through spep?lARM insttucuons. CP14 and CP15 a{e

used for debug and system settmgs CP15, usually known as the system contro! coprocessor stores most of the
system settings (caching, paging, exceptions, and so forth).



Each coprocessor has 16 registers and eight corresponding opcodes. The semantic of these registers and
opcodes is specific to the coprocessor. Accessing coprocessors can only be done through the MRC (read) and
MCR (write) instructions; they take a coprocessor number, register number, and opcodes. For example, to read
the translation base register (similar to CR3 in x86/x64) and save it in RO, you use the following:

MRC p15, 0,10, c2,¢c0,0; save TTBR in 10

~Thiss yS, “read coprocessor 1 5's c2/co regist;e;ir 1.15mg opcode 0/0 and store the result in the general-purpose =

. ! ] | | [ jalt I L | A e | R ! i | |34 l
register 0. Because there are so m‘any regls{:eli's and opcodes wzthn'l each coprocessor, you must read the doc-
‘umentation to determine the precise meaning of each. Some registers (C13/C0) are reserved for operating sys-

tame in ardar tn ctars nrarace_ nr thread_enarific Aata
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some of the coprocessor registers and opcodes are only accessible in SVC mode. Attempts to read certain regis-
ters without sufficient privilege will result in an exception. In practice, you will infrequently see these instruc-
tions in user-mode code; they are commonly found in very low-level code such as ROM, boot loaders, firmware,
or kernel-mode code.

Introduction to the Instruction Set
' 1 I | 11‘ s
At this pomt you are ready to look at the important ARM mstmcuons Besides condmonal executxon and T
barrel shifters, there are several other peculiarities about the instructions that are not found in x86. First, some
instructions can operate on a range of registers in sequence. For example, to store five registers, R6-R10, at a
particular memory location referenced by R1, you would write STM R1, {R6-R10}. R6 would be stored at mem-
ory address R1, R7 at R1+4, R8 at R1+8, and so on. Nonconsecutive registers can also be specified via comma
separation (e.g., {R1,R5,R8}). In ARM assembly syntax, the register ranges are usually specified inside curly
brackets. Second, some instructions can optionally update the base register after a read/write operation. This
is usually done by affixing an exclamation mark (!) after the register name. For example, if you were to rewrite
the previous instruction as STM R1!, {R6-R10} and execute it, then R1 will be updated with the address imme-

diately after where R10 was stored. To make it clearer, here is an example:
01: (gdb) disas main
03. => 0x00008344 <+O>. mov r6, #10
04: 0x00008348 <+4>: mov 17, #11
05: 0x0000834c<+8>: mov r8, #12
06: 0x00008350<+12>: mov I9, #13
07: 0x00008354 <+16>: mov rlo0,#14
08: 0x00008358 <+20>: stmia sp!, {r6,r7,18,19,r10}
09: 0x0000835c<+24>: bx Ir
10: End of assembler dump.
11;(gdb) si
: 12 0x00008348 in main ()

gl e e T s o e e O S B
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14: 0x00008358 mmam()

15: (gdb) info reg sp

16:sp Oxbedf5848 Oxbedf5848

17:(gdb) si

18: 0x000083 5c in main ()

19: (gdb) info reg sp

20:sp Oxbedf585c  Oxbedf585c

21:(gdb) x/6x Oxbedf5848

22: 0xbedf5848: 0x0000000a 0x0000000b 0x0000000c 0x0000000d
23: 0xbedf5858: 0x0000000e 0x00000000



Loading and Storing Data

The preceding section mentions that ARM is a load-store architecture, which means that data must be loaded
into registers before it can be operated on. The only instructions that can touch memory are load and store; all
other instructions can operate only on registers. To load means to read data from memory and save it in a regis-
ter; to store means to write the content of a register to a memory location. On ARM, the load/store instructions

'LDR and STR

These instructions can load and store 1, 2, or 4 bytes to and from memory. Their full syntax is somewhat
complicated because there are several different ways to specify the offset and side effects for updating the base
register. Consider the simplest case:

O ] 20 . e 0 o O

01:0368 LDR  R3,[ROJ;R3 ="RO
02:2360 STR  R3,[R4];*R4 =R3;

For the instruction in line 1, RO is the base register and R3 is the destination; it loads the word value at ad-
dress RO into R3. In line 2, R4 is the base register and R3 is the destination; it takes the value in R3 and stores at
the memory address R4. This example is simple because the memory address is specified by the base register.

At a fundamental level, the LDR/STR instructions take a base register and an offset; there are three offset
forms and three addressing modes for each form. We begin by discussing the offset forms: immediate, register,
and scaled register.

The first offset form uses an immediate as the offset. An immediate is simply an integer. It is added to or
subtracted from the base register to access data at an offset known at compile time. The most common usage is
to access a particular field in a structure or vtable. The general format is as follows:

- STRRa, [Rb, imm)]
-LDR Ra, [Re, imm]

Rb is the base register, and imm is the offset to be added to Rb.

For example, suppose that RO holds a pointer to a KDPC structure and the following code:

Structure Definition
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s IEEREEL o B ERBMEE | TEOEEL o IBEERE e S BEBEEE



Loading and Storing Data

The preceding section mentions that ARM is a load-store architecture, which means that data must be loaded
into registers before it can be operated on. The only instructions that can touch memory are load and store; all
other instructions can operate only on registers. To load means to read data from memory and saveitina regis;
ter; to store means to write the content of a register to a memory location. On ARM, the load/store instructions
axewlz]xs.l'rfzwwsrm;ndptgsn/pop B e e e R R R e
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These instructions can load and store 1, 2, or 4 bytes to and from memory. Their full syntax is somewhat
complicated because there are several different ways to specify the offset and side effects for updating the base
register. Consider the simplest case:

01:0368 LDR R3,[RO];R3 = *RO
02:2360 STR R3,[R4];*R4 = R3;

For the instruction in line 1, RO is the base register and R3 is the destination,; it loads the word value at ad-
dress RO into R3. In line 2, R4 is the base register and R3 is the destination; it takes the value in R3 and stores at
the memory address R4. This example is simple because the memory address is specified by the base register:

At a fundamental level, the LDR/STR instructions take a base register and an offset; there are three oﬁ”sé{
forms and three addressing modes for each form, We begin by discussing the offset forms: immediate, register,
and scaled register.

The first offset form uses an immediate as the offset. An immediate is simply an integer. It is added to or
subtracted from the base register to access data at an offset known at compile time. The most common usage is
to access a particular field in a structure or vtable. The general format is as follows:

-STR Ra, [Rb, imm)]

-LDR Ra, [Rc, imm]

Rb is the base register, and imm is the offset to be added to Rb.

For example, suppose that RO holds a pointer to a KDPC structure and the following code:

Structure Definition



04:BB57  LDRSBR3,[R7,R6]
;in this case, R6 is the offset

Example 2

01: B3 EBO5 08 SUBS.W RS8,R3,R5
02:2F 78 LDRB R7,[RS]
03: 18 F8 05 30 LDRB.W R3, [R8,R5]
ihese RsisthebaseandRBistheomet (1o
04:9F42 CMP R7,R3
'This is similar to the MOV Reg, [Reg + Reg] formon x86/x64.
The third offset form uses a scaled register as the offset. It is commonly used in a loop to iterate over an array.
The barrel shifter is used to scale the offset. The general format is as follows:
- LDR Ra, [Rb, Rc, <shifter>]
- STR Ra, [Rb, Rc, <shifter>]
Rb is the base register; Rc is an immediate; and <shifter> is the operation performed on the immediate—typi-
cally, a left/right shift to scale the immediate. For example:

01:0E4B LDR R3,=KeNumberNodes
02: .4

03:0024 MOVS R4,#0
04: 1988 LDRH- R RS} ==ttty L, o =
05:0948 LDR RO, =KeNodeBlock

06: 0023 MOVS R3,#0

07: loop_start

08: 50F8 23 20 LDRW R2,[RO,R3,LSL#2]
09:0023 MOVS R3,#0

10: A2F8 90 30 STRH.W R3, [R2,#0x90]
11: 92 F8 89 30 LDRBW R3, [R2,#0x89]
12: 53 F00203 ORRSW R3,R3,#2

13: 82 F8 89 30 STRB.W R3, [R2,#0x89]
14:63 1C ADDS R3,R4,#1
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16:2346 MOV R3,R4

17:8C42 CMP R4,R1

18:EFDB  BLT loop_start

KeNumberNodes and KeNodeBlock are a global integer and an array of KNODE pointers, respectively.

Lines 1 and 5 simply load those globals into a register (we explain this syntax later). Line 8 iterates over the
KeNodeBlock array (RO is the base), R3 is the index multiplied by 4 (because it is an array of pointers; pointers
are 4 bytes in size on this platform). Lines 10-13 initialize some fields of the KNODE element. Line 14 incre-
ments the index. Line 17 compares the index against the size of the array (R1 is the size; see line 4) and if it is
less than the size then continues the loop.

This snippet can be roughly translated to C as follows:



int KeNumberNodes = ...;
KNODE *KeNodeBlock|[KeNumberNodes] = ...;
for (int i=0; i < KeNumberNodes; i++) {
KeNodeBlock|i].x = ...;
KeNodeBlock]ily = ...;

"}!"'I.""'J;"""'ffli;f'f“.".'_-13.
'l‘hllsllslalnulartothe MOV, R;gl [ileg + 1dx":’.<‘:zx\lle]i ﬁ}:rm 01‘1x86/:|:<'54»I ‘ O —— | :
Having covered the three offset forms, the rest of this section discusses addressing modes: offset, pre-

indexed, and post-indexed. The only distinction among them is whether the base register is modified and, if so,

in what way. All the preceding offset examples use offset addressing mode, which means that the base register
is never modified. This is the simplest and most common mode. You can quickly recognize it because it does
not contain an exclamation mark (!) anywhere and the immediate is inside the square brackets. (Some publi-
cations categorize these modes as pre-index, pre-index with writeback, and post-index. The terminology used
here reflects the official ARM documentation.) The general syntax for the offset mode is LDR Rd, [Rn, offset].

Pre-indexed address mode means that the base register will be updated with the final memory address used
in the reference operation. The semantic is very similar to the prefix form of the unary ++ and -- operator in C.
The syntax for this mode is LDR Rd, [Rn, offset]!. For example:

12 F9 01 3D LDRSB.WR3,[R2 #-l]! R3 = "(R2-1)
| ;R2=R2-1
Post-indexed address mode means that the base register is used as the final address, then updated with the

offset calculated. This is very similar to the postfix form of the unary ++ and -- operator in C. The syntax for
this mode is LDR Rd, [Rn], offset. For example:

10F901 6B LDRSB.W Ré, [RO],#1 ;R6 =*RO
;RO =R0+1
The pre- and post-index forms are normally observed in code that accesses an offset in the same buffer mul-

tiple times. For example, suppose the code needs toloop and check whether a character in a string matches one
of five characters; the compiler may update the base pointer so that it can shave off an increment instruction.
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Other Usage for LDR

As explained earlier, LDR is used to load data from memory into a register; however, sometimes you see it in
these forms:

01:DFF8 5082 LDR.W R8,=0x2932E00; LDR RS, [PC, X]
02:804A  LDR| R2,=a04d;"%04d";LDRR2,[PC,y]
| [0340E4B | |LDR| R3; = imp realloc; LDRRS,[EC,z} | | i) | [ [ [ [ 100 H1
Clearly, this is not valid syntax according to the previous section. Technically, these are called pseudo-instruc-
tions and they are used by disassemblers to make manual inspection easier. Internally, they use the immediate
form of LDR with PC as a base register; sometimes, this is called PC-relative addressing (or RIP-relative addressing
on x64). ARM binaries usually have a literal pool that is a memory area in a section to store constants, strings,
or offsets that others can reference in a position-independent manner. (The literal pool is part of the code, so it
will be in the same section.) In the preceding snippet, the code is referencing a 32-bit constant, a string, and an
offset to an imported function stored in the literal pool. This particular pseudo-instruction is useful because it
allows a 32-bit constant to be moved into a register in one instruction. To make it clearer, consider the follow-
ing snippet:
01 1ext:0100B134 3548 LDR R3, -0x68DBSBAD
11 actually LDRR3, [BC, #0811 | | | |
; at this point, PC = 0x0100B138
02 ...
03: .text:0100B20C AD 8B DB 68 dword_100B20C DCD 0x68DB8BAD

How did the disassembler shorten the first instruction from LDR R3, [PC, #0xD4] to the alternate form?
Because the code is in Thumb state, PC is the current instruction plus 4, which is 0x0100B138; it is using the
immediate form of PC, so it is trying to read the word at 0x0100B20C (=0x100B138+0xD4), which happens to
be the constant we want to load.

Another related instruction is ADR, which gets the address for a label/function and puts it in a register. For
example:

010000989065 AS | TADR| [R5, dword 1953811 | | | | [Tt |1 e
02: 00009392 DS E9 00 45 LDRDW R4, RS, [RS] |
i I oy

04: 00009528 00 CE 22 A9+dword_9528 DCD 0xA922CE00 , 0xC0A4

This instruction is typically used to implement jump tables or callbacks where you need to pass the address
of a function to another. Internally, this instruction just calculates an offset from PC and saves it in the destina-
tion register.



LDM and STM

LDM and STM are similar to LDR/STR except that they load and store multiple words at a given base register.
They are useful when moving multiple data blocks to and from memory. The general syntax is as follows:

. LDM<mode> Rn[!], {fRm}
« STM<mode> Rn[!], {Rm}

Rn is the base reglster and it holds the memory address to Ioad/store from, the optlonal exclamanon mark (!)

.............................

load/store There are fou:r modes

.1A (Increment After)—Stores data startmg at the memory location speczﬁed by the base address. If there is
writeback, then the address 4 bytes above the last location is written back. This is the default mode if noth-
ing is specified.

- 1B (Increment Before)—Stores data starting at the memory location 4 bytes above the base address. If there is
writeback, then the address of the last location is written back.

- DA (Decrement After)—Stores data such that the last location is the base address. If there is writeback, then
the address 4 bytes below the lowest location is written back.

« DB (Decrement Before)—Stores data such that the last location is 4 bytes below the base address. If there is
writeback, then the address of the first location is written back.

This may sound a bit confusing at first, so let's walk through an example with the debugger:

01: (gdb) br main : e | G

02: Breakpoint 1 at 0x8344

03: (gdb) disas main

04: Dump of assembler code for function main:

05: 0x00008344 <+0>: ldr r6,=mem ;edited abit

06: 0x00008348 <+4>. mov r0,#10

07: 0x0000834c<+8>: mov rl,#11

08: 0x00008350<+12>: mov 12,#12

09: 0x00008354 <+16>: ldm 16, {r3,r4,r5} ;1A mode

10: 0x00008358 <+20>: stm 16, {r0,rl,r2} ;1A mode
lz(gm;,, EEEEE. = dEl wHH‘;AA:,91"1‘1*,; I e O O O O O s s
13: Breakpoint 1, 0x00008344 in main () . ! Lo
14: (gdb) si

15:0x00008348 in main ()

16: (gdb) x/3x $r6

17:0x1050c <mem>: 0x00000001 0x00000002 0x00000003
18: (gdb) si

19: 0x0000834c in main ()

20: .4

21: (gdb)

22:0x00008358 in main ()



02: Breakpoint 1 at 0x8344

03: (gdb) disas main

04: Dump of assembler code for function main:

05: 0x00008344 <+0>: Idr r6,=mem ;edited abit

06: 0x00008348 <+4>: mov r0,#10

07: 0x0000834c<+8>: mov rl,#11

08: 0x00008350<+12> mov 12,#12

?09:; o:paqosasunsv ldm 16, {r3, r4tsifl+m;noc;e ____ Mw * BEERE. T | || |
10: 0x00008358 <+20>: stm 16, {ro rl,r2} ;1A mode |
et o oSG - s

12:(gdb)r

13: Breakpoint 1, 0x00008344 in main 0

14: (gdb) si

15: 0x00008348 in main ()

16: (gdb) x/3x $r6

17:0x1050c <mem>: 0x00000001 0x00000002 0x00000003
18: (gdb) si

19: 0x0000834c in main ()

20}

21:(gdb) ‘

22:0x00008358 in main () e s N
23:(gdb)inforegr3 r4 rS

24:13 Ox1 1

25:r4 0x2 | 2

26:15 0x3 | 3

27:(gdb) si

28: 0x0000835¢ in main ()

29: (gdb) x/3x $r6

30: 0x1050c <mem>: 0x0000000a 0x0000000b 0x0000000c

Line 5 stores a memory address in R6; the content of this memory address (0x1050c) is three words (line 17).
..mes 6-8 set RO-R2 with some constants. Line 9 loads three words into R3-RS5, startmgat the memory | locas

ion speuﬁe& ﬁyRG As shownin Imes 24-26, R3-RS cclni:ahxthe expecte& J*alué Line 10 stores RO-RZ starting ‘ .
it the memory location specified by R6. Line 29 shows that the expected values were written. Figure 2.2 illus- = |
rates the result of the preceding operations.



ldr ré6, =mem
mov xr0, #10
mov rl, #11

mov r2, #12 stm r6, {ro, rl, r2}
1am 6, {¥3. x4, x5} |

I o S NN i 0 B M BES L
S S . L bty
mem 0x1 6 0x1 6 OxA
0x2 r6+4 0x2 r6+4 0xB
0x3 r6+8 0x3 r6+8 0xC
r0=a r1=b r2=c 0=a r1=b r2=¢
r3=1r4=2 r5=3 r3=1r4=2 r5=3
Here's the same experiment with writeback:
01: (gdb) br main (]
02: Brea.k‘pomtlat0x8344 1 ‘ "l‘

"'03(gdb)dlsasmam ‘ : |
04: Dump of assembler code for function main:

05: 0x00008344 <+0>: ldr ré6,=mem ;edited abit

06: 0x00008348 <+4>: mov r0,#10

07: 0x0000834c <+8>: mov rl,#11

08: 0x00008350<+12>: mov r2,#12

09: 0x00008354 <+16>: ldm 16!, {r3,r4,r5}; 1A mode w/ writeback

10: 0x00008358 <+20>: stmia ré!, {r0,r1,r2}; IA mode w/ writeback

11: L.

12:(gdb)r

- -13: Breakpoint 1, 000008344 in main () e

'3(5@,5, O M | S BB

{15:0x00008 38 M main (.. | T WEEREL_ | Lol T L L L e
16:..}

17: (gdb)

18: 0x00008354 in main ()

19: (gdb) x/3x $r6

20: 0x1050c <mem>: 0x00000001 0x00000002 0x00000003

21:(gdb) si

22: 0x00008358 in main ()

23:(gdb) info regr6

24:r6 0x10518 66840



25: (gdb) si

26: 0x000083 5¢ in main ()
27: (gdb) info reg $r6

28:16

29: (gdb) x/4x $16-12

30:0x10518:

‘Figure 2.3

mem 0x1050¢c
-0x1050c+4
0x1050c+8
0x1050c+c

ggm_é 35h6&s
ldr r6, =mem
mov x0, #10
mov rl, #1l1
mov r2, #12
ldm 6!, {xr3, x4, x5}
e
Ox1 0x1050¢c 0x1
0x2 0x1050c+4 | | 0x2
0x3 0x1050¢+8 0x3
r6 0x1050c+c
r0=a r2=b r3=c
r3=1r4=2 15=3

0x10524 66852

0x0000000a  0x0000000b OXOOOOOOOC 0x00000000

- Line 9 uses 1A mode with writeback, sothe 16is
23) Tht;.l sa:iiecanbeob*servedmizﬂes 10, 'Z?‘a}ui

stm ré6,

{x0, ¥1,| ¥3}

ss 4 bytes above the last location (line,

ated withan addf‘,l

e result of the precedmé émppet

i

e

0x1050¢ Ox1_-

0x1050c+4 | = [0x2

0x1050c+8 0x3

0x1050c+c OxA

0x1050c+10 0xB

0x1050c+14 0xC
16 0x1050c+18

Because LDM and STM can move multiple words at a time, they are typically used in block- copy or move
operations. For example, they are sometimes used to inline memcpy when the copy length is known at compile
time. They are similar to the MOVS instruction with the REP prefix on x86. Consider the following blobs of code
generated by two different compilers from the same source file:

01: A4 46
02:3546

e == T

MOV RS, RG

03:BCES OF 00 LDMIA.W R12!, {RO-R3}
STMIA RS5!, {RO-R3}
05: BCES OF 00 LDMIA.W R12!, {RO-R3}
STMIA RS5!, {RO-R3}
07:9CES OF00 LDMIA.W R12, {RO-R3}
08:85E8 OF00 STMIAW RS, {RO-R3}

04:0FC5

06: 0F C5

Compiler B

s

ot e



01:3022 MOVS R2,#0x30
02:2146 MOV RI1,R4
03:3046 MOV RO,R6
04:23F017FA BL memcpy

All this does is copy 48 bytes from one buffer to another; the first compiler uses LDM/STM with writebacks to
load/store 16 bytes at atime, whlle the second su'nply calls into 1ts u‘nplementatlon of memcpy. When reverse

..............................

pmnters are bemg used by LDM/STM w1th the same reglster set. ThJs isa good trick to keep in rmnd bemuse

you will see it often. |
Another common place where LDM/STM can be seen is at the beginning and end of functions in ARM state. In

this context, they are used as the prologue and epilogue. For example:

01:FO4F2DE9 STMFD SP!, {R4-R11,LR} ; save regs + return address
02:...
03:FO 8FBDE8 LDMFD SP!, {R4-R11,PC} ;restore regs and return

STMFD and LDMFD are pseudo-instructions for STMDB and LMDIA/LDM, respectively.

SSTT T T S S et o et Sl B [

PUSH and POP

The final set of load/store instructions is PUSH and POP. They are similar to LDM/STM except for two charac-
teristics:

- They implicitly use SP as the base address.

- SP is automatically updated.

The stack grows downward to lower addresses as it does in the x86/x64 architecture. The general syntax is
PUSH/POP {Rn}, where Rn can be a range of registers.

PUSH stores the registers on the stack such that the last location is 4 bytes below the current stack pointer,
and updates SP with the add.ress of the ﬁrst location POP loads the registers st.arting from the current stack

..............................

STMDBILDMIA with wnteback and SP as the base pomter Here is a short walk through demonstranng the
instructions: ' [

01: (gdb) disas main

02: Dump of assembler code for function main:
03: 0x00008344 <+0>: movw r0,#10

04: 0x00008348 <+4>: mov.w rl, #11

05: 0x0000834c <+8>: mov.w r2,#12



06: 0x00008350 <+12>: push {ro,rl,r2}

07: 0x00008352 <+14>: pop {r3,r4,rs}

08:...

09'(gdb)brmain

?-ll(gdb)r o .!_ii‘_'._‘ T
12: Breakpoint 1,0x00008344 inmain ()

13: (gdb) si

14: 0x00008348 in main ()

1500

16: (gdb)

17: 0x00008350 in main ()

18:(gdb)inforegsp ;current stack pointer

19:sp - Oxbee56848 Oxbee56848 ' .. A

20: (gdb) si

21:0x00008352 in main ()

22:(gdb)x/3x $§sp  ;spisupdated after the push
23:0xbee5683c: 0x0000000a 0x0000000b 0x0000000c
24: (gdb) si ; pop into the registers

25: 0x00008354 in main ()

- 26:(gdb)inforegr3r4rs5 ;newregisters
,'27:3 Oxa 10 | b e
28:14 Oxb 11

29:15 Oxc 12

30:(gdb)inforegsp ; new sp (4 bytes above the last location)
31:sp Oxbee56848 0Oxbee56848

32:(gdb) x/3x $sp-12

33:0xbee5683c: 0x0000000a 0x0000000b 0x0000000c



T—
mov.w x0, #10
mov.w rl, #11
mov.w r2, #12 pop {x3, r4, x5}
push {rx0, rl, r2}

Oxbee56848-c sp Oxbee56848-c |  0xA Oxbee56848—c |  OxA
Oxbee56848--8 Oxbee56848-8| 0xB Oxbee56848-8|  0xB
G et a 841 0G| Oxbee56848-4 |  0xC
5p OcbeeS6648 | &"’m “‘”T_’sp()xbeeSGMS!“'
Oxbee56848+44 | | OxbeeSG84B+4[ | OxbeeS6Bdsed| |
Oxbee56848+8 Oxbee56848+8 Oxbee56848+8
Oxbee56848+¢ Oxbee56848+¢ 0xbee56848+¢
r0=a r=b r2=c r0=a rl=b r2=c

13=a rd=b r5=¢c

The most common place for PUSH/POP is at the beginning and end of functions. In this context, they are
used as the prologue and epilogue (like STMFD/LDMFD in ARM state). For example:

01: 2D E9 FO 4F PUSHW {R4-R11,LR}; save registers + return address
02 5.
03: BD E8 FO 8F POPW {R4-R11,PC}; restore registers and return

Some disassemblers actually use this pattein as a heuristic to determine function boundaries. - -

Functions and Function Invocation

Unlike x86/x64, which has only one instruction for function invocation (CALL) and branching (JMP), ARM
offers several depending on how the destination is encoded. When you call a function, the processor needs to
know where to resume execution after the function returns; this location is typically referred to as the return
address. In x86, the CALL instruction implicitly pushes the return address on the stack before jumping to the
target function; when it is done executing, the target function resumes execution at the return address by pop-
ping it off the stack into EIP. :

" The: eﬁ.hamsmonARMmqssenuaﬂyt}msa el qlafewminor i s. Flrsttheretuxnadd:esscanbe
store& on the stack or in the link regwter (LR); to resume execution after all the return address is exphc-

itly popped off the stack into PC or there will be an unconditional branch to LR. Second, a branch can switch
between ARM and Thumb state, depending on the destination address's LSB. Third, a standard calling conven-
tion is defined by ARM: The first four 32-bit parameters are passed via registers (R0-R3) and the rest are on the
stack. Return value is stored in RO.

The instructions used for function invocations are B, BX, BL, and BLX.

Although it is rare to see B used in the context of function invocation, it can be used for transfer of control. It
is simply an unconditional branch and is identical to the JMP instruction in x86. It is normally used inside of
loops and conditionals to go back to the beginning or break out; it can also be used to call a function that never
returns. B can only use label offsets as its destination; it cannot use registers. In this context, the syntax of Bis
as follows: B imm, where imm is an offset relative from the current instruction. (This does not take into con-

i
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sideration the conditional execution flags, which are discussed in the “Branching and Conditional Execution”
section.) One important fact to note is that because ARM and Thumb instructions are 4- and 2-byte aligned,
the target offset needs to be an even number. Here is a snippet showing the usage of B:

01:0001C788 B loc_1C7A8
02:0001C78A
03:0001C78Aloc_1C78A

B e o M s S

06:0001C7A4 STRBW R7, [R3,#-1'] =10
07:0001C7A8

08:0001C7A8loc_1C7A8

09:0001C7A8 MOV | R7,R3

10: 0001C7AA ADDS R3,#2
11:0001C7AC CMP R2,R4

12: 0001C7AE BLT loc_1C78A

In line 1, you see B being used as an unconditional jump to start off a loop. You can ignore the other instruc-
tions for now.

BX is Branch and Exchange. It is similar to B in that it transfers control to a target, but it has the ability to -
switch between ARM/Thumb state, and the target address is stored in a register. Branching instructions that

* end with X indicate that they are capable of switching between states. If the LSB of the target addressis 1, then ~
the processor automatically switches to Thumb state; otherwise, it executes in ARM state. The instruction
format is BX <register>, where register holds the destination address. The two most common uses of this in-
struction are returning from a function by branching to LR (i.e., BX LR) and transferring of control to codein a
different mode (i.e., going from ARM to Thumb or vice versa). In compiled code, you will almost always see BX
LR at the end of functions; it is basically the same as RET in x86.

BL is Branch with Link. It is similar to B except that it also stores the return address in LR before transferring
control to the target offset. This is probably the closest equivalence to the CALL instruction in x86 and you will
often see it used to invoke functions. The instruction format is the same as B (that is, it takes only offsets). Here
is a short snippet demonstrating function invocation and returning:

01:00014350 BL foo LR = 0x00014354

s | s s | e e e e e e e s

fop-loba14354 MOVS=T-1=Rd, ¥oxts T T T [ [ T T e [

- 04: 0'001322’4 foo
05:0001B224 PUSH {R1-R3}
06:0001B226 MOV R3,0x61240
07 .-
08:0001B24C BX LR ; return to 0x00014354
Line 1 calls the function foo using BL; before transferring control to the destination, BL stores the return ad-
dress (0x000014354) in LR. foo does some work and returns to the caller (BX LR).
BLX is Branch with Link and Exchange. It is like BL with the option to switch state. The major difference is
that BLX can take either a register or an offset as its branch destination; in the case where BLX uses an offset,



the processor always swaps state (ARM to Thumb and vice versa). Because it shares the same characteristics as
BL, you can also think of it as the equivalent of the CALL instruction in x86. In practice, both BL and BLX are
used to call functions. BL is typically used if the function is within a 32MB range, and BLX is used whenever the
target range is undetermined (like a function pointer). When operating in Thumb state, BLX is usually used to
call library routines; in ARM state, BL is used instead.

Having explored all instructions related to unconditional branching and direct function invocation, and how
to return from a function (Bx LR), you can consohdate pour knowledge by looking ata fu.ll routme

" 01:0100c388 ;void*_ cdeclmystel‘yhnt& MR

02:0100C388  mystery S
03:0100C388 2D E9 3048 PUSHW {R4,R5,R11,LR}
04:0100C38C ODF2 08 0B ADDW R11,SP, #8
05:0100C3900C4B  LDR R3,=_ imp_malloc
06:0100C392C51D  ADDS R5,RO,#7
07:0100C394 6F F3 02 05 BFCW RS, #0, #3
08:0100C3981B68 LDR R3,[R3]
09:0100C39A 15 F10800 ADDSW RO, RS, #8
10:0100C39E9847  BLX R3
11:0100C3A00446 MOV R4,RO
12:0100C3A224B1  CBZ R4,loc_100C3AE
13:0100C3A4EB17  ASRS R3,RS,#0X1F
14:0100C3A663 60  STR R3,[R4,#4]
15:0100C3A82560 STR RS,[R4]
16:0100C3AA0834  ADDS R4,#8
17:0100C3AC04E0 B loc_100C3BS8
18:0100C3AE  loc_100C3AE
19:0100C3AE0449 = LDR R1, =aFailed ;"failed...”
20:0100C3B02A46 MOV R2,R5
21:0100C3B20720 ~ MOVS RO, #7
22:0100€3B4 01 FO 14 FC BL _ foo

§om g i o e o S s e - L T e B T

......
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V2 T .o 1 0 1
24:0100C3B8 ]oc_lOOCBBB ,

25:0100C3B82046 MOV RO,R4

26:0100C3BABDES8 30 88 POPW {R4,R5,R11,PC}
27:0100C3BA ; End of function mystery

This function covers several of the ideas discussed earlier (ignore the other instructions for now):

- Line 3 is the prologue, using the PUSH {..., LR} sequence; L26 is the epilogue.
- Line 10 calls malloc via BLX.

- Line 22 calls foo via BL.

- Line 26 returns, using the POP {..., PC} sequence.



Arithmetic Operations

After loading a value from memory into a register, the code can move it around and perform operations on it.
The simplest operation is to move it to another register with the MOV instruction. The source can be a con-
stant, a register, or something processed by the barrel shifter. Here are examples of its usage:

01:4FFOOA00 MOVW RO,#0xA ;r0=0xa
it HlmtBl Lot ARG ARRE 5 s SABREE 2. SREREES ||
~ Line 3 shows the source operand bemg pi‘oi:éséed by the barrel shifter before being moved to the destmatlon '
The barrel shifter's operations include left shift (LSL), right shift (LSR, ASR), and rotate (ROR, RRX). The barrel
shifter is useful because it allows the instruction to work on constants that cannot normally be encoded in im-
mediate form. ARM and Thumb instructions can be either 16 or 32 bits wide, so they cannot directly have 32-
bit constants as a parameter; with the barrel shifter, an immediate can be transformed into a larger value and
moved to another register. Another way to move a 32-bit constant into a register is to split the constant into
two 16-bit halves and move them one a time; this is normally done with the MOVW and MOVT instructions.
MOVT sets the top 16 bits of a register, and MOV W sets the bottom 16 bits.
The basic arithmetic and logical operations are ADD, SUB, MUL, AND, ORR, and EOR. Here are examples of
their usage:

01:4B 44 ADD R3,R9 ;I3 =1r3+r9 \,
'02:0DF2080B ADDW R11,5P,#8 :r1l1=sp+8 P s 0 W 5 GG 7 o
03:04EB8000 ADDW RO,R4,RO,LSL#2;r0=r4+ (r0<2)

04:EA BO SUB SP,SP,#0x1A8 ;sp =sp-Oxla8

05:03FB0O5F2 MULW R2,R3,R5 ;r2=r3*r5 (32bit result)

06:14F007 02 ANDSW R2,R4,#7 ;r2=r4&7(flag)

07:83EAC103 EORW R3,R3,R1,LSL#3;r3=r3A(r1<3)

08:5340 EORS R3,R2 ;r3 =13 Ar2(flag)

09:43EA0223 ORRW R3,R3,R2,LSL#8;r3 =r3|(r2««8)

10: 53F002 03 ORRSW R3,R3,#2 ;r3=r3|2(flag)

11:1343 ORRS R3,R2 ;3 =13 |12 (flag)

--Note the “S” after some of these instructions. Unlike x86, ARM arithmetic instructions do not set the condi-
tional ﬂhé Hy default. The “s” sufﬁx indicates M the instruction shbudci set arithmetic conditional flags (zéro, G
‘negative, etc.) depending on its result. Note that the MUL instruction truncates the result such that only the
bottom 32 bits are stored in the destination register; for full 64-bit multiplication, use the SMULL and UMULL

instructions (see ARM TRM for the details).

Where is the divide instruction? ARM does not have a native divide instruction. (ARMv7-R and ARMv7-M
cores have SDIV and UDIV, but they are not discussed here.) In practice, the runtime will have a software im-
plementation for division and code simply call into it when needed. Here is an example with the Windows C

runtime:

01:4146 MOV R1,R8
02:3046 MOV RO, R6
03:35FO9EFF BL __rt_udiv; software implementation of udiv




Branching and Conditional Execution

Every example discussed so far has been executed in a linear manner. Most programs will have conditionals
and loops. At the assembly level, these constructs are implemented using conditional flags, which are stored in
the application program status register (APSR). The APSR is an alias of the CPSR and is similar to the EFLAG in
x86. Figure 2.5 illustrates the relevant flags, described as follows:

«N(N ( atxve flag)—Itis set when the result of peratton is negat:wr che result’s most slgmﬁcant bit is 1) |

-Z( ﬂag)—lhsset‘whentherésultofan t:on:siero &
-« C(Carry flag)—It is set when the result of an operation between two unsigned values overflows. = .

-V (Overflow flag)—It is set when the result of an operation between two signed values overflows.

- IT (If-then bits)—These encode various conditions for the Thumb instruction IT. They are discussed later.

Figure 2.5
K] 26 15 10 9 5 4 0
CPSR cond. flags IT E T M
APSR IN|Z|C|V|Q Reserved
31 26 ‘ 15 0'

TheN,Z,C,andV b1ts are identical to the SF ZF CI—‘ and OP bits in the EFLAG reglster on x86. They are used
to implement conditionals and loops in higher-level languages; they are also used to support conditional exe-
cution at the instruction level. Equality is described in terms of these flags. Table 2.1 shows common relation-
ships and corresponding flags.

Table 2.1 Conditional code and meaning

suffix/Code | Meaning Flags

EQ Equal Z==1

NE Not equal Z==0

MI Minus, negative N==1 ‘

'“-f:;;s‘."“"l’““"_“‘?““?;;1’““"??1‘;‘,;4.;;‘:;1'i.'T..H% e S e e e

o 5 P P 7 A e R AR L | l
11s -~ |unsignedlower/below - | C==0orz==1

GE Signed greater thanor equal | N==

LT Signed less than Ni=V

GT Signed greater than Z==0and N==

LE Signed less than or equal ==1 or NI=V

Instructions can be conditionally executed by adding one of these suffixes at the end. For example, BLT
means to branch if the LT condition is true. (This is the same as JL in x86.) By default, instructions do not up-
date conditional flags unless the “S” suffix is used; the comparison instructions (CBZ, CMP, TST, CMN, and TEQ)
update the flags automatically because they are usually used before branch instructions.



The most common comparison instruction is probably CMP. Its syntax is CMP Rn, X, where Rn is a register
and X can be an immediate, a register, or a barrel shift operation. Its semantic is identical to that in x86: It per-
forms Rn - X, sets the appropriate flags, and discards the result. It is usually followed by a conditional branch.
Here is an example of its usage and pseudo-code:

ARM

01:B3EBE77F CMPW R3,R7,ASR#31
02:05DB BLT loc_less

s, T e o s e B O = TR e S

04:BD42 CMP RS5,R7

05:02D9 BLS loc_less

06: loc_greater

07:073D  SUBS RS, #7
08:6EF1000E SBC.W LR,LR,#0

09: loc_less

10: A5FB0812 UMULLW R1,R2,R5,R8
11: 87FB08 04 SMULLW RO, R4,R7,R8
12:0EFB08 23 MLAW R3,LR,R8,R2

Pseudo C

if (r3 <r7) { goto loc_less; }
‘elseif (r3>17){gotoloc_greater;} =~ ¢
elseif (15 < r7) { gotoloc_less; }

The next most common comparison instruction is TST; its syntax is identical to that of CMP. Its semantic
is identical to TEST in x86: It performs Rn & X, sets the appropriate flags, and discards the result. It is usually
used to test whether a value is equal to another or to test for flags. Like most compare instructions, it is typi-
cally followed by a conditional branch. Here is an example:

01:AB8A LDRH R3,[RS5,#0x14]

02:13F002OF TSTW R3,#2

03:09D0 BEQ loc_10179DA

04....
;’os:aii!loc_10179B|I::§_H;"ﬂgf'}H;“;f'g_:__i_r;
1 O06:AABA | LDRH RZ,[RSFOXIAI [T 1T [ vl [ [ [ [ [T L

07:12FO04 OF TSTW R2,#4 B it o b

08:02D0 BEQ loc_10179E8

In Thumb-2 state, there are two popular comparison instructions: CBZ and CBNZ. Their syntax is simple:
CBZ/CBNZ Rn, label, where Rn is a register and label is an offset to branch to if the condition is true. CBZ then
branches to label if the register is zero. CBNZ is same except that it checks for a non-zero condition. These in-
structions are usually used to determine whether a number is O or a pointer is NULL. Here is a typical usage:

ARM

01: 10FO48FF BL foo
; foo returns a pointer in r0



02:28B1 CBZ  RO,loc_100BCSE
03:..i

04: loc_100BCS8E

05:0120 MOVS RO,#1
06:28E0 B  locret_100BCE4
O

08: locret_100BCE4 || s (=] _ . b Bl i
09:BDESF889 POPW [RS-RSRIIPC}\ | DT - o o MR o o R e

Pseudo C

type *a;
a =foo(...);
if (a == NULL) { return 1;}

The other comparison instructions are CMN/TEQ, which performs addition/exclusive-or on the operands.
Because they are not commonly used they are not covered here.

You have seen that the branch instruction (B) can be made to do conditional branches by adding a suffix
(BEQ, BLE, BLT, BLS, etc.). In fact, most ARM instructions can be conditionally executed in the same way. If the
condition is not met, the instruction can be seen as a no-op. Instruction-level conditional execution can reduce
branches, which may speed up execution time. Here is an example: '

01:000050E3 CMP RO,#0

02:01 00 A003 MOVEQ RO, #1
03:6800D0 15 LDRNEB RO, [RO,#0x68]
04:1EFF2FE1 BX LR

Pseudo C

unk_type*a=...;
if(a == NULL) { return 1; }
else { return a->off_48;}

You unmechately know that RO isa pomter because of the LDR mstructxon in hne 3 Lme 1 checks whether RO

...............................

then retums Because BQ and NEQ cannot be true at the same nme, only one of the mstructmns w:ll be exe—
cuted. Note that there are no branch instructions. | ' ' {

Thumb State

Unlike most ARM instructions, Thumb instructions cannot be conditionally executed (with the exception of B)
without the IT (if-then) instruction. This is a Thumb-2-specific instruction that allows up to four instructions
after it to be conditionally executed. The general syntax is as follows: ITxyz cc, where cc is the conditional code
for the first instruction; x, y, and z describe the condition for the second, third, and fourth instruction, respec-
tively. Conditions for instructions after the first are described by one of two letters: T or E. T means that the
condition must match cc to be executed; E means to execute only if the condition is the inverse of cc. Consider



the following example:
ARM

01:00 2B CMP R3,#0
; check and set condition
02:12 BF ITEENE
; begin IT block
037 BFFASCFO CLZNE.WRORIZ’ 1 I P 5 T
""" ; first instruction |
04:B6 FA 86 FO CLZEQW RO, R6
; second instruction
05:2030 ADDEQ RO, #0x20
; third instruction
Pseudo C

if(R3!=0){
RO = countleadzeros(R12);
}else {
RO = countleadzeros(R6);
RO +=0x20
Line 1 performs a comparison and sets a conditional ﬂ.ag Line 2 specifies the conditions and start the if-then
block. NE is the execution condition for the first instruction; the first E (after IT) indicates that the execution

condition for the second instruction is the inverse of the first. (EQ is the inverse of NE.) The second E indicates
the same for the third instruction. Lines 3-5 are instructions inside the IT block.

Due to its flexibility, the IT instruction can be used to reduce the number of instructions required to imple-
ment short conditionals in Thumb state.

Switch-Case
Switch—case statements can be understood as many if-else statements bundled together Because the test

.....

dresses (ARM) or oﬂ"sets (Thumb) ﬁon each case hhﬁdﬂeti After determming thé mdex into o thé] ]umP table, the

- compiler indirectly branches to the destination by loading the destination address into PC. In ARM state, thisis

normally done by LDR with PC as the destination and base register. Consider the followmg example

01: ;R1isthecase

02:0B00S51E3 CMP RI1,#0xB ;isitwithin range?

03:01F19F97 LDRLS PC,[PC,R1,LSL#2]; yes, switch by
; indexing into the table

04:140000EA B  loc_DD10 ;no, break

05:3C DD 0000+ DCD loc_DD3C ; begin of jump table

06: 4C DD 00 00+ DCD loc_DD4C

07:68 DD 00 00+ DCD loc_DD68



18:0101E6E4 loc_101E6E4 ; handler for case 8,9
19:0101E6E4 B1 F1 0803 SUBS.W R3,R1,#8
20:0101E6E80020  MOVS RO, #0

21:0101E6EA 6061 @ STR RO, [R4,#0x14]

Because it is in Thumb state, PC is 4 bytes after the current instruction; hence, for case 8, the table entry
would be at address 0Ox0101E612 (=0x0101E60A +8), which is O0x6d, and the handler is at 0Ox101E6E4
(= PC+(Q:;6{1‘2)) Sxmﬂar to the p:eynous example thye ]ump table is uqu]ly placed after the TBBJTBH mstnpcr | v

Miscellaneous

This section briefly discusses concepts that are not directly related to the process of reverse engineering. How-
ever, in practice, they are important to know because they may contribute to your overall knowledge. More
knowledge is always good. You can skip this section on a first read.

Just-in-Time and Self-Modifying Code

ARM supports the concept of just-in-time (JIT) and se]f-modifying code (SMC). JIT code is native code that is
ate language (MSIL) that is converted into liat:rve ri'mehme code (x86 x64 ARM, etc.) for executlon ori the CPU :
core. SMCis code that is generated or modified by the current instruction stream. A common example of SMC is
encoded shellcode that is decoded and executed at run-time. Both JIT and SMC code require writing to memory
new data that is then later fetched by execution.

The ARM core has two separate cache lines for instruction (i-cache) and data (d-cache); instructions are
executed from the i-cache, and memory access is through the d-cache. These cache lines are not guaranteed to
be coherent, which means that data written to one cache may not be immediately visible to the other. For ex-
ample, suppose the i-cache holds four instructions from the instruction stream and the user generates new or
modified instructions at the same spot (which updates the d-cache). Because they are not coherent, the i-cache
may not know about the recent modiﬁcation, so it executes stale instructions (which may lead to mysterious

The soluhdn is to explicitly fotce the 1-cache to be' refreshed. (also luioi.vh asﬂushmg the cache) On ARM this 'is| "
- done by updating a register in the system control coprocessor (CP15): =

01:4FFO0000 MOV.W RO, #0
02:07EE150F MCR pl5,0,R0,c7,c5,0

Most operating systems provide an interface for this operation, so you do not have to write it yourself. On
Linux, use __clear_cache; on Windows, use FlushInstructionCache.

Synchronization Primitives

ARM does not have an instruction similar to cmpxchg (compare-and-exchange) in x86; instead, two instruc-
tions are used: LDREX and STREX. These instructions are just like LDR/STR, except that they acquire exclusive



10: 0000005C vect_PREFETCHABORT

11: 0000005CFEFFFFEA B vect_PREFETCHABORT

123 .4

13: 00000070 vect_RESET

14: 00000070 1CF1 SFE5 LDRPC, =0x10000078

15: ; code has been mapped at 0x10000078
116z begm executlng there

19: 1000007C 11 OF OF EE MCRplS 0, RO,clS,cl o
20: ; initializes a vendor-specific register

21: 100000800000 A0OE1 NOP

22:10000084 0000 AOE1 NOP

23: 10000088 00 00 AOE1 NOP

24:1000008C 78 00 AO E3 MOV RO, #0x78
25:10000090 100F 01 EE MCRp15,0,R0,c1,c0,0

26: ; initializes system control register

After initializing hardware, the reset exception code jumps to a bootloader that is typically located in flash
memory, removable media (MMC, SD card, etc.), or some other form of storage. Some devices use U-Boot,a pop-
ular, open-source bootloader The bootloader performs more hardware initialization, reads an OS i unage from |
storage and maps it into main memory, and transfers control there. After that, the operating system boots up
and the system is ready for use.

An operating systemn manages hardware resources and provides services to users. Because user code (usually
in USR mode) runs at a lower privilege than kernel/OS code (usually SVC mode), it has to use an interface to
request service from the OS. In practice, the interface is provided through a software interrupt or special trap
instruction provided by the processor; the service is commonly implemented as system calls. (For example, on
Linux x86, you can use interrupt Ox80 or the special instruction SYSENTER to issue a system call; on x64, this
is provided by the SYSCALL instruction.) On ARM, there is no dedicated system-call instruction, so software
interrupt is used to implement syscalls. When a software interrupt happens, the processor switches to super-
visor mode to handle the interrupt. Software interrupts can be triggered by the SWI/SVC instruction. (These
mstructlons are 1dent1cal except they are named dlfferently) Both mstructlons take an 1mmed.1ate as the pa-

.................................

the pa:ameter but requ.lre the system call number to be in a regxster (for example, Wmdows uses R1 2 for thls
‘purpose). On some Linux systems, the syscall number is put in R7 and arguments are passed via RO-R2. For |
example:

Linux (Ubuntu)

01:0520A0E1 MOV R2,R5 ;3rdarg
02:06 10A0OE1 MOV RI1,R6 ;2ndarg
03:09 00 A0E1 MOV RO,R9 ;lstarg
04:92 70 AOE3 MOV R7,#0x92

; syscall number
05: 000000 EF SVC O;make the syscall



10: 0000005C vect_PREFETCHABORT

11: 0000005C FEFFFFEA B vect_PREFETCHABORT
121 .4

13: 00000070 vect_RESET

14: 00000070 1CF1 9FE5 LDRPC, =0x10000078

15: ; code has been mapped at 0x10000078
16: | | Ibegmexecutmgther_e ‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘ HESSEREE
1751 1 i i |

18: 10000078 18 01 9F E5 LDR RO =0x2001
19: 1000007C 11 OF OF EE MCRplS 0, RO,clS,cl 0
20: ; initializes a vendor-specific register
21:10000080 0000 A0OE1 NOP
22:10000084 0000 AOE1 NOP
23:10000088 0000 AOE1 NOP
24:1000008C 78 00 AOE3 MOV RO, #0x78
25:10000090 10 0F 01 EE MCRp15,0,R0,c1,c0,0
26: ; initializes system control register

After initializing hardware, the reset exception code jumps to a bootloader that is typically located in flash

memory, removable media (MMC, SD card, etc.), or some other form of storage. Some devices use U-Boot,a pop-

ular, op-en-source bootloader The bootloader performs more hardware iniualization, reads an OS i una,ge from'
and the system is ready for use.

An operating system manages hardware resources and provides services to users. Because user code (usually
in USR mode) runs at a lower privilege than kernel/OS code (usually SVC mode), it has to use an interface to
request service from the OS. In practice, the interface is provided through a software interrupt or special trap
instruction provided by the processor; the service is commonly implemented as system calls. (For example, on
Linux x86, you can use interrupt 0x80 or the special instruction SYSENTER to issue a system call; on x64, this
is provided by the SYSCALL instruction.) On ARM, there is no dedicated system-call instruction, so software
interrupt is used to implement syscalls. When a software interrupt happens, the processor switches to super-
visor mode to handle the interrupt. Software interrupts can be triggered by the SWI/SVC instruction. (These
instructions are identical except they are named differently.) Both instructions take an immediate as the pa-

rameter,—-ﬁoune operating systems use this paramatq aP an imdex intoa call table; and some do notuse '
the parameter but require the system call number to beina reglster (for example, Windows uses R12 for thls '

- purpose). On some Linux systems, the syscall number is put in R7 and arguments are passed via RO-R2. For.
example:

Linux (Ubuntu)

01:0520A0E1 MOV R2,R5 ;3rdarg
02:06 10 AOE1 MOV R1,R6 ;2ndarg
03:0900A0E1 MOV RO,RS ;l1starg

04:92 70 AOE3 MOV R7,#0x92

; syscall number
05:000000EF SVC 0;make the syscall



06:040070E3 CMN RO, #4

; check return value

07:0030A013 MOVNE R3,#0

; condition move based on return value

Windows RT

ZwCreateFile (in ntdll)
_‘4FF9530CMOVWRlZ,#OxSB"jj%fii;t‘i“ I e |
01DE svc 1 !
2047+ BX -+ FR-+ A= Pt |
; End of function ZwCreateFile

SVC transitions to supervisor mode, copies the relevant user registers into their own space, performs what-
ever function is requested, and returns when it is done. How does the SVC know where to return? Normally,
it returns to the instruction after SVC. Before processing the exception, SVC mode copies the return address
to R14_svc, which is a banked register in SVC mode. Banked registers are those that have meaning only in the
context of a particular processor mode. For example, R13_svc and R14_svc are banked registers in SVC mode so
they will have different values than R13-14 in USR mode.

While there is a dedicated instruction for software breakpoint BKPT, there are a few ways that it can be im-
plemented. The first is through the BKPT instruction, which triggers the prefetch abort exception handler; the
handler can then pass controlto a debugger Another common method isto trigger the undefined instmcﬁon

guaranteed to be undefined.

Instructions

Every instruction in ARM state encodes an arithmetic condition to support conditional execution. By default,
the condition is AL (always execute). This condition is encoded in the four most significant bits in the opcode
(bits 28-31); AL is defined as Ob1110, which is OxE. If you pay close attention to the assembly snippets (in ARM
state), you will notice that the byte code usually has an OxE* pattern at the end. In fact, if you look at the in-
structions in a hex editor, you will notice that OxE* commonly occurs every four bytes. For example:

FE FF FF EA FE FF FF EA FE FF FF EA FE FF FFEA

. FEFFFFEA1CF15FE50000A0E118019FES e

[ | 1TOFOFEE 0000 AOETG000 A0 EXI00 D0AQET L [ [ [ [ (r LTl [ | [ [ FPrrr [ s
78 00 A0 E3 10 OF 01 EE 00 00 AO E1 00 00 AO E1

OO0O0OAOE10000AOE3 170FO8EE 170FO07EE

Why is it important to know this pattern? Because ARM code is sometimes embedded in ROM or flash mem-
ory and may not follow a specific file format. In your reverse engineering journey, sometimes you will just be
given a raw memory dump without much context, so it can be useful to guess the architecture by looking at
the opcodes. The other reason is related to exploits. Shellcode can be embedded inside an exploit delivered over
the network or in a document; to analyze it, you must extract the shellcode from the rest of the network traffic.
Sometimes it is straightforward and the shellcode boundary is obvious, other times it is not. However, if you
can recognize the pattern, you can quickly guess the start/end of code. The ability to recognize instruction
boundaries in a seemingly random blob of data is important. Maybe you will appreciate it later.



Walk-Through

Havmg learned all the fundamentals, you can apply them in th.ls section by fully decompiling an unknown
function. This function encompasses many concepts and techniques covered in this chapter, so it is an ex-
cellent way to put your knowledge to the test. Along the way, you will also learn new skills that were only
hinted at in the early sections. Because the function is somewhat long, we put it in graph form to save space
and improve readability. The funcuon is shown m i 2.6, and all the code hne numbers discussed

 this section refer to this figure. | | H ﬁ SRR wH IS . w

.——4—
B 15
=
1. =l

07: unk_function
0By 2D E9 78 48  PUSH.W  [R3-R§,R11,LR}
09: DD F2 10 OB  ADDW R11, SP, #0x10
10: B85 €8 LOR RS, [RO,#8)
11: BC| 69 LDR R4, [R1,#0x18]
12: 1E 46 MOV R6, R3
13- hs a2 cMp RS, R4
14: D01 DO BED loc_103C4BE
|as: loc_103CABE
19: D3 BA LDRH R3, [RO,ROx10)
20: D2 2B CHP R3, W2
21: PA DL BENE loc 103C4BA
22: 83 69 LoR| R3, (RD,#Ox18) 1
1T [TE3F N 40 | RNDS R2, R3[| 1 K
| — { - | ! T T TIRSE B2 88 | | LDR| | R3, (RD, #OXIC) . N
T o T T L e o e it -7 LT LY T L i e { © - LI e e e
26: 13 43 ORRS R3, R2
27: P4 D1 BNE 1oc_103C4BA
* | | ||
28: C3 &8 LDR R3, (RO.#0xC]
29: 00 68 LDR RO, (RO}
30: 03 BB 43 02| |ADD.W R2, R3/ R3,LSLH1
31: CE &8 LDR R3,/ [R1,#0xC]
32: DB 68 LDR R3, [R3,#0xC] |
33: 03 BB C2 03| |ADD.W R3, R3, R2,LSLE3
3d4: 93 P9 16 40 | |LDRSB.W| R4, [R3, leiG] { =1
35: E9 F7 E6 F9 BL tog i assume Thig :nmu 1 arg
36: 61 28 oM RO, #0x61
37: 04 DO BEQ lo¢_103C4FS . .
38- 2 28 | CMP | | | RD, #Dx62 -
39: pal DD | BEQ | | | loc_1D3C4FA -
T—1 L : — o= T I'""l == K i l —1
V[!T sl 117 ] B ) Y I PP e oy | | Y W [
] o S B finlilHi JH' il‘ﬁ,T.Hi!,lU*
] | ¢1 || [e0: 63 2¢ m. voxe3 : L) )
| 1 | i } : |
Rl 2 loc,zgx | |s1: 02 b | BGE loc 103CarPA| | EL DTN
] |
\ 4 \ 4 ¥
i 1pc 1p3CArR [ 42: B2 B7 o 1oc_103C4EA |
47: 01 20 MOVS RO, #1 =
L l L 4 L 4 L 4
15: 1oc. 103C4BA
16: 00 20 MOVS RO, #0
‘ ‘ ‘ 17: 1E BO B locret_103C4FC
| ‘ | | I | l
Y = N 'i
48: locret _103CAFC

49: BD EB 78 BB | FOP.W {R3=R6, R21; PC}
50: 5 End of function unk_funceion




Following is the context in which it is called:

01:179B LDR R3, [SP,#0x5c]
02:169A  LDR R2, [SP,#0x58]
03:5146 MOV R1,R10
04:2046 MOV RO, R4
O5:FFF7 98 FF BL unk function

.............................

or certam about it. The fo]lowmg hst enumerates these facts and how you know them

- The code is Thumb state and the instruction set is Thumb-2. You know this because: 1) prologue and epi-
logue (lines 1 and 49) use the PUSH/POP pattern; 2) instruction size is either 16 or 32 bits in width; 3) the
disassembler shows the .W prefix for some instructions, indicating that they are using the 32-bit encoding.

- The function preserves R3-R6 and R11. You know this because they are saved and restored in the prologue
(line 1) and epilogue (line 49), respectively.

- The function takes at most four arguments (R0-R3) and returns a Boolean (R0). You know this because ac-
cording to the ARM ABI (Application Binary Interface), the first four parameters are passed in RO-R3 (the rest
are pushed on the stack) and the return value is in RO. It is “at most four” in this case because you saw that
before calling the function in line 5, RO-R3 are initialized with some values and you do not see any other in-
structions writing to the stack (for additional arguments). At this point, the function prototype is as follows:

BOOL unk_function(int, int, int, int) .
- The first two arguments' type is “pointer to an object” You know this because RO and R1 are the base address
in aload instruction (lines 10-11). The types are most likely structures because there is access to offset 0x10,
0x18,0x1c,and soon(line 10, 11, 19, 22, 24, 28, etc.). You can be nearly certain that they are not arrays be-
cause the access/load pattern is not sequential. It is uncertain whether RO and R1 are pointers to one or two
different structure types without further context. For now, you can assume that they are two different types.
You update the prototype as follows:

BOOL unk_function(struct1 *, struct2 *, int, int)

-loc_103C4BA is the exit path to return 0; loc_103C4FA is the exit path to return 1; and locret_103C4FC re-
turns from the function. Hence, branches to these locations indicate that you are done with the function.

- The third and fourth arguments are of type integer. You know this because R2 and R3 are being used in AND/
ORR operations (lines 23, 25, and 26). While there is indeed a poss;bxhty that they can be pointers, it is un-
likely to be the case unless they were mcodmglﬂd &hng pointers; and even if they were pblhﬁers, you shéufld :
- see them being used in load/store operations but you don't. - |

-Even though R1l1lis ad]usted to be 0x10 bytes above the stack pomter it is never used after that i mstruct:on.
Hence, it can be ignored.

- The function foo (line 35) takes one argument. Its entire body is not included here due to space constraints.

Just assume this is a given for the sake of simplicity.

Having enumerated known facts, you now need to use them to logically derive other useful facts. The next
mportant task is to delve into the two unknown structures identified. Obviously you cannot recover its entire
ayout because only some of its elements are referenced in the function; however, you can still infer the field
ype information.

RO is of type structl *. In line 10, it loads a field member at offset 0x8 and then compares it with R4 (line



13). R4 is a field member at offset 0x18 in the structure struct2 (R1). Because they are being compared to each
other, you know that they are of the same type. Line 13 compares these two fields. If they are equal, then execu-
tion proceeds to loc_103C4BE; otherwise, 0 is returned (line 15). Because of the equality compare, you can infer
that these two fields are integers.

Line 19 loads another field member from struct1 and compares it against 2; if it is not equal, then 0 is re-

...................................

assumed to be an integer). Lines 25-27 do something similar with the fourth argument. Because of these oper-

ations, you can infer that field members at offset 0x18 and Ox1c are integers.
The structure definitions so far are as follows:

structl

m+0x008 field08_i ; same type as struct2.field18_i
m+0x010 field10_s; short

”;OXO 18 field18_i;int

+0x01c fieldlc i;int T T
struct2
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Given these types, you can already recover the pseudo-code of everything from line 1 to 27. It is as follows:

structl *argl = ...;
structl *arg2 = ...;
intarg3 = ..,;
intarg4 = ..,;
BOOL result = unk_function(argl, arg2, arg3, arg4);

f(atgl->fildos - a 2"ﬁ°141”)‘!”‘i"é?'fE"'E'%-W-%i,_ifi‘v%%é?"f?i*ii*-
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Astute readers will notice that lines 25-27 may seem a bit redundant. ANDS sets the condltlon flags, ORRS
} else [mmedxately overwrites it, and BNE takes the flag from ORRS; hence, the conditions set by ANDS are really
retumeipecessary. The compiler generates this redundancy because it is optimizing for code density: AND will be
4 bytes long, but ANDS is only 2 bytes. MOV and MOVS are also subjected to the same optimization. You will
} often see this pattern in code optimized for Thumb.

Line 28 loads another field from struct1 into R3; line 29 loads from offset zero of the same structure into RO;
and line 30 sets R2 to R3*3 (=R3+(R31)). Line 31 loads a field from struct2 into R3 and then accesses another
field using that as a base pointer. This implies that you have a pointer to another structure inside struct2 at
offset 0xC. Line 32 loads a field from that new structure into R3; line 33 updates it to be R3+R2"8; and line 34
uses that as a base address and loads a signed short value at offset 0x16 of another structure into R4.

Let's update the structure definition before continuing:

+0x000 field00_i; int

+0x008 field08_i; same type as struct2.field18_i
+0x00c fieldOc_i ; integer

+0x010 field10_s ; short

+0x018 field18_i;int
+0x01c fieldlc_i;int

§ e e e e o

+0x00c fieldOc_p ;struct3*
m+0x018 field18_i ; same type as struct1.field08_i
-s-t.ructB

“;OXOOC fieldOc_p ; struct4*

struct4 (size=0x18=24) // why?



+0x016 field16_c; char

+0x017 end

You could deduce that there was an array involved because of the multiplication/scaling factor (lines 30 and
33); there were not two arrays because R2-R3 in line 30 is not a base address but an index. Also, it does not
nake sense for a base address to be multiplied by 3. The base address of the array is R3 in line 33 because it is
eing indexed with R2. You inferred that each array element must be 0x18 (24) because after sunphﬁcatlon, it

msRZ'B'ﬁ‘S,{vfhéreM;sthemdexaqdzihs;hegelf ‘ HA

Egug___ lllustrates the relanonshlps between the four structures

agg 2 7
;truct1

+00 field00_i

+08 field08_ |
+0c fieldOc_i e~

+10 field10_a

+18 field18_i

struct?

struct3

Bl

+0c fieldOc_p

—/ +0c field0c_p

+18 field18_i

+10 field10_a

ST T S e i beo i bl Ba

+cfield1c_a

Here is the pseudo-code for lines 28-35:
13 =argl->fieldOc i;

2= t31_+!r3_¢1_ =r

| -argl->ﬁeld0c i*3;
r3 = arg2->fieldOc_p;

13 = arg2->fieldOc_p->fieldOc_p;

13 = arg2->fieldOc_p->fieldOc_p + r2*8

o B i it 8 =

= arg2->fieldOc_p->fieldOc_p + argl->fieldOc_i*24;
= arg2->fieldOc_p->fieldOc_p|argl->fieldOc_i]; |
r4 = arg2->fieldOc_p->fieldOc_p[arg1l->fieldOc_i].field16_c;
r0 = foo(argl->field0O_i);
The rest of the function is simply comparing the return value from foo and r4. The full pseudo-code now

ooks like this:

(1)

2]

3]

......

BEC o SREENNE .

yslrucm _____
+16 field16_c 0x18 bytes
+17 field17 ¢ l
struct4
struct4




structl *argl = ...

struct? *arg2 = ...

intarg3=..,;

intargd=..,

BOOL result = unk_function(argl, arg2, arg3, arg4);

R e, e S g T T o e B e == ! | S e

_ BOOLunk function(struct1‘argl, struct2 ‘arg?, intarg3,intargd) =
char a
intb;

if (arg1->field08_i == arg2->field18_i) {
if (arg1->field10_s!= 2) return 0;
if (((arg1->field18_i & arg3)|
(arg1->fieldlc_i & argd4)
)1=0
)return 0;
' 'b=foo(arg1->field00_i); e
a = arg2->fieldOc_p->fieldOc_pfarg1->fieldOc_i].field16_c;
if (b==0x61 && a!= 0x61) {
return 0,

} else { return 1;}

if (b == 0x62 && a >= 0x63){
return 1,

} else { return 0;}

While this function used multiple, interconnected data structures whose full layout is unclear, you can see
how you were still able to recover some of the field types and their relationship with others. You also learned
how to recognize a type's width and signedness by considering the instruction and conditional code associated
with them.



01: mysteryl ‘
02: FO 01 2D E9 | STWFD sp:, (Ra-r8)
03: 00 30 DO ES | LDRB R3, [RO]
G4: 2D 00 53 B3  Owp R3, WOx2D
0s: 29 00 00 OA | BEQ  loc_p34s
| | |
} . 4
L v & loc_B348
06: 2B 00 S3 B3 | OMP R3, BOx2B €g: 0L 30 FO ES LDRB R3, [RO,#1]:
a47: 00 60 AD B3 | MOV R6, B0 59: 0L 60 A0 E3 MOV RG, #1
g8: 01 30 PO 0S | LDREOB  R3, [RO,#1]! €0: D5 FF FF EA B loc_B2ac
l 61 ; End of functicn swsteryl
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| 22: 02 30 80 B2 ADD R3, RO, #2 |
] v
13: loc_B288
14: 03 00 AO B1 MOV RO, R3 |
15: 01 20 D3 B4 LDRB R2, [R3].¥1
16: 30 00 52 B3 OMP R2, WOX30
17: FB FF FF OA BEQ loc B2ES
e ¥
ia: loc B208
19: 00 CO AD E3 | NOW R12, #0
20: 00 40 A0 E3  NOW R4, #0
21: 00 50 AD E3 NOW RS, #0
22: OA 80 A0 E3  MOW RS, #0xA
23: 01 00 00 EA B 1oc_B2E4
| | 2 4
: ol 1 zosl_|| apc goma LUl | UL LL 1L
28: 0C 70 DO B7 | LDRB R7. [RO,R12]
29: 01 c0 8C B2 | ADD R12, R12, #1
30: 94 28 83 B0 | UMULL R2, R3, R4, RS
31: 30 70 57 B2 SUBS R7.| R7, #0x30
32: 07 00 00 4A BMI loc_B318
A ‘, |
33: 09 00 57 B3 O R7, #9
34: 98 35 23 B0 MLA R3, RS, RS, R3
35: 04 00 00 CA BGT loc_B318
" 43: loc_B318
44: O6 20 5S4 EO0 SUBS RZ, R4, R6
36: 0B 00 SC B3 O R12, yoxB | | 45: C6 3F C5 B0 SBC R3, RS, R6,ASR#3L
37: F3 FF FF 1A EBNE loc B2DC | | 46: 02 02 52/ B3 cw R2, #0x80000000/ |
r : 47: 00 00 D3 B2 SBCS RO, R2, #0 -
l , 48: FP7 FF FF AA loc Bloc
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50: 01 00 00 OA  BEQ loc_B33C
2
51: 00 40 74 E2 | RSBES R4, R4, #0
S52: 00 SO ES E2 | RSC RS, RS, #0

4

531 loc_B33C
S54: 00 40 81 BS STR R4, [R1]
s5: 01 00 AQO B3I MOV RO, #1

S61 F1 FF FFEAR B loc_B310

e Y
1 40: loc_EB310
41: FO 01 ED E8  1DMFD Spi, {Ra-Re}
42: 1E FF 2F F1 BX LE




This chapter discusses the principles and techniques necessary for analyzing kernel-mode driver code, such as
rootkits, on the Windows platform. Because drivers interact with the OS through well-defined interfaces, the
analytical task can be decomposed into the following general objectives:

- Understand how core OS components are implemented

- Understand the structure of a driver

- Understand the user-driver and driver-OS interfaces and how Windows implements them

. Understand how certain driver software constructs are manifested i in bmary form o o e

. Systematically apply knowledge from the previous steps in the gendrdl reverse engmeenng process [ [

_If the process of reverse engineering Windows drivers could be modeled as a discrete task, 90% wouldbe =
understanding how Windows works and 10% would be understanding assembly code. Hence, the chapter is
written as an introduction to the Windows kernel for reverse engineers. It begins with a discussion of the user-
kernel interfaces and their implementation. Next, it discusses linked lists and how they are used in Windows.
Then it explains concepts such as threads, processes, memory, interrupts, and how they are used in the kernel
and drivers. After that it goes into the architecture of a kernel-mode driver and the driver-kernel programming
interface. It concludes by applying these concepts to the reverse engineering of a rootkit.

Unless specified otherwise, every example in this chapter is taken from Windows 8 RTM.

Windows I-'undamentals

We begm w1th a dlscussmn of core Wmdows kemel concepts mclud.mg fundamental data structures and ker-
nel objects relevant to driver programming and reverse engineering.

Memory Layout

Like many operating systems, Windows divides the virtual address space into two portions: kernel and user
space. On x86 and ARM, the upper 2GB is reserved for the kernel and the bottom 2GB is for user processes.

Hence, virtual addresses from 0 to Ox7ftfffff are m user space, OxSOOOOPOO and above are in kernel PRt

On x64 the same concept apphes except that user space is from Oto 0x000007ff‘ffﬁﬁ‘ff and kernel space ls |

- 0xffff080000000000 and above. Figure 3.1 1 illustrates the general layout on x86 and x64. The kernel memory
space is mostly the same in all processes, However, running processes only have access to their user address
space; kernel-mode code can access both. (Some kernel address ranges, such as those in session and hyper
space, vary from process to process.) This is an important fact to keep in mind because we will come back to
it later when discussing execution context. Kernel- and user-mode pages are distinguished by a special bit in
their page table entry.
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When athreadina process is scheduled for execution, the OS changes a processor- speaﬁc reglster to pomt to
the page directory for that particular process. This is so that all virtual-to-physical address translations are spe-
cific to the process and not others. This is how the OS can have multiple processes and each one has the illusion
that it owns the entire user-mode address space. On x86 and x64 architectures, the page directory base register
is CR3; on ARM it is the translation table base register (TTBR). |



Processor Initialization

When the kernel boots up, it performs some basic initialization for each processor. Most of the initialization
details are not vital for daily reverse engineering tasks, but it is important to know a few of the core structures.
The processor control region (PCR) is a per-processor structure that stores critical CPU information and state.

For example, on x86 it contains the base address of the IDT and current IRQL. Inside the PCR is another data
structure called the processor regz'on contro! block (PRCB) It is a per-pro-cessor structure that contains informa-

.................

tion with the kernel debugger
x64 (x86 is similar)

PCR

0: kd> dt nt!_KPCR
+0x000 NtTib :_NT_TIB
+0x000 GdtBase : Ptr64 _KGDTENTRY64
+0x008 TssBase :Ptr64 KTSS64
+0x010 UserRsp = :Uint8B
+0x018 Self : Ptr64 _KPCR

~ #0x020 CurrentPrcb | :Ptr64 _KPRCB

+0x180 Prcb : _KPRCB
PRCB

0: kd> dt nt!_KPRCB
+0x000 MxCsr :Uint4B
+0x004 LegacyNumber :UChar
+0x005 ReservedMustBeZero : UChar
+0x006 InterruptRequest : UChar
*0x007 IdleHa]t Uchar

S e b e | s | R ! g o by i B 1 oy = e e e e e

+_o:_:010 Next’l’hread Pl:r64 K‘I‘HRE.AD
+0x018 IdleThread :Ptr64 KTHREAD

+0x040 ProcessorState : KPROCESSOR_STATE
+0x5f0 CpuType : Char

+0x5f1 CpulD : Char

+0x5f2 CpuStep  :Uint2B

+0x5f2 CpuStepping :UChar

+0x5f3 CpuModel = :UChar



+0x5f4 MHz :Uint4B

+0x2d80 DpcData  :[2] _KDPC_DATA
+0x2dcO DpcStack | :Ptr64 Void
+0x2dc8 MaximumDpcQueueDepth : Int4B

ARM

PCR

 O:kd>dtnt!_ KPCR
+0x000 NtTib :_NT_TIB
+0x000 TibPad0  :[2]Uint4B
+0x008 Sparel : Ptr32 Void

+0x00c Self :Ptr32 KPCR
+0x010 CurrentPrcb :Ptr32 KPRCB

PRCB

0: kd> dt nt!_KPCR
+0x000 NtTib :_NT_TIB

" '+0x000 TibPad0 b b e 3 e

+0x008 Sparel :Ptr32 Void
+0x00c Self :Ptr32 _KPCR
+0x010 CurrentPrcb :Ptr32 KPRCB

0: kd> dt nt!_KPRCB
+0X000 LegacyNumber : UChar
+0x001 ReservedMustBeZero : UChar
+0x002 IdleHalt :UChar
+0x004 CurrentThread :Ptr32_KTHREAD
+0x008 NextThread  :Ptr32_KTHREAD

..........

+0x00cIdleThread :Ptr32_KTHREAD = | | =

+0X020 ProcessorState : _KPROCESSOR_STATE
+0x3c¢0 ProcessorModel :Uint2B

+0x3c2 ProcessorRevision : Uint2B

+0x3c4 MHz : Uint4B

+0x690 DpcData  :[2]_KDPC_DATA
+0x6b8 DpcStack = : Ptr32 Void

+0x900 InterruptCount : Uint4B
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+0x904 KernelTime :Uint4B
+0x908 UserTime  :Uint4B
+0x90c DpcTime :Uint4B
+0x910 InterruptTime :Uint4B

The PCR for a current processor is always accessible from kernel-mode through special registers. It is stored
m the I-‘S segrnent (x86), GS segment (x64), or one ot' the system coprocessor reglsters (ARM) For exarnple, the

......................

PsGetCurrentThread proc near
mov rax, gs:188h ; gs:[0]is the PCR, offset 0x180 is the PRCB,
; offset 0x8 into the PRCB is the CurrentThread field
retn
PsGetCurrentThread endp
PsGetCurrentProcess proc near
mov rax,gs:188h ;get current thread (see above)
mov rax, [rax+0B8h]; offset 0x70 into the ETHREAD is the associated
; process(actually ETHREAD. ApcState.Process)
retn
PsGetCurrentProcess endp

System Calls

An operating system manages hardware resources and provides interfaces through which users can request
them. The most commonly used interface is the system call. A system call is typically a function in the kernel
that services I/0 requests from users; it is implemented in the kernel because only high-privilege code can
manage such resources. For example, when a word processor saves a file to disk, it first needs to request a file
handle from the kernel, writes to the file, and then commits the file content to the hard disk; the OS provides
system calls to acquire a file handle and write bytes to it. While these appear to be simple operations, the sys-
tem calls must perform many important tasks in the kemel to service the request For example, to get a file

...............

file, the kernel needs to ﬁgu.re out which ha.rd d.nve volu.me the ﬁle ison, send the request to the volume, and
‘package the data into a structure understood by the underlying hard-drive controller. All these operauons are
done with complete transparency to the user.

The Windows system call implementation details are officially undocumented, so it is worth exploring for
intellectual and pedagogical reasons. While the implementation varies between processors, the concepts re-
main the same. We will first explain the concepts and then discuss the implementation details on x86, x64,
and ARM.

Windows describes and stores system call information with two data structures: a service table descriptor
and an array of function pointers/offsets. The service table descriptor is a structure that holds metadata about
system calls supported by the OS; its definition is officially undocumented, but many people have reverse engi-



neered its important field members as follows. (You can also figure out these fields by analyzing the KiSystem-
Call64 or KiSystemService routines.)

typedef struct _KSERVICE_TABLE_DESCRIPTOR

{
PULONG Base; // array of addresses or offsets
PULONG Count;
ULONG Limit; // size of the array
| BN umber; | [ e e B EEEEEE

 }KSERVICE_TABLE_DESCRIPTOR, *PKSERVICE TABLE_DESCRIPTOR;, S
Base is a pointer to an array of function pointers or offsets (depending on the processor); a system call num-
ber is an index into this array. Limit is the number of entries in the array. The kernel keeps two global arrays of

KSERVICE_DESCRIPTOR_DESCRIPTOR: KeServiceDescriptorTable and KeServiceDescriptorTableShadow. The
former contains the native syscall table; the latter contains the same data, in addition to the syscall table for
GUI threads. The kernel also keeps two global pointers to the arrays of addresses/offsets: KiServiceTable points
to the non-GUI syscall table and W32pServiceTable points to the GUI one. Figure 3.2 illustrates how these data
structures are related to each other on x86.

Figure 3.2
KeServiceDescriptorTable | ;
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Lyt Function 3

Base —————— W32pServiceTable

Count Function 1
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On x86, the Base field is an array of function pointers for the syscalls:

0: kd> dps nt!KeServiceDescriptorTable
81472400 813564d0 nt'KiServiceTable ;Base
81472404 00000000
81472408 000001ad
8147240c 81356b88 nt!KiArgumentTable
| O kd> dd nt!KiServiceTable | |
- 813564d0 81330901 812cf1e2 81581540816090af 1k
813564e0 815be478 814b048f 8164e434 8164e3cb

8135640 812dfa09 814e303f 814a0830 81613a9f L
81356500 814e5b65 815b9e3a 815e0c4e 8158ce33

0: kd> dps nt!KiServiceTable

813564d0 81330901 nt!NtWorkerFactoryWorkerReady
813564d4 812cfle2 nt!NtYieldExecution

813564d8 81581540 nt!NtWriteVirtualMemory
813564dc 816090af nt!NtWriteRequestData

813564e0 815be478 ntINtWriteFileGather

813564e4 814b048f nt!NtWriteFile

of argu.rnents passed on the stack. The offsetis contamed in the top 20 bits, and the number of arguments on
the stack is contained in the bottom 4 bits. The offset is added to the base of KiServiceTable to get the real ad-
dress of the syscall. For example:

0: kd> dps nt!KeServiceDescriptorTable

fifff803'955¢d900 fffff803'952ed200 nt!KiServiceTable ; Base
fifff803'955c¢d908 00000000'00000000

fifff803'955¢d910 00000000'000001ad

fifff803'955¢d918 fffff803'952edf6c nt!KiArgumentTable

0: kd> u ntdll!NtCreateFile

ntd]l!NtCreateFile
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000007f8'34f23133 mov eax,53h syscall number
000007£8'34f23138 syscall =

0: kd> x nt!KiServiceTable

fifff803'952ed200 nt!KiServiceTable (<no parameter info>)

0: kd> dd nt!KiServiceTable + (0x53*4) L1

fifff803'952ed34c 03ea2c07 ;encoded offset and number of arguments

0: kd> u nt!KiServiceTable + (0x03ea2c07:>4) ; get the offset and add it to Base
nt!NtCreateFile:

fifff803'956d74c0 sub rsp,88h



ffff803'956d74c7 Xxor eax,eax

fifff803'956d74c9 mov qword ptr [rsp+78h],rax

fifff803'956d74ce mov dword ptr [rsp+70h],20h

0: kd> ? 0x03ea2c07 & Oxf = ; number of arguments

Evaluate expression: 7 = 00000000'00000007

; NtCreateFile takes 11 arguments. The first 4 are passed via registers and
;the last 7 are passed on the stack

.............................

As dqmonst:ated every system call is 1denuﬁgdlbi/ a number thaq lq an index into KxServiceTable or , | | "

W32pServiceTable. At the lowest level, user- mode APIs decompose to one or more system calls. 4
Conceptually, this is how system calls work on Windows. The implementation details vary dependlng on

processor architecture and platform. System calls are typically implemented through software interrupts or

architecture-specific instructions, the details of which are covered in the following sections.

Faults, Traps, and Interrupts

In preparation for the next sections, we need to introduce some basic terminology to explain how peripheral
devices and software interact with the processor. In contemporary computing systems, the processor is typi-
cally connected to peripheral devices through a data bus such as PCI Express, FireWire, or USB. When a device
requires the processor’s attention, it causes an interrupt that forces the processor to pause whatever it is doing
and handle the device's request. How does the processor know how to handle the request? At the highest level,
one can think of an interrupt as being associated with a number that is then used to index into an array of
function pointers. When the processor receives the interrupt, it executes the function at the index associated -
with the request and resumes execution wherever it was before the interrupt occurred. These are called hard-
ware interrupts because they are generated by hardware devices. They are asynchronous by nature.

When the processor is executing an instruction, it may run into exceptions. For example, the instruction
causes a divide-by-zero error, references an invalid address, or triggers privilege-level transition. For the pur-
pose of this discussion, exceptions can be classified into two categories: faults and traps. A fault is a correctable
exception. For example, when the processor executes an instruction that references a valid memory address
but the data is not present in main memory (it was paged out), a page fault exception is generated. The proces-
sor handles this by saving the current execution state, calls the page fault handler to correct this exception (by
paging in the data), and re-executes the same instruction (which should no longer cause a page fault). A trap is
an exception caused by executing special kinds of instructions. For example, on x64, the instruction SYSCALL

. causes the processor to begm exemtlng atana s speu.ﬁ.ed by an MSR. after the handler is done, execution
is resumed at the instruction immediately after SYSCALL. Hence, tﬁerﬁajor difference between a faultanda |
~ trap is where execution resumes. System calls are commonly implemented through special exceptions or trap
instructions.

Interrupts

The Intel architecture defines an interrupt descriptor table (IDT) with 256 entries; each entry is a structure
with information defining the interrupt handler. The base address of the IDT is stored in a special register
called IDTR. An interruptis associated with an index into this table. There are predefined interrupts reserved
by the architecture. For example, 0x0 is for division exception, 0x3 is for software breakpoint, and Oxe is for
page faults. Interrupts 32-255 are user-defined.

On x86, each entry in the IDT table is an 8-byte structure defined as follows:



1: kd> dt nt!_KIDTENTRY
+0x000 Offset : Uint2B
+0x002 Selector  :Uint2B
+0x004 Access :Uint2B
+0x006 ExtendedOffset :Uint2B
(On x64, the IDT entry structure is mostly the same except that the interrupt handler’s address is divided into

................................

codmg the IDT and d.lsassembhng the divide-by-zero 1nten'upt hand.ler (Oxo)

1: kd> r @idtr
idtr=8b409d50
1: kd> dt nt!_ KIDTENTRY 8b409d50
+0x000 Offset :0xa284
+0x002 Selector :8
+0x004 Access : 0x8e00
+0x006 ExtendedOffset :0x813c¢
1:kd>u0x813ca284
nt!KiTrap00: |
‘813ca284push 0 R
813ca286 mov word ptr [esp+2],0
813ca28d push ebp
813ca28e push ebx

Figure 3.3 illustrates the IDT on x86.

Figure 3.3
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nt ! Ki1Trapoou
push 0
ffffa—f””*-mov word ptr [esp+2],0|

0 _KIDT_ENTRY push ebp |
1| _KIDT_ENTRY prion-ent
2 R BN R i+ R TR Bap03 [P g
3| _KIDT_ENTRY }—————»lpush 0 | eEE

mov word ptr [esp+2] 0

push ebp
ff| _KIDT_ENTRY push ebx

nt'K1Unexpected1nterrupt207

push OFFh ]
|dmp | nt!KiEndUnexpectedRange BEEEA I

nt'KlEndUnexpectedRange | |

jmp dword ptr c¢s: [nt!KiEndUnexpectedRange+0x7]

xchg eax,edi

pushfd

mov byte ptr [edx+7510F983h],al

cmp eax, 25E85352h

On pre-Pentium 2 processors, Windows uses interrupt Ox2e to implement system calls. User-mode programs
call APIs in kernel32.dll (or kernelbase.dll), which eventually resolve to short stubs in ntdll.dll that trigger

upt Ox2e. To xllustrate, consldm: the followm smppet: fmm the elbase!CreateI-‘llew API Toutine on l
Wmdowsl?—-rg ---- ‘» % s el sl -:,I\j;; [l

' [inmde kemelbase!CreafeFileW] !

text:0DCE9C87 mov ecx, [ebp+dwFlagsAndAttributes]
text:0DCE9C8A push [ebp+lpSecurityAttributes]
1ext:0DCESC8D mov eax, [ebp+dwDesiredAccess]
text:0DCE9C90 push [ebp+IpFileName]
1ext:0DCE9C93 mov esi, ds:__imp__NtCreateFile@44
1text:0DCE9SC99 push [ebp+var_4]

1text:0DCE9C9C and ecx, 7FA7h



text:0DCESCA2 push [ebp+dwShareMode]
text:0DCE9CAS mov [ebp+dwFlagsAndAttributes], ecx
text:0DCE9CAS8 push ecx
text:0DCESCAS9 push ebx
text:0DCE9CAA lea ecx, [ebp+var_20]
text:0DCE9CAD push ecx
text:0DCESCAE or eax, 100080h
'textpDCE9CBBIeaecx,[ebp+var64] A H‘* I||
text:0DCE9CB6 push ecx Ll
1text:0DCE9CB7 push eax ===
text:0DCE9CB8 mov [ebp+dwDesiredAccess], eax
+text:0ODCE9CBB lea eax, [ebp+var_8]
text:0DCE9SCBE push eax
text:0DCE9CBEF call esi ; NtCreateFile(...)

It does some preliminary validation (not shown here) and then calls ntdll!NtCreateFile. The implementation
for that is as follows:

[ntdll!NtCreateFile]

text:77F04A10 _NtCreateFile@44 proc near

text:77F04A10 mov eax, 42h ; syscall # K
text:77F04A15 mov edx, 7FFE0300h ; KUSER _SHARED_DATA.SystemCall . . =
; the symbol for 0x7fe0300 is SharedUserData!SystemCallStub

text:77F04A1A call dword ptr [edx]; call handler

text:77F04A1C retn 2Ch ; return back to caller

text:77F04A1C _NtCreateFile@44 endp

NtCreateFile sets EAX to 0x42 because that's the system call number for NtCreateFile in the kernel. Next, it
reads a pointer at 0x7{fe0300 and calls it. What is special about 0x7{fe0300? On all architectures, there is a per-
process structure called KUSER_SHARED_DATA that is always mapped at 0x7{fe0000. It contains some generic
information about the system and a field called SystemcCall:

0:000> dt ntdll! KUSER_SHARED_DATA
=1 +0mOOT1ckCountLowDeprgcated Uint4B | L B T L e o B U
'+0xbO4T1ckC0untMu1t1pherUmt4B31!'?’3'-'5"‘”“-1 EEEE oo BEEER.
+0x008 InterruptTime : KSYSTEM_TIME
+0x014 SystemTime : _KSYSTEM_TIME

+0x020 TimeZoneBias : _KSYSTEM_TIME
+0x2f8 TestRetInstruction : Uint8B

+0x300 SystemCall : Uint4B ; syscall handler
+0x304 SystemCallReturn : Uint4B

When disassembling the system call stub, you see this:



0:000> u poi(SharedUserData!SystemcCallStub)
ntdll!KiIntSystemcCall:

7646500 lea edx,[esp+8]

76e46504 int 2Eh

76e46506 ret

76e46507 nop

Dumpmg the IDT entry at index Ox2e shows that K18ystem8erv1ce is the system call dlspatcher

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

20kd>h&t0x2e I NI e 0 I s 0 e O e s
2e:8284b22e nt!KxSystemSer\nce
0: kd> u nt!KiSystemService
nt!KiSystemService:

8284b22e push 0

8284b230 push ebp

8284b231 push ebx

8284b232 push esi

8284b233 push edi

8284b234 pushfs

8284b236 mov ebx,30h

The details of the system call dispatcher are covered in the next section.

rraps

[he previous section explains how system calls are implemented with the built-in interrupt processing mech.-

anism. This section explains how they are implemented through trap instructions on x64, x86, and ARM.
Beginning with the implementation on x64, consider the system call stub ntdll!NtCreateFile:

01: text:00000001800030F0 public ZwCreateFile

02: .text:00000001800030F0 ZwCreateFile proc near

03: .text:00000001800030F0 mov rl0,rcx

- 04: text:00000001800030F3 mov - eax, 53h e )z =n
05+ £ext:00000001800030F8  syscall - i 5 o 0 o 5
- 06: text:00000001800030FA retn = Lo

07: .text:00000001800030FA ZwCreateFile endp

Line 3 saves the first argument to R10; it has to do this because SYSCALL's semantic dictates that the return
address (line 6) must be stored in RCX. Line 4 saves the system call number in EAX; once SYSCALL transitions
0 kernel mode, it will use this as an index into the KiServiceTable array. Line 5 executes SYSCALL which tran-
sitions to kernel mode. How does it do this? The documentation for SYSCALL specifies that RIP will be loaded
vith a value defined by the IA32_LSTAR MSR (0xc0000082), and you can observe it in the debugger:

1: kd> rdmsr 0xC0000082
msr[c0000082] = fffff800'89e96dcO



1: kd> u fffff800'89e96dc0
nt!KiSystemCall64:
fifff800'89e96dcO swapgs
fifff800'89e96dc3 mov  qword ptr gs:[10h],rsp
fifff800'89e96dcc mov rsp,qword ptr gs:[1A8h]
fifff800'89e96dd5 push 2Bh
fiff800'89e96dd7 push gqword ptr gs:[10h]
§DO'89e96didfpuShr11Hii‘ M‘ |||
‘I‘l‘us kernel debugger output indicates that SYSCALL will alwayé end up execul:mg K.lSystemCall64 in the
‘kernel. In fact, KiSystemCall64 is the main system call dispatcher in x64 Windows. Windows sets the IA32
LSTAR MSR to KiSystemCall64 early in the processor initialization process (see KilnitializeBootStructures). It
is primarily responsible for saving the user-mode context, setting up a kernel stack, copying the user-mode
arguments to the kernel stack, determining the system call in KiServiceTable (or W32pServiceTable) using
the index passed in from EAX, invoking the system call, and returning to user mode. How does the syscall
dispatcher know where to return in user mode? Recall that SYSCALL saves the return address in RCX. After the
system call finishes its work and returns, the system call dispatcher uses the SYSRET instruction, which sets
RIP to RCX so it goes back to user mode.
While KiSystemCall64 supports many functionalities (syscall profiling, user-mode scheduling, debugging,
etc.), its primary responsibility is to dispatch system call requests. In the previous section, we stated that each
value in the KiServiceTable an'ay encodes an oﬂ"set to the system call and the number of arguments passed on

01: KiSystemCall64 proc near

02:

03:var_110=byte ptr-110h

04:

05: swapgs

06: mov gs:10h,rsp ; KPCR->UserRsp

07: mov rsp,gs:1A8h ; KPCR->KPRCB->RspBase
08: ; setup a new kernel stack

09: push 2Bh

10: push qword ptr gs: 10h KPCR—>UserRsp
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13: sti ~ ;enableinterrupts

14: mov [rbx+88h], rcx ; KTHREAD->FirstArgument

15: mov [rbx+80h], eax ; KTHREAD->SystemCallNumber

16: KiSystemServiceStart proc near

17: mov [rbx+90h],rsp ; KTHREAD->TrapFrame

18: mov edi,eax ; eax = syscall #

19: shr edi, 7 ; determine which syscall table

20: and edi, 20h

21: and eax, OFFFh ;indexinto table (recall 64bit syscall encoding)



22: KiSystemServiceRepeat proc near

23: lea rl10,KeServiceDescriptorTable

24: lea rl1,KeServiceDescriptorTableShadow

25: test dword ptr [rbx+78h], 40h ; determines if it is a GUI thread

26: cmovnz r10,r11 | ;which table to use?

27: cmp eax, [rdi+r10+10h]; is that syscall table within the table Limit?

VLRSS ;i.e, KSERVICE_TABLE_DESCRIPTOR.Limit. ... ‘ s v o o o e

P RO L M ] 0 T e 00 e O O S

30 mov  r10,[rdi+r10] ;select the right table ] i

31: movsxd r11,dword ptr [r10+rax*4]; get the syscall offset

32: mov raxrll

33: sar rll,4

34: add rl10,rl1 ;addittothe base of the table to get syscall VA

35: cmp edi, 20h ;edi determines which table. here it is used to
; determined if it is a GUI

36: jnz short case_nonguirequest

37: mov rll,[rbx+0FOh]

38:

39: KiSystemServiceCopyEnd proc near _ _

40: test cs:dword_140356088,40h

41: jnz case_loggingenabled

42: call r10 ;invokethesystem call

Walking through KiSystemCall64 can be an instructional experience and is left as an exercise.

On x86, Windows uses the SYSENTER instruction to implement system calls. The mechanics is similar to
hat of SYSCALL on x64 processors. Before going into the implementation, let's look at the system call stub for
itdllINtQueryInformationProcess:

01:_ZwQueryInformationProcess@20 proc near

02: mov eax,0BOh  ;system call number

:03callsub6A214FCD ‘;stiub ======= E

04: retn 14h ;clean stack and return. Ntduery]nformahonProcess takes B |

-05: ;5 parametersand they are passed on the stack o]
; SYSENTER will return here (see next example)

06: _ZwQueryInformationProcess@20 endp

07:

08: sub_6A214FCD proc near

09: mov edx,esp

10: sysenter

11: retn

12: sub_6A214FCD endp




ntdll!NtCreateFile sets the system call number and calls another routine that saves the stack pointer in EDX,
followed by the SYSENTER instruction. Intel documentation states that SYSENTER sets EIP to the value stored
in MSR 0x176:

0: kd> rdmsr 0x176

msr[176] = 00000000'80f7d1d0
0: kd> u 00000000'80£7d1d0
Vnt'KiPast(:allEntry
80f7d1d5 push 30h
80f7d1d7 pop fs
80f7d1d9 mov ds,.cx
80f7d1dbmov es,cx
80f7d1dd mov ecx,dword ptr fs:[40h]

The debugger output shows that when the instruction SYSENTER executes, it transitions to kernel mode and
starts executing KiFastCallEntry. KiFastCallEntry is the main system call dispatcher on x86 Windows using
SYSENTER (think of it like KiSystemCall64 on x64). One peculiar characteristic of SYSENTER is that it does not
save the return address in a register as SYSCALL does. Once the system call is complete, how does the kernel
know where to return? The answer consists of two parts. Using NtQueryInformationProcess again as an exam-
ple, before calling SYSENTER to enter kernel mode, first the sequence of calls looks like this: '

kernel32!GetLogicalDrives ->
ntdllINtQueryInformationProcess ->
stub -> SYSENTER

This means that the return address is already set up on the stack before SYSENTER is executed. Immediately
before SYSENTER, KiFastSystemCall saves the stack pointer in EDX. Second, after SYSENTER, the code transi-
tions to KiFastCallEntry, which saves this stack pointer. Once the system call is complete, the syscall dispatcher
executes the SYSEXIT instruction. By definition, SYSEXIT sets EIP to EDX, and ESP to ECX; in practice, the ker-
nel sets EDX to ntdll!KiSystemCallRet and ECX to the stack pointer before entering the kernel. You can observe
this in action by setting a breakpoint at the SYSEXIT instruction inside KiSystemCallExit2 and then viewing
the stack from there:

.....................................

e1p -815d0458 esp= a08f7c8c ebp-0293f3 a8 1opl- nv up ei ng nzna pe cy
cs=0008 ss=0010 ds=0023 es=0023 fs=0030 gs=0000 efl=00000287
nt!KiSystemcCallExit2 +0x18:

815d0458 sysexit

1:kd> dps @ecx L5 # SYSEXIT will set ESP to ECX (note the return address)
029af304 77584fca ntdll!NtQueryInformationProcess+0xa # return address
029af308 775a9628 ntdll!RtIDispatchException+0x7c

029af30c fHfHftft

029af310 00000022

029af314 029af348



1:kd>u 77584fca
ntdll!NtQueryInformationProcess+0xa:

77584fcaret 14h # this is line 4 in the last snippet
1: kd> u @edx # SYSEXIT will set EIP to EDX
ntdll!KiFastSystemcCallRet:

77586954 ret # return to 77584fca

After executing KlFastSystemCallRet (which has only one instruction: RE’I’), you return to NtQueryInforma—

onl’rd:u:ieq.s| | f\_j

as an exercise.

Windows on ARM uses the SVC instruction to implement system calls. In older documentation, SVC may be

SRNRNRRRRaa S SRR e

' s
It is instructive to compare the SYSENTER 1mplementat10n on Wmdows 7’ and 8. You w1ll be asked to do thls 1=

referred to as SWI, but they are the same opcode. Recall that ARM does not have an IDT like x86/x64 but its ex-
ception vector table has similar functionality:

text:004DOE0O KiArmExceptionVectors
text:004DOEO0 LDRW
text:004DOE0O4 LDRW
text:004DOEO8 LDRW
text:004DOEOC LDRW
text:004DOE10 LDRW
text:004DOE14 LDRW

text:004DOE18 LDR.W
text:004DOE1C LDRW

Whenever the SVC instruction is executed, the processor switches to supervisor mode and calls KiSWIExcep-

tion to handle the exception. This function can be viewed as the ARM equivalence of KiSystemcCall64 on x64.
Again, to understand the whole system call process on ARM, consider the user-mode function ntdll!NtQuery-

InformationProcess:

PC, =OXFFFFFFFF

PC, =(KiUndefinedInstructionException+1)
PC, =(KiSWIException+1)

PC, =(KiPrefetchAbortException+1)

PC, =(KiDataAbortException+1)

PC, =OXFFFFFFFF

PC, —(Kllntértup'tléxk:éptlom 1)

PC, =(KiFIQException+1)

01: NtQueryInformationProcess

02:
03:
04:

o g omim = g

MOVW R12,#0x17
SVC 1
BX LR

dler KlSWIExceptlon.

01: K18W1Except10n |
02: trapframe=-0x1A0

03:
04:
05:
06:
07:
08:
09:

SUB SP, SP, #0x1A0

; NtQueryInformationProcess

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

STRD.W RO, R1, [SP,#0x1A0+trapframe. RO]
STRDW R2,R3, [SP,#0x1A0+trapframe. R2]
STRW R12, [SP#0x1A0+trapframe._R12]
STRW R11, [SP#0x1A0+trapframe. R11]

ORR.W LR,LR, #1
MOVS RO, #0x30



10: MRC p15,0,R12,c13,c0, 3 ; get the current thread
11: STRDW  LR,RO,[SP#0x1AO+trapframe._Pc]; LR is the return
; address after the
; SVC instruction. It
; saved here so the
; system knows where to

...................
Y

BEE s IH syscalllsdoneﬂiii!'*M‘_?'HH
 12: LDRBW R}, [R12# ETHREAD.Tcb.Header.__u0._s3.DebugActive]

13: MOVS R3 #2

14: STR R3, [SP,#0x1A0+trapframe.ExceptionActive]

15: ADDW R11, SP, #0x1AO+trapframe._R11

16: CMP R1,#0

17: BNE case_DebugMode

18: loc_4D00DO

19: MRC p15,0,R0,¢c1,c0, 2

20: MOVs R1,#0

21: TSTW RO, #0xF00000

22: BEQ loc_4DO0F2

23: ADD = R3,SP,#0x1A0+var C8

24: VMRS  R2,FPSCR |

25: ADD R1, SP, #sizeof( KTRAP_FRAME)

26: STR R2,[SP#0x1A0+var_114]

27; VSTMIA  R3,{D8-D15}

28: BICW R2,R2,#0x370000

29: VMSR FPSCR, R2

30:

31:loc_4DO0F2

32: STR R1, [SP#0x1A0+trapframe.VfpState]

33: LDR RO, [SP#0x1A0+trapframe._R12] ;retrieve saved syscall

SSTT T T S S et o et Sl B [

'34: LDR | RI, [SP#OxlAO+trapfralne RO] i TR
- 35: MOV R2,SP.
36: CPSW #0x1F
37: STRW  SP,[R2,#0x1A0+trapframe._Sp|
38: STRW LR, [R2,#0x1A0+trapframe._Lr]
39: CPSIEW  I,#0x13
40: STRD.W RO,R1,[R12,# ETHREAD.Tcb.SystemCallNumber]
; write syscall# to the
; thread
41: MRC p15,0,R0,c13,c0,4
42: BFCW RO, #0, #0xC



43;

LDRW R1, [RO,#0x594]

44: MOV R2, #0x5CF300

45: MOV R12, #KiTrapFrameLog

46: CMP R1, #4

47: BCS loc_4D0178

48:

 49; ) | e e e e e e ——— ———— L EEEEEE
B0 1, o7 T R i O 1 e e .o 0 o O
51: MRC pl15,0/R12,¢13,c0,3 {0 | | [ ] |4+

52:
53:
54:

LDRW RO, [R12,#_ETHREAD.Tcb.SystemCallNumber]
BL KiSystemService ;dispatchthe system call
B KiSystemServiceExit ;return back tousermode

This function does many things, but the main points are that it constructs a trap frame (nt!_KTRAP_FRAME)
to save some registers, saves the user-mode return address (SVC automatically puts the return address in LR),
saves the system call number in the current thread object, and dispatches the system call (same mechanism as
x64). The return back to user mode is done through KiSystemServiceExit:

01

16

MOV R3,SP

: KiSystemServiceExit
02:.
03:
04:
05:
06:
07:
08:
09:
10:
3
12:
s

- 14:

1152

BICW RO, RO, #1
ADD SP, SP, #0x1A0

CPSW #0x1F

LDRW  SP,[R3,# KTRAP_FRAME. Sp]

LDRD.W LR,R11,[R3,# _KTRAP_FRAME._Lr]

CPSW #0x12

STRDW  RO,R1,[SP]

LDR RO, [R3,#_KTRAP_FRAME._RO]

MOVS R1,#0

MOVS R2,#0

L ARG s R s S REEE s ss AREEREE
MOV RI12,R1 s RN B R

"RFEFDW  SP :returnbacktousermode

Interrupt Request Level

The Windows kernel uses an abstract concept called interrupt request level (IRQL) to manage system inter-
ruptability. Interrupts can be divided into two general categories: software and hardware. Software inter-
rupts are synchronous events that are triggered by conditions in the running code (divide by 0, execution
of an INT instruction, page fault, etc.); hardware interrupts are asynchronous events that are triggered by
devices connected to the CPU. Hardware interrupts are asynchronous because they can happen at any time;
they are typically used to indicate I/0 operations to the processor. The details of how hardware interrupts



work are hardware-specific and hence abstracted away by the hardware abstraction layer (HAL) component of
Windows.

Concretely speaking, an IRQL is simply a number (defined by the type KIRQL, which is actually a UCHAR)
assigned to a processor. Windows associates an IRQL with an interrupt and defines the order in which it is han-
dled. The exact number associated with each IRQL may vary from platform to platform, so we will reference
them only by name. The general rule is that interrupts at IRQL X will mask all interrupts that are less than X.
Once the  interrupt 1s handled the kemel lowers the IRQL so that it can run other tasks. Because IRQL isa per- '

processor value, multlple processors can sunultanéously operate atdlﬂ"&'ent IRQLs. = | s B

PASSIVE LEVEL (0)—Thls is the lowest IRQL in the system All user-mode code and most kernel code exe-
cutes at this IRQL.

- APC LEVEL (1) —This is the IRQL at which asynchronous procedure calls (APCs) are executed. (See the sec-
tion “Asynchronous Procedure Calls.”)

- DISPATCH LEVEL (2) —This is the highest software IRQL in the system. The thread dispatcher and deferred
procedure calls (DPCs) run at this IRQL. (See the section “Deferred Procedure Calls.”) Code at this IRQL cannot
wait.

While it seems like IRQL is a thread-schedulmg property 1t is not. It is a per-processor property, wheree
thread/priority is 3 pex-thread propertyl |+

Because IRQL is a software abstraction of interrupt priority, the underlying implementation has a direct
correlation with the hardware. For example, on x86/x64, the local interrupt controller (LAPIC) in the proces-
sor has a programmable task priority register (TPR) and a read-only processor priority register (PPR). The TPR
determines the interrupt priority; the PPR represents the current interrupt priority. The processor will deliver
only interrupts whose priority is higher than the PPR. In practical terms, when Windows needs to change the
interrupt priority, it calls the kernel functions KeRaiselrgl/KeLowerlrgl, which program the TPR on the local
APIC. This can be observed in the definition on x64 (on x64, CR8 is a shadow register allowing quick access to
the LAPIC TTPR):

KeRalsequl

-OlKiRh.lsequlprocnear‘”‘f- D ] I EE o T R e o IR e s
02: mov rax,cr8

03: movzx ecx,cl
04: mov cr8,rcx
05: retn

06: KzRaiselrql endp

KeLowerIrgl
01: KzLowerlrgl proc near

N7 mnusv aav ~l



03: mov c¢r8,rax
04: retn
05: KzLowerlrgl endp

The preceding concepts explain why code running at high IRQL cannot be preempted by code at lower IRQL.

Pool Memory
Similar to user-mode applications, kernel-mode code can allocate memory at run-time. The general name for

itis pool memory; one can think it like the heap m user mode Pool memory is generally divided into two types
paged pool and non-paged pool. Paged pool memory is memory that can be paged out at any given time by the
memory manager. When kernel-mode code touches a buffer that is paged out, it triggers a page-fault exception
that causes the memory manager to page in that buffer from disk. Non-paged pool memory is memory that
can never be paged out; in other words, accessing such memory never triggers a page fault.

This distinction is important because it has consequences for code running at high IRQLs. Suppose a kernel
thread is currently running at DISPATCH_LEVEL and it references memory that has been paged out and needs
to be handled by the page-fault handler; because the page fault handler (see MmAccessFault) needs to issue a
request to bring the page from disk and the thread dispatcher runs at DISPATCH_LEVEL, it cannot resolve the
exception and results in a bugcheck. This is one of the reasons why code running at DISPATCH_LEVEL must
only reside in and access non-paged pool memory.

Pool memory is allocated and freed by the ExAllocatePool' and ExFreePool' family of functions By defa:" '
x64 but non-executable on ARM on Wmdows 8, one can request non- executable, non-paged pool memory by
specifying the NonPagedPoolNX pool type. Paged pool memory is mapped read, write, executable on x86, but
non-executable on x64/ARM.

Memory Descriptor Lists

A memory descriptor list (MDL) is a data structure used to describe a set of physical pages mapped by a virtual
address. Each MDL entry describes one contiguous buffer, and multiple entries can be linked together. Once
an MDL is built for an existing buffer, the physical pages can be locked in memory (meaning they will not be
reused) and can be mapped into another virtual address. To be useful, MDLs must be initialized, probed, and
lo-cked and then mapped. To better understand the concept cons1det some of the pracucal uses of MDLs

.....................................

or vice versa. In order to achleve tlus it would ﬁrst 1mt1a11ze an MDL to describe the memory buﬂ'er (IoAllo-
cateMdl), ensure that the current thread has access to those pages and lock them (MmProbeAndLockPages),
and then map those pages in memory (MmMapLockedPagesSpecifyCache) in that process.

Another scenario is when a driver needs to write to some read-only pages (such as those in the code section).
One way to achieve this is through MDLs. The driver would initialize the MDL, lock it, and then map it to an-
other virtual address with write permission. In this scenario, the driver can use MDLs to implement a Virtual-
Protect-like function in kernel mode.

Processes and Threads

A thread is defined by two kernel data structures: ETHREAD and KTHREAD. An ETHREAD structure contains



housekeeping information about the thread (i.e., thread id, associated process, debugging enabled/disabled,
etc.). AKTHREAD structure stores scheduling information for the thread dispatcher, such as thread stack in-
formation, processor on which to run, alertable state, and so on. An ETHREAD contains a KTHREAD.

The Windows scheduler operates on threads.

A process contains at least one thread and is defined by two kernel data structures: EPROCESS and KPRO-
CESS. An EPROCESS structure stores basic information about the process (i.e., process id, security token, list
of threads, etc.). A KPROCESS structure stores scheduling information for the process (i.e., page directory
table, Iid.Fa}pmcessdr,systemiqsqr ume, ett:} ﬁ ﬁPl',lOCESS cdnta.i.n? ? KWP"ROCESS. ]'ust hke E'I'HRBA.D and l | | %
KTHREAD, these data structures are also opaque and should only be accessed with documented kernel rou-
tines. However, you can view their field members through the kernel debugger, as follows: ettt
Processes

kd> dt nt!_EPROCESS

+0x000 Pcb : _KPROCESS

+0x2c8 ProcessLock :_EX PUSH_LOCK

+0x2d0 CreateTime :_LARGE_INTEGER

+0x2d8 RundownProtect : _EX_RUNDOWN_REF

+0x2e0 UniqueProcessld : Ptr64 Void

+0x2e8 ActiveProcessLinks: LIST _ENTRY

+0x2f8 Flags2 : Uint4B .
~+0x2f8 JobNotReallyActive :Pos0,1Bit -~ "~ TS -

+0x2f8 AccountingFolded : Pos 1, 1 Bit

+0x2f8 NewProcessReported : Pos 2, 1 Bit

+0x3d0 InheritedFromUniqueProcessld : Ptr64 Void
+0x3d8 LdtInformation :Ptré4 Void

+0x3e0 CreatorProcess :Ptr64 EPROCESS

+0x3e0 ConsoleHostProcess : Uint8B

+0x3e8 Peb :Ptr64 _PEB

+0x3£0 Session : Ptr64 Void

+0x000 Header ~ :_ DISPATCHER_HEADER
+0x018 ProfileListHead : _LIST_ENTRY
+0x028 DirectoryTableBase : Uint8B

+0x030 ThreadListHead :_LIST_ENTRY
+0x040 ProcessLock :Uint4B

+0x0f0 ReadyListHead :_LIST_ENTRY
+0x100 SwapListEntry :_SINGLE_LIST_ENTRY
+0x108 ActiveProcessors : _KAFFINITY_EX



Threads

0: kd> dt nt!_ETHREAD
+0x000 Tcb : KTHREAD
afIRAR Creatplime - haRGEINERGRR - e

+0x350ExitTime : LARGE_INTEGER

+0x380 ActiveTimerListLock : Uint8B
+0x388 ActiveTimerListHead : LIST ENTRY
+0x398 Cid : CLIENT_ID

0: kd> dt nt!_ KTHREAD
 +0x000Header  :_DISPATCHER_HEADER B
+0x018 SListFaultAddress : Ptr64 Void
+0x020 QuantumTarget :Uint8B
+0x028 InitialStack :Ptré64 Void
+0x030 StackLimit :Ptr64 Void
+0x038 StackBase :Ptr64 Void
R A0 Threadbock: - SUNMAR- e -
+0x0d8 WaitListEntry :_LIST_ENTRY
+0x0d8 SwapListEntry : SINGLE_LIST_ENTRY
+0x0e8 Queue :Ptr64 KQUEUE
+0x0f0 Teb : Ptr64 Void



There are also analogous user-mode data structures storing information about processes and threads. For
processes, there is the process environment block (PEB/ntdlll_PEB), which stores basic information such as
base load address, loaded modules, process heaps, and so on. For threads, there is the thread environment block
(TEB/ntdll!_TEB), which stores thread scheduling data and information for the associated process. User-mode
code can always access the TEB through the FS (x86), GS (x64) segment, or coprocessor 15 (ARM). You will fre-
quently see system code accessing these objects, so they are listed here:

Current Thrmd (KemclMode)
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mov eax, largefs:124h e
x64
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mov rax,gs:188h
ARM

MRC p15,0,R3,c13,c0,3
BICS.W RO, R3, #0x3F

TEB(UmModc)
B S ERREE=SC CCBREREE .. isESEt ... JNSEBEs--BBNERTca.

mov edx,largefslsh o S
X64

mov rax, gs:30h

ARM
MRC p15,0,R4,c13,c0,2

Execution Context

Every running thread has an execution context. An execution context contains the address space, s~ «y
token, and other important properties of the running thread. At any given time, Windows has hundreds of
threads running in different execution contexts. From a kernel perspective, three general execution contex
can be defined:

- Thread context—Context of a specific thread (or usually the requestor thread in the case of a user-mode
thread requesting service from the kernel)

- System context—Context of a thread executing in the System process

- Arbitrary context—Context of whatever thread was running before the scheduler took over

Recall that each process has its own address space. While in kernel mode, it is important to know what co
text your code is running in because that determines the address space you are in and security privileges y:
own. There is no list of rules to precisely determine the execution context in a given scenario, but the follow
f8&11&1‘;111:1,133c.:ml:ze:lp.f l|

e e 1

» When a user-mode appllcatlon sends a request (IOCTL) to a driver, the driver's IOCTL handler runsin th:

context (i.e., the context of the user-mode thread that initiated the request).
- APCs run in thread context (i.e., the context of the thread in which the APC was queued).
» DPCs and timers run in arbitrary context.
» Work items run in System context.
» System threads run in System context if the ProcessHandle parameter is NULL (common case).

For example, a driver's entry point only has access to the System process address space and hence cannot
access any other process space without causing an access violation. If a kernel-mode thread wants to chang
its execution context to another process, it can use the documented API KeStackAttachProcess. This is usef
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The kernel provides common synchronization primitives to be used by other components. The most common
ones are events, spin locks, mutexes, resource locks, and timers. This section explains their interface and dis-
cusses their usage.

Event objects are used to indicate the state of an operation. For example, when the system is running low on
non-paged pool memory, the kernel can notify a driver through events. An event can be in one of two states:
signaled or non-signaled. The meaning of signaled and non-signaled depends on the usage scenario. Internally,
an event is an object defined by the KEVENT structure and initialized by the KelnitializeEvent API. After initial-
izi.ngthF event, a thread can wait for it with KFWaMFOrSmgleobject lmKeWaxtPothﬂt:lpleOb]ects Eventsare
commonly uSed in drivers to notxfy other threads that sometl'nng is finished processingor a partlcu.la.r condx-

‘tion was satisfied. - S it o b =

Timers are used to indicate that a certain time interval has passed. For example, whenever we enter a new
century, the kernel executes some code to update the time; the underlying mechanism for this is timers. Inter-
nally, timer objects are defined by the KTIMER structure and initialized by the KelnitializeTimer/Ex routine.
When initializing timers, one can specify an optional DPC routine to be executed when they expire. By defini-
tion, each processor has its own timer queue; specifically, the TimerTable field in the PRCB is a list of timers for
that particular processor. Timers are commonly used to do something in a periodic or time-specific manner.
Both timers and DPCs are covered in more detail later in this chapter.

Mutexes are used for exclusive access to a shared resource. For example, if two threads are concurrently mod-
ifying a shared linked list without a mutex, they may corrupt the list; the solution is to only access the linked
list while holding a mutex. While the core semantic of a mutex does not change, the Windows kernel oﬂ’r :
two d.lfferent kinds of mutexes guarded mutex and fast mutex Guarlded. mutexes are faster than fast mt. -Xes |
or GUARDED_MUTEX structure and initialized by ExImtr.ahze{Fast,Guarded}Mutex. After initialization, they
can be acquired and released through different APIs; see the Windows Driver Kit documentation for more
information.

Spin locks are also used for exclusive access to a shared resource. While they are conceptually similar to
mutexes, they are used to protect shared resources that are accessed at DISPATCH_LEVEL or higher IRQL. For
example, the kernel acquires a spin lock before modifying critical global data structures such as the active
process list; it must do this because on a multi-processor system, multiple threads can be accessing and mod-
ifying the list at the same time. Internally, spin locks are defined by the KSPIN_LOCK structure and initialized
with KelnitializeSpinLock. After initialization, they can be acquired/released through various documented
APIs; see the WDK documentation for more information. Note that code holding on to a spin lock is executing

Lists

Linked lists are the fundamental building blocks of dynamic data structures in the kernel and drivers. Many
important kernel data structures (such as those related to processes and threads) are built on top of lists. In
fact, lists are so commonly used that the WDK provides a set of functions to create and manipulate them in a
generic way. Although lists are conceptually simple and have no direct relationship to the understanding of
kernel concepts or the practice of reverse engineering, they are introduced here for two important reasons.

First, they are used in practically every Windows kernel data structure discussed in this chapter. The kernel
commonly operates on entries from various lists (i.e., loaded module list, active process list, waiting threads



list, etc.) contained in these structures, so it's important to understand the mechanics of such operations.
Second, while the functions operating on lists, e.g., InsertHeadList, InsertTailList, RemoveHeadList, Re-
moveEntryList, etc., appear in source form in the WDK headers, they are always inlined by the compiler and
consequently will never appear as “functions” at the assembly level in real-life binaries; in other words, they
will never appear as a call or branch destination. Hence, you need to understand their implementation details
and usage patterns so that you can recognize them at the assembly level.

S IEEEEE L s BEC e
ImplementatlonDetallsli LR L L
The WDK provides functions supporting three list types:

- Singly-linked list—A list whose entries are linked together with one pointer (Next).

- Sequenced singly-linked list—A singly-linked list with support for atomic operations. For example, you can
delete the first entry from the list without worrying about acquiring a lock.

- Circular doubly-linked list—A list whose entries are linked together with two pointers, one pointing to the
next entry (Flink) and one pointing to the previous entry (Blink).

All three are conceptually identical in terms of usage at the source code level. This chapter covers only doubly-
linked lists because they are the most common. In one of the exercises, you will be asked to review the WDK
documentation on list operations and write a driver that uses all three list types.

The implementation is built on top of one structure:

typedef struct _LIST_ENTRY {
struct _LIST_ENTRY *Elink;
struct _LIST_ENTRY *Blink;

JLIST_ENTRY, *PLIST_ENTRY;

A LIST_ENTRY can represent a list head or a list entry. A list head represents the “head” of the list and usually
does not store any data except for the LIST_ENTRY structure itself; all list functions require a pointer to the list
head. A list entry is the actual entry that stores data; in real life, it is a LIST_ENTRY structure embedded inside
a larger structure.

Lists must be initialized with InitializeListHead before usage. This function simply sets the Flink and Blink
fields to point to the list head. Its code is shown below and illustrated in Figure 3.4:

SSTT T T S S et o et Sl B [

VOID InitializeListHead(PLIST_ENTRY ListHead) [
Lisﬁead—#hnk L:stHeqd»Bhnk Llsuﬁead; MH'II|

!

Figure 3.4
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=5 Blink




In assembly form, this would translate to three instructions: one to retrieve ListHead and two to fill out the
Flink and Blink pointers. Consider how InitializeListHead manifests itself in x86, x64, and the ARM assembly:

x86

lea eax,[esi+2Ch]
mov [eax+4], eax
mov [eax] eax

g e o s e B O = TR e 3 Fromag

7 L N 35 oo e
lea rl1l,[rbx+48h] EraEE

mov [r11+8],ri11

mov [r1l],rill

ARM

ADDSW  R3,R4,#0x2C
STR R3,[R3,#4]
STR R3,[R3]

In all three cases, the same pointer and register are used in write-only operations. Another key observation
is that the writes at offset +0 and +4/8 from the base register; these offsets correspond to the Flink and Blm’
pointers in the structure. Whenever you see this code pattern, you should think of lists.

After initializing the list, entries can be inserted at the head or the tail. As mentioned previously, a hst entry -
is simply a LIST_ENTRY inside a larger structure; for example, the kernel KDPC structure (discussed later in the
chapter) has a DpcListEntry field:

C Definition

typedef struct _KDPC {
UCHAR Type;
UCHAR Importance;
volatile USHORT Number;
LIST_ENTRY DpcListEntry;
PKDEFERRED ROUTINE DeferredRoutme,

"wppneferred(:ontext R [ = = o e B R o S e SR
PVOID SystemArgument]l; e ] N O P ' frat
PO SyStENAT UMt 11T T T T T T T =
__volatile PVOID DpcData;

} KDPC, *PKDPC, *PRKDPC;

x64

0: kd> dt nt!_KDPC
+0x000 Type : UChar
+0x001 Importance :UChar
+0x002 Number : Uint2B
+0x008 DpcListEntry :_LIST_ENTRY



+0x018 DeferredRoutine : Ptr64 void

+0x020 DeferredContext : Ptr64 Void

+0x028 SystemArgument1 : Ptr64 Void
+0x030 SystemArgument2 : Ptr64 Void

+0x038 DpcData

: Ptr64 Void

Suppose you have a list with one KDPC entry, as shown in Figure 3.5.

ListHead

Flink

Blink

.........

e o s S o e Lo 2 S SR s s

R T

KDPC Entry1

Type
ListHead Importance
Flink \
Hiink| | | (=== Flink
| Blink

Insertion is done with InsertHeadList and InsertTailList. Consider the insertion of an entry at the head, as

shown in Figure 3.6.
Fim 3.6

ListHead
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InsertHeadList
C

VOID InsertHeadList(PLIST_ENTRY ListHead, PLIST_ENTRY Entry) {
PLIST_ENTRY Flink;
Flink = ListHead->Flink;

BEEC . MBRRE S e BERNRE o JNEEE .. ARSEEEL

Entry->Blink = ListHead; i ]

~ Flink->Blink =Entry;
ListHead->Flink = Entry,;
return;

LDR R1,[RS]
STR RS, [R2,#4]
STR R1,[R2]
'STR R2,[R1,#4]
STR R2,[RS]

mov edx, [ebx]
mov [ecx], edx
mov [ecx+4], ebx
mov [edx+4], ecx

S e e ] g e e e e e e e



VOID InsertTailList(PLIST_ENTRY ListHead, PLIST_ENTRY Entry) {

PLIST_ENTRY Blink;

Blink = ListHead->Blink;

Entry->Flink = ListHead;

Entry->Blink = Blink;

Blink->Flink = Entry;
;-LlstHead->BhnkEntry,‘-‘u-:-gii%;pjw;-_H_;_ £ e e
BE.. BEENEE ! TR I EERE e DEREERL
ARM

LDR R1,[RS,#4]
STR RS, [R2]
STR R1,[R2,#4]
STR R2,[R1]
STR R2,[RS,#4]

X86

mov ecx, [ebx+4]

mov [eax],ebx . | | . T T e o 1
mov [eax+4],ecx

mov [ecx], eax

mov [ebx+4], eax

x64

mov rcx, [rdi+8]

mov [rax], rdi

mov [rax+8], rcx

mov [rex], rax

In the preceding snippets, RS/EBX/RDI point to ListHead, and R2/ECX/RAX point to Entry. | |
Removal is done with RemoveHeadList, RemoveTailList, and RemoveEntryList. These routines are typically
preceded by the lststEmpty function, which s:mply checks whether the list head's Flink pomts to itself:

IsListEmpty

Cc

BOOLEAN IsListEmpty(PLIST_ENTRY ListHead) {
return (BOOLEAN)(ListHead->Flink == ListHead);

}
ARM

LDRR2,[R4]



X86

mov eax, [esi]
cmp eax, esi

x64

mov rax, [rbx]

A I o o g i e s o B e e T L S

PLIST_ENTRY RemoveHeadList(PLIST_ENTRY ListHead) {
PLIST_ENTRY Flink;
PLIST_ENTRY Entry;
Entry = ListHead->Flink;
Flink = Entry->Flink;
ListHead->Flink = Flink;
Flink->Blink = ListHead;
return Entry,

}

LDRR2, [R4]

LDRRI1, [R2]

STRR1,[R4]

STR R4, [R1,#4]

X86

SSTT T T S S et o et Sl B [

mov eax, [esi]
mov ecx, [eax]
mov [esi], ecx

mov rax, [rbx] -
mov rcx, [rax]
mov [rbx], rex
mov [rcx+8], rbx
RemoveTailList

C
PLIST_ENTRY RemoveTailList(PLIST _ENTRY ListHead) {

PLIST_ENTRY Blink;
PLIST_ENTRY Entry;



Entry = ListHead->Blink;
Blink = Entry->Blink;

ListHead->Blink = Blink;
Blink->Flink = ListHead;

return Entry;
}

e = ==
"~ LDR R6,[R5,#4]
~ LDR R2,[R6,#4]
STR R2, [R5,#4]
STR RS, [R2]

X86

mov ebx, [edi+4]
mov eax, [ebx+4]
mov [edi+4], eax
mov [eax], edi

x64

- mov rsi, [xdi+8] .
MoV rax, [rsi+8]
mov [rdi+8], rax
mov [rax], rdi

RemoveEntryList

C

g e i e e o B S T R e
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BOOLEAN RemoveEntryList(PLIST_ENTRY Entry){

PLIST_ENTRY Blink;
PLIST_ENTRY Flink;

Flink->Blink = Blink;

return (BOOLEAN)(Flink == Blink);

ARM

LDR R1,[RO]
LDR R2,[RO,#4]
STR R1,[R2]
STR R2,[R1,#4]

§ e



X86

mov edx, [ecx]
mov eax, [ecx+4]
mov [eax], edx
mov [edx+4], eax

x64
Tl Tl
- MoV rax, [rcx+8]
MOV X, TaXT | 1 1 |
mov [rdx+8], rax
Note that all list manipulation functions operate solely on the LIST_ENTRY structure. In order to do useful

things with a list entry, code needs to manipulate the actual data in the entry. How do programs access fields in
a list entry? This is done with the CONTAINING_RECORD macro:

#define CONTAINING_RECORD(address, type, field) ((type *)(\
(PCHAR)(address) - \
(ULONG_PTR)(&((type *)0)->field)))
CONTAINING_RECORD returns the base address of a structure using the following method: It calculates the
offset of a field in a structure by casting the structure pointer to 0, then subtracts that from the real addre~ '-

the list entry, and the name of that field. For example, suppose you have a list of KDPC entries (see definition
earlier) and you want a function to access the DeferredRoutine field; the code would be as follows:

PKDEFERRED_ROUTINE ReadEntryDeferredRoutine (PLIST_ENTRY entry) {
PKDPC p;
p = CONTAINING_RECORD(entry, KDPC, DpcListEntry);
return p->DeferredRoutine;

}

This macro is commonly used immediately after calling one of the list removal routines or during list entry
enumeration.

" Having discussed the concepts and impieinénfation details of the list manipulation functions in kernel mode,
we will now apply that to the analysis of Sample C. This walk-through has three objectives:
- Show one common usage of lists in a real-life driver/rootkit
- Demonstrate the uncertainties a reverse engineer faces in practice
« Discuss the problems of undocumented structures and hardcoded offsets
This driver does many things, but we are only interested in two functions: sub_11553 and sub_115DA. Con-
sider the following snippet from sub_115DA:

01: .text:000115FF mov eax,dword_1436C
02: .text:00011604 mov edi, ds:wcsncpy



03:
04:

05: text:0001160E loop_begin:
06: .text:0001160E cmp dword ptr [esi+20h],0
07: text:00011612 jz short failed
08: .text:00011614 push dword ptr [esi+28h]
09: text:00011617 call ds:MmiIsAddressValid
. 10:.text:0001161D test al,al ————— S
| 11: text:0001161F jz  short failed e |
12: text:00011621 mov eax,[esi+28h] =
13: .text:00011624 test eax,eax
14: text:00011626 jz short failed
15: .text:00011628 movzx ecx, word ptr [esi+24h]
16: text:0001162C shr ecx, 1
17: text:0001162E push ecx ; size_t
18: .text:0001162F push eax ;wchar t*
19: .text:00011630 lea eax,|[ebp+var_208]
20: .text:00011636 push eax ;wchar t*
21: text:00011637 call edi; wesncpy
22: text:00011639 lea eax, [ebp+var_208]
23:.text:0001163F push eax _ ;wchar t*
24: text:00011640 call ds:_wcslwr
25: text:00011646 lea eax,[ebp+var_208]
26: text:0001164C push offset aKrnl ; "krnl"
27: text:00011651 push eax ;wchar_t*
28: text:00011652 call ds:wcsstr
29: text:00011658 add esp, 18h
30: .text:0001165B test eax, eax
31: text:0001165D jnz short matched_krnl
32: text:0001165F mov esi, [esi]
33: text:00011661 cmp esi, ebx
f 34.1%00011663 ]z shor;loop end ' i L3
~ 35:.text:00011665 jmp short loop_| begm ot
36: .text:00011667 matched_krnl: '
37: text:00011667 lea eax, [ebp+var_208]
38:.text:0001166D push '\ ;wchar t
39: .text:0001166F push eax ;wchar t*
40: text:00011670 call ds:wcsrchr
41: text:00011676 pop ecx

42:

IeXt:0001160A MOV eDX,|eax]
text:0001160C mov esi, ebx

1ext:00011677 test  eax, eax

e |

Lines 1-4 read a pointer from a global variable at dword_1436C and save it in EBX and ESI. The loop body
references this pointer at offset 0x20 and 0x28; therefore, you can deduce that it is a pointer to a structure of



at least Ox2c bytes in size. At the end of the loop, it reads another pointer from the structure and compares it
against the original pointer (saved in line 3). Note that the pointer is read from offset 0. Hence, at this point,
you can surmise that this loop is iterating over a list in which the “next” pointer is at offset 0. Can you claim
that this structure contains a LIST_ENTRY field at offset 0? No, there is not enough concrete data at the mo-
ment to support that. Let's figure out where the global variable dword_1436C comes from.

sub_11553 uses the STDCALL calling convention and takes two parameters: a pointer to a DRIVER_OBJECT,
and a pointer to a global variable dword_1436C. It has the following interesting code snippet:

........................

.....
Y

’.01té:dt,ooousvsnmv‘eax,onnrro%hl"’z'_m‘.?Hw«.. B e B EE  l
02: text:0001157D mov eax,[eax] == | ‘
03: .text:0001157F mov eax, [eax+70h]
04:...

05: .text:0001159E mov ecx, [ebp+arg 4] ; pointer to the global var
06: .text:000115A1 mov [ecx], eax

Line 2 reads a pointer from a hardcoded address, OXFFDFF034. On Windows XP, there is a processor control
block structure (discussed later in the chapter) at OXFFDFFO00 and offset 0x34 is the KdVersionBlock pointer.
Lines 3-6 read a pointer value at offset 0x70 into the KdVersionBlock and write it back to the global variable;
you know it is a pointer because it is used to iterate the list entries in sub_115DA. In order to figure out the
exact list entry type, you need to determine what is at offset 0x70 of the KdVersionBlock structure. Because
this is an undocumented OS-specific structure, you have to either reverse engineer the Windows XP kernel~
search the Internet to see if other people already figured it out. The results indicate that on Windows XP, offset
0x70 of the KdVersionBlock structure is a pointer to a global list head called PsLoadedModuleList. Each entry in
this list is of type KLDR_DATA_TABLE_ENTRY and it stores information about currently loaded kernel modules
(name, base address, size, etc.); the first member in this structure is of type LIST_ENTRY. This makes sense be-
cause we previously deduced that at offset 0 is the “next” pointer (Flink to be precise).
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Assuming that the information from the Internet is correct, these two functions can be summarized as
follows:
-sub_11553 reads the KdVersionBlock pointer from the processor control block and retrieves the pointer to
PsLoadedModuleList from there; it saves this pointer to the global variable. PsLoadedModuleList is the head
of a list whose list entries are of type KLDR_DATA_TABLE_ENTRY. This function will be given the friendly

name GetLoadedModuleList.
. sub 1 1 SDA uses the list head pointer to iterate over all entries searching for a module name with the sub-

typedef struct_KLDR_DATA_TABLE_ENTRY {
LIST_ENTRY ListEntry;

[ Lo i e gk i e e N BT EETS
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UNICODE_STRING FullDlIName;
UNICODE_STRING BaseDIIName;

} KLDR_DATA_TABLE_ENTRY, *PKLDR_DATA_TABLE_ENTRY;
BOOL GetLoadedModuleList(PDRIVER_OBJECT drvobj, PLIST_ENTRY g_modlist)
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}
BOOL GetKernelName()
{

WCHAR fname]...};
PKLDR_DATA_TABLE_ENTRY entry,
PLIST_ENTRY p = g modlist->Flink;
while (p != g_modlist)
{
entry = CONTAINING_RECORD(p, KLDR_DATA_TABLE_ENTRY, ListEntry);

||||||||||||

wcsncpy(fname, entry-> Pu]lDllName Buffer, entry—>l'-‘u]1D]]Name Length * 2);

if (wesstr(fname, L'krnl") = NULL){ ... }
P = p->Flink;
}

}

While this driver may seem to work on a specific version of Windows, there are several problems with it.
First, it assumes that the PCRis always located at Oxl'-'I-'DFFOOO and that the KdVersionBlock is always at offset

.....

~ ifthis cocle were #wec_u_ted on a multi-processor ss'stcm and the tl,lread ,happened to be scheduled on another |
processor, this code would crash. Third, it assumes that there is a UNICODE_STRING at offset 0x24 in the
KLDR_DATA_TABLE_ENTRY structure (which is undocumented itself); this may not always be true because
Microsoft may add or remove fields from the structure definition, causing the offset to change. Fourth, this
code will certainly fail on an x64 kernel because the offsets are all different. Finally, the loaded module list may
change (i.e., drivers being unloaded) while the driver is iterating the list; hence, it may receive stale results or
lead to an access violation as a result of accessing a module that is no longer there. Also note that the driver
does not use any kind of locking mechanism while iterating a global list. As you analyze more kernel-mode
rootkits or third-party drivers, you will frequently encounter code written with these premature assumptions.

For this particular sample, you can tell that the developer just wants to get the kernel image name and base



tion. (See also the exercise on AuxKlibQueryModuleInformation.)

To conclude, we would like to briefly discuss the thinking process in analyzing these two functions. How
were we able to go from seemingly random values such as OxFFDF034, 0x70, and 0x28 to PCR, KdVersionBlock,
PsLoadedModuleList, KLDR_DATA_TABLE_ENTRY, and so on? The truth is that we already have previous ker-
nel knowledge and experience analyzing kernel-mode drivers so we instinctively thought about these struc-
tures. For example, we started with a loop that processes each list entry looking for the substring "krnl"; we

............................

DAIA_TABLE_ENTRY stzucture and venﬁed that 1t isindeed the case usmg publnc symbols Next, we lmow that
' PsLoadedModuleList is the global list head for the loaded module list. Because PsLoadedModuleList is not an

exported symbol, we know that the driver must retrieve this from another structure. Going backwards, we see

the hardcoded memory address OxFFDF034 and immediately think of the PCR. We verify this in the debugger:

0: kd> dt nt!_KPCR Oxffdff000

+0x000 NtTib +NT_TIB
+0x01c SelfPcr : Oxffdff000 _KPCR
+0x020 Prcb : Oxffdff120 _KPRCB
+0x024 Irql 01
+0x028 IRR 0
+0x02c IrrActive  :0
~ +0x030IDR HEN 03773 0 el i

+0x034 KdVersionBlock :0x8054d2b8 Void

From experience, we know that KdVersionBlock is a pointer to a large structure storing interesting informa-
tion such as the kernel base address and list heads. At that point, we have all the information and data struc-
tures to understand the code.

As you can see, there is a systematic thinking process behind the analysis; however, it requires a substantial
amount of background knowledge about the operating system, and experience. When you are first starting,
you may not have all the knowledge and intuition required to quickly understand kernel-mode drivers. Have
no fear! This book attempts to provide a strong foundation by explaining all the major kernel concepts and

'data sqmu With a strong foundahbn a.h# ‘f‘ lpt'of pracuce (sée l'.bfe errc:ses), you w'llleventually be aPlF $o
doitwith great ease. Remember: foundatmnal knowledge + intuition + expenence + patlenoe skllls _



Asynchronous and Ad-Hoc Execution

During the lifetime of a driver, it may create system threads, register callbacks for certain events, queue a
function to be executed in the future, and so on. This section covers a variety of mechanisms a driver can use to
achieve these forms of asynchronous and ad-hoc execution. The mechanisms covered include systemn threads,
work items, APCs, DPCs, timers, and process and thread callbacks.

B . o 3 o0 o N

System Threads L] | B
Aty;-)ical-user-:-m::de prdgra‘m'may have multlple threads handhng different reqﬁests. SMﬁly,aﬁVef may L
create multiple threads to handle requests from the kernel or user. These threads can be created with the PsCre-
ateSystemThread API:

S e e e, e 3 Fromag

NTSTATUS PsCreateSystemThread(
_Out_ PHANDLE ThreadHandle,
_In_ ULONG DesiredAccess,
_In_opt_ POBJECT_ATTRIBUTES ObjectAttributes,
_In_opt_ HANDLE ProcessHandle,
_Out_opt_ PCLIENT_ID Clientld,
_In_ PKSTART_ROUTINE StartRoutine,
| In_opt_| PVOID StartContext |
)

If called with a NULL ProcessHandle parameter, this API will create a new thread in the System process and
set its start routine to StartRoutine. The usage of system threads varies according to driver requirement. For
example, the driver may decide to create a thread during initialization to handle subsequent 1/O requests or
wait on some events. One concrete example is the kernel creating a system thread to process DPCs (see also the
KiStartDpcThread function).
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0: kd> dt nt!_IO_WORKITEM
+0x000 Workitem = :_WORK_QUEUE_ITEM
+0x020 Routine :Ptr64 void
+0x028 IoObject  : Ptr64 Void
+0x030 Context : Ptr64 Void
+0x038 Type : Uint4B
'+OXO3C,ACGV1tyId m“"r‘ff:i;f‘f"f‘\fl
kd>dtnt'WORKQUEUEITEM“3 e I
+0x000List ~ :_LIST_ENTRY
+0x010 WorkerRoutine :Ptr64 void
+0x018 Parameter :Ptr64 Void

Note that its WorkItem field is actually a list entry containing the worker routine and parameter. This entry
will eventually be inserted into a queue later. A driver calls the function IoAllocateWorklItem to get back a
pointer to an IO_WORKITEM allocated in non-paged pool. Next, the driver initializes and queues the work item
by calling IoQueueWorkItem:

PIO_WORKITEM IoAllocateWorkItem(
_In_ PDEVICE_OBJECT DeviceObject
)i
VOID IoQueueWorkItem( T T e o 1 LT fr s DY S B S —

_In_ PIO_WORKITEM IoWorkitem,

_In_ PIO_WORKITEM_ROUTINE WorkerRoutine,
_In_ WORK_QUEUE_TYPE QueueType,
_In_opt_ PVOID Context

);

The initialization part simply fills in the worker routine, parameter/context, and queue priority/type:

10_WORKITEM_ROUTINE WorkItem;
VOID WorkItem(
_In_ PDEVICE_OBJECT DeviceObject,

e T | e, T RS e g prm g ofm e magm w e v fomw gs o o g e e e e e
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et}
typedef enum WORK_QUEUE_TYPE {
CriticalWorkQueue =0,
DelayedWorkQueue =1,
HyperCriticalWorkQueue =2,
MaximumWorkQueue =3
} WORK_QUEUE_TYPE;
Where is it queued? As explained earlier, each processor has an associated KPRCB that contains a field called
ParentNode, which is a pointer to a KNODE structure; when the processor is initialized, this pointer points to



an ENODE structure that holds the work items queue:
Work items queue

0:kd> dt nt!_KPRCB

+0x5338 ParentNode :Ptr64 KNODE
0: kd> dt nt!_KNODE
1 Hoxa0pPeepidlesel -itiintss == [ R T
- +0x040 Proximityld :Uint4B T e |
+0X044 NodeNumber :Uint2B
0: kd> dt nt!_ENODE
+0x000 Ncb : _KNODE
+0x0c0 ExWorkerQueues :[7] _EX_WORK_QUEUE
+0x2f0 ExpThreadSetManagerEvent : _KEVENT
+0x308 ExpWorkerThreadBalanceManagerPtr : Ptr64 _ETHREAL
+0x310 ExpWorkerSeed :Uint4B
+0x3 14 ExWorkerFulllnit : Pos 0, 1 Bit
+0x314 ExWorkerStructinit : Pos 1, 1 Bit
+0x314 ExWorkerFlags :Uint4B .
O K> dEnt EX_WORK QUEOE T " T rr i T . -
+0x000 WorkerQueue :_KQUEUE
+0x040 WorkItemsProcessed : Uint4B
+0x044 WorkItemsProcessedLastPass : Uint4B
+0x048 ThreadCount :Int4B

+0x04c TryFailed :UChar
ExQueueWorkItemEx
ExQueueWorkItemEXx proc near

‘movrax,gs'ZOh 5 i 5 = 5 ] O 9 B 1 =
mov r8[rax+5338h] ;enode 7 T s T T P =
movzx eax, word ptr[r8+44h]
mov ecx,eax

lea rax, [rax+rax*2]

shl rax, 6

add rax, rbp

mov edx, r9d ;queuetype
mov  rcx,rll ; workitem passed in

call ExpQueueWorkitemNode



Asynchronous Procedure Calls

Asynchronous procedure calls (APCs) are used to implement many important operations such as asynchro-
nous I/0 completion, thread suspension, and process shutdown. Unfortunately, they are undocumented from
a kernel perspective. The official driver development documentation simply includes a short section acknowl-
edging that APCs exist and that there are different types. However, for common reverse engineering tasks, it is
not necessary to understand all the underlying details. This section explams what APCs are and how they are
BEC . SeRBRE-u-cREBRBL. ... iiRSEt ... BBSBEC ..iBESESEL L.

APC Fundamentals el | |

Generally speaking, APCs are functions that execute in a particular thread context. They can be divided into
two types: kernel-mode and user-mode. Kernel-mode APCs can be either normal or special; normal ones exe-
cute at PASSIVE_LEVEL, whereas special ones execute at APC_LEVEL (both execute in kernel mode). User APCs
execute at PASSIVE_LEVEL in user mode when the thread is in an alertable state. Because APCs run in thread
context, they are always associated with an ETHREAD object.

Concretely speaking, an APC is defined by the KAPC structure:

1: kd> dt nt!_KAPC
+0x000 Type : UChar
+0x001 SpareByte0 :UChar
~ #*0x002Size | |  :UChar
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+0x003 SpareBytel :UChar

+0x004 SpareLong0 :Uint4B

+0x008 Thread :Ptr32 _KTHREAD

+0x00c ApcListEntry :_LIST_ENTRY

+0x014 KernelRoutine :Ptr32 wvoid

+0x018 RundownRoutine :Ptr32 void
; +0x01cNormalRoutme Pt:r32 yoid
| +Ox014Reserved| | {[3]P3ZVoid | | | | T 1T T

+0x020 NormalContext :Ptr32 Void

+0x024 SystemArgument1 : Ptr32 Void

+0x028 SystemArgument2 : Ptr32 Void

+0x02c ApcStateIndex :Char

+0x02d ApcMode  :Char

+0x02eInserted  :UChar

This structured is initialized by the KelnitializeApc API:
KeInitializeApc

NTKERNELAPI VOID KelnitializeApc(
PKAPC Apc,
PKTHREAD Thread, |
KAPC_ENVIRONMENT Environment,
PKKERNEL_ROUTINE KernelRoutine,
PKRUNDOWN_ROUTINE RundownRoutine,
PKNORMAL_ROUTINE NormalRoutine,
KPROCESSOR_MODE ProcessorMode,
PVOID NormalContext
);

NTKERNELAPI BOOLEAN KelnsertQueueApc(
PRKAPC Apc,

PVOID SystemArgument1,

:‘onmsystmemz:‘3:"‘1"'?;“5?“j‘_';_z__i_r;
WRI’I’YIncrement
o

callback prototypes

typedef VOID (*PKKERNEL_ROUTINE)(
PKAPC Apc,
PKNORMAL_ROUTINE *NormalRoutine,
PVOID *NormalContext,
PVOID *SystemArgument1,
PVOID *SystemArgument2
)i

e |



typedef VOID (*PKRUNDOWN_ROUTINE)(
PKAPC Apc
);
typedef VOID (*PKNORMAL_ROUTINEX
,PVOIDNormalContext,_,7_.,,,, et
'PVOIDSystemArgumentl i EEEERCEE N EEERE
PVOID SystemArgumentz
);
typedef enum KAPC_ENVIRONMENT {
Original ApcEnvironment,
Attached ApcEnvironment,
CurrentApcEnvironment,
InsertApcEnvironment B
} KAPC_ENVIRONMENT, *PKAPC_ ENVIRONMENT;, - . | b4

Apc is a caller-allocated buffer of type KAPC. In practice, it is usually allocated in non-paged pool by ExAllo-
catePool and freed in the kernel or normal routine. Thread is the thread to which this APC should be queued.
Environment determines the environment in which the APC executes; for example, OriginalApcEnvironment
means that the APC will run in the thread's process context (if it does not attach to another process). Kernel-
Routine is a function that will be executed at APC_LEVEL in kernel mode; RundownRoutine is a function that
will be executed when the thread is terminating; and NormalRoutine is a function that will be executed at PAS-
SIVE_LEVEL in ProcessorMode. User-mode APCs are those that have a NormalRoutine and ProcessorMode set
to UserMode. NormalContext is the parameter passed to the NormalRoutine.

Once initialized, an APC is queued with the KeInsertQueueApc APL Apc is the APC initialized by Kelnitial-

parameter in IoCompleteRequest Whete isthe APC queued’ Recall that APCs are always assoc:ated wlth a
‘thread. The KTHREAD structure has two APC queues: |

0: kd> dt nt! KTHREAD
+0x000 Header :_DISPATCHER_HEADER
+0x018 SListFaultAddress : Ptr64 Void
+0x020 QuantumTarget :Uint8B

+0x090 TrapFrame :Ptr64 _KTRAP_FRAME
+0x098 ApcState  :_KAPC_STATE

+0x098 ApcStateFill = :[43]UChar

+0x0c3 Priority = :Char



+0x288 SchedulerApc : _KAPC

+0x2e0 SuspendEvent :_KEVENT

0: kd> dt nt!_ KAPC_STATE
+0x000 ApcListHead :[2]_LIST _ENTRY
+0x020 Process : Ptr64 _KPROCESS

BE
el
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| 40;(029 KernelApcPending:UChar
+0x02a UserApcPending :UChar
The ApcState field contains an array of two queues, storing kernel-mode and user-mode APCs, respectively.

Implementing Thread Suspension with APCs

N hen a program wants to suspend a thread, the kernel queues a kernel APC to the thread. This suspension APC
s the SchedulerApc field in the KTHREAD structure; it is initialized in KeInitThread with KiSchedulerApc as
he normal routine. KiSchedulerApc simply holds on the thread's SuspendEvent. When the program wants to
-esume the thread, KeResumeThread releases this event.

Unless you are reverse engineering the Windows kernel or kernel-mode rootkits, it is unlikely that you w?™
un into code using APCs. This is primarily because they are undocumented and hence not commonly us .1n
-ommercial drivers. However, APCs are frequently used in rootkits because they offer a clean way to inject code -
nto user mode from kernel mode. Rootkits achieve this by queueing a user-mode APC to a thread in the process
n which they want to inject code.
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Deferred Procedure Calls

Deferred procedure calls (DPCs) are routines executed at DISPATCH_LEVEL in arbitrary thread context on a
particular processor. Hardware drivers use them to process interrupts coming from the device. A typical usage
pattern is for the interrupt service routine (ISR) to queue a DPC, which in turn queues a work item to do the
processing.

short tasks.
Internally, a DPC is defined by the KDPC structure:

0: kd> dt nt!_KDPC
+0x000 Type :UChar
+0x001 Importance :UChar
+0x002 Number :Uint2B
+0x008 DpcListEntry :_LIST_ENTRY
+0x018 DeferredRoutine : Ptr64 void
+0x020 DeferredContext : Ptr64 Void
- +0x028 SystemArgument1 :Ptr64Void - " o 0 e e e =
+0x030 SystemArgument2 : Ptr64 Void
+0x038 DpcData  :Ptr64 Void
Each field's semantic is as follows:
- Type—Object type. It indicates the kernel object type for this object (i.e., process, thread, timer, DPC, events,
etc.). Recall that kernel objects are defined by the nt!_KOBJECTS enumeration. In this case, you are dealing
with DPCs, for which there are two types: normal and threaded.

- Importance—DPC importance. It determines where this DPC entry should be in the DPC queue. See also
KeSetImportanceDpc.

B e R e e o R e e
- DpcListEntry—LIST_ENTRY for the DPC entry. Internally, the msertlon/removal of DPCs from the DPC queue
operate on this field. See KeInsertQueueDpc.

- DeferredRoutine—The function associated with this DPC. It will be executed in arbitrary thread context and

at DISPATCH_LEVEL. It is defined as follows:

KDEFERRED_ROUTINE CustomDpc;
VOID CustomDpc(
_In_  struct_KDPC *Dpc,
_In_opt_ PVOID DeferredContext,
_In_opt_ PVOID SystemArgument1,



_In_opt_ PVOID SystemArgument2
)
{--1

- DeferredContext—Parameter to pass to the DPC function.

- SystemArgument1—Custom data to store in the DPC.
- SystemArgument2— Custom data to store in the DPC.

DpcData—A pomter to a KDPC_DATA structure:

N T o = g e e e R e B e S e et 1

+0x000 Dpcl.istl'lead : _LIST_ENTRY
+0x010DpcLock  :Uint8B

+0x018 DpcQueueDepth :Int4B
+0x01c DpcCount  :Uint4B

3 S

As you can see, it keeps accounting information about DPCs. The data is stored in the DpcData field of the
KPRCB structure associated with the DPC. DpcListHead is the head entry in the DPC queue (it is set during
KPRCB initialization) and DpcLock is the spinlock protecting this structure; each time a DPC is queued, the
DpcCount and DpcQueueDepth are incremented by one. See also KeInsertQueueDpc. It can be instructive
to analyze KelnsertQueueDpc in assembly; pay attention to the KPRCB access and head/tail list insertion.
The DPC usage pattern in code is simple: Initialize the KDPC object with KelnitializeDpc and queue it with
KeInsertQueueDpc. When the processor IRQL drops to DISPATCH_LEVEL, the kernel processes all DPCs in that

Jueue.

As mentioned earlier, each CPU core keeps its own queue of DPCs. This queue is tracked by the per-core KPRCB h <

|||||||

structure:

0:kd> dt nt!_KPRCB
+0x000 MxCsr :Uint4B
+0x004 LegacyNumber :UChar
+0x005 ReservedMustBeZero : UChar
+0x006 InterruptRequest : UChar

+0x2d80 DpcData  :[2] _KDPC_DATA
+0x2dcO DpcStack = : Ptr64 Void
+0x2dc8 MaximumDpcQueueDepth : Int4B

! '+0x24cq: I?pcRequestRate :Uint4B | ' i 1 ‘

+0x2dd0 MinimumDpcRate : Uint4B
+0x2dd4 DpcLastCount :Uint4B
+0x2dd8 ThreadDpcEnable : UChar
+0x2dd9 QuantumEnd  :UChar
+0x2dda DpcRoutineActive : UChar

0: kd> dt nt!_KDPC_DATA
+0x000 DpcListHead :_LIST_ENTRY
+0x010 DpcLock  :Uint8B
+0x018 DpcQueueDepth :Int4B
+0x01c DpcCount = :Uint4B



The two notable fields are DpcData and DpcStack. DpcData is an array of KDPC_DATA structures whereby
each element tracks a DPC queue; the first element tracks normal DPCs and the second tracks threaded DPCs.
The function KelnsertQueueDpc simply inserts the DPC into one of these two queues. The relationship can be
illustrated as shown in Figure 3.7.

DpcData[0]

DpcData[1]

DpcStack is a pointer to a block of memory to be used as the DPC routine’s stack.

KDPC KDPC KDPC
EEMUAMBE LS el ihl BEE . .S CBEAMBELE
DpcListéntry fe——>»{ DpcListEntry (e—>»{ DpcListEntry
DeferredRoutine DeferredRoutine DeferredRoutine

........

Windows has several mechanisms to process the DPC queue The first mechanism is through KJIdleLoop
While “idling,” it checks the PRCB to determine if DPCs are waiting and if so to call KiRetireDpcList to process
all DPCs. This is why sometimes these two functions appear on the stack while executing a DPC. For example:

0:kd> kn
# Child-SP

RetAddr

Call Site

00 fEfff800'00b9cc88 fffff800'028db5dc USBPORTIUSBPORT_IsrDpc
01 fFfff800'00b9cc90 fTff800'028d86fa nt!KiRetireDpcList+0x1bc
02 fffff800'00b9cd40 00000000'00000000 nt!KildleLoop+0x5a

The second mechanism occurs when the CPU is at DISPATCH_LEVEL. Consider the following stack:

Orkdedn
. RetAddr

| .#chﬂdLSP

g s o e e O S B

00 fEfff800'00ba2ef8 fffff800'028db5dc USBPORT!USBPORT. lerpc

01 fFfff800'00ba2f00 fffff800'028d6065 nt!KiRetireDpcList+0x1bc

02 fffff800'00ba2fb0 fffff800'028d5e7c nt!KyRetireDpcList+0x5

03 fHff880'04ac67a0 fffff800'0291b793 nt!KiDispatchInterruptContinue
04 fHff880'04ac6 7d0 fffff800'028cbda2 nt!KiDpcinterruptBypass+0x13
05 fffff880'04ac67e0 fffff960'0002992c nt!KilnterruptDispatch+0x212

06 fTfff880'04ac69 78 fTfff960'000363b3 win32kivAlphaPerPixelOnly+0x7¢c
07 fifff880'04ac6980 fFff960'0003 5fa4 win3 2k!AlphaScanLineBlend+0x303

08 fFfFf880'04ac6a40 fFf960'001fd4f9 win32kiEngAlphaBlend +0x4f4

09 fTfff880'04ac6¢cfO fffff960'001fdbaa win32kINtGdiUpdateTransform+0x112d

e EMEEEE ..



Oa fffff880'04ac6dbo fffff960'001fdd19 win32k!INtGdiUpdateTransform+0x17de
Ob fffff880'04ac6ed0 fffff960'001fded8 win32k/EngNineGrid+0xb1
Oc fffff880'04ac6£70 fffff960'001fe395 win32k!EngDrawStream+0x1a0
0d fffff880'04ac7020 fffff960'001fece7 win3 2k!INtGdiDrawStreamiInternal +0x47d
Oe fffff880'04ac70d0 fffff960'002 1a480 win32k!GreDrawStream+0x917
Of fffff880'04ac72c0 fffff800'028cf153 win32kINtGdiDrawStream+0x9¢c
10 fEff880'04ac7420 000007fe'fd762cda ntiKiSystemServiceCopyEnd+0x13 |
- This long stack indicates that win32k.sys was handling some graphics operation request from the user,and -
then the USB port driver's DPC routine—which has nothing to do with win32k—is executed. What probably
happened is that while win32k.sys was handling the request, a device interrupt occurred that caused the CPU
to operate at device IRQL; and then the IRQL is eventually lowered to DISPATCH_LEVEL, which causes the DPC
queue to be processed.
The third mechanism is through a system thread created during processor initialization. KiStartDpcThread
creates a thread (KiExecuteDpc) for each processor, which processes the DPC queue whenever it runs. For
example:

0:kd> kn

FChild-SP | | BetAddy | | CallSita [ | [ 11T i r T Y
00 fEfFf880'03116be8 fFFf300'028aadbo nt'KlecWatchdog

01 fEfEf880°03116bf0 ffFf800'028aac4b ntiKiExecuteAllDpes+0x148

02 fEfEf880°03116¢b0 fFFf800'02b73166 nt!KiExecuteDpc+0xch

03 fEff880'03116d00 fFFf800'028ae486 nt!PspSystemThreadStartup+0x5a

04 fEfEf880'03116d40 00000000'00000000 nt!KiStartSystemThread+0x16

Recall that the thread dispatcher runs at DISPATCH_LEVEL, and code running at this IRQL cannot be inter-
rupted by other software IRQLs (i.e., those below DISPATCH_LEVEL). In other words, if there is an infinite loop
in the DPC routine, the processor associated with it will spin forever and the system will practically “freeze”;
ina mulin-processor system, it may not freeze bt}t the proeessor executmg the DPC will not be usable by the =5
thread dispatcher. In addition, the DPC routme cannot wait on any kmd oi" dispatcher ob]ects because the e
dispatcher itself operates at DISPATCH_LEVEL this is why functions such as KeWaitForSingleObject and KeDe-
layExecutionThread cannot be called in DPC routines.



Timers

Timers are used to signal the expiration of a certain amount of time, which can be periodically or at some time
in the future. Optionally, the timer can also be associated with a DPC. For example, if a driver wants to check
the status of a device every five minutes or execute a routine 10 minutes in the future, it can achieve this by
using timers.
ety apeshing imaacts et by CTIMER preweeet a1 T
 Timer-related structures SEzIREE SEEZNE COEE
0:kd> dt nt!_KPRCB

+0x2dfc InterruptRate :Uint4B
+0x2e00 TimerTable : KTIMER_TABLE
0:kd> dt nt! KTIMER_TABLE
+0x000 TimerExpiry :[64|Ptr64 KTIMER
+0x200 TimerEntries :[256] KTIMER_TABLE ENTRY
0:kd> dt nt!_KTIMER ’
- 40x000 Header . :_DISPATCHER HEADER ' . . FErEEEEEE R RE RN 4
+0x018 DueTime  :_ULARGE_INTEGER
+0x020 TimerListEntry :_LIST_ENTRY
+0x030 Dpc : Ptr64 _KDPC
+0x038 Processor  :Uint4B
+0x03c¢ Period : Uint4B
0:kd> dt nt!_KTIMER_TABLE_ENTRY
+0x000 Lock : Uint8B
+0x008 Entry :_LIST_ENTRY

Timer-related routines

VOID KelnitializeTimer(
_Out_ PKTIMER Timer
)
BOOLEAN KeSetTimer(
_Inout_ PKTIMER Timer,
_In_ LARGE_INTEGER DueTime,



_In_opt_ PKDPC Dpc
);
BOOLEAN KeSetTimerEx(
_Inout_ PKTIMER Timer,
_In_ LARGE_INTEGER DueTime,
_In_ LONG Period,
_In_opt_ PKDPC Dpc
BaEmET= SRR R R T TR R

It is initialized by ca.ll.mg Kelmtlahze'l‘lmer, which simply fills out some of the basic ﬁelds After untxahzatlon,
the timer can be set through either KeSetTimer or KeSetTimerEx. The difference between the twoisthat Ke-
SetTimerEx can be used to set a recurring timer (i.e., expire every X time unit). Note that these functions can
optionally take a DPC object, which is executed when the timer expires. When calling these routines, the timer
is inserted into a timer table in the PRCB (TimerTable->TimerListEntry). Once set and queued, a timer may be
cancelled and hence removed from the timer table. This is done by the KeCancelTimer APL.

How does the system know when a timer expires? On every clock interrupt, the system updates its runtime
and checks the timer list to see if there are any expiring entries; if there are, it requests a DPC interrupt that will
process the entries. Hence, timers are also processed at DISPATCH_LEVEL.

There are many examples showing how timers are used in the operating system. For example, the system has
a periodic timer that synchronizes the system time and checks if the license is expiring (see ExpTimeRefresh
pcRoutme) There is evena timer that expu‘es at the endofa century (see ExpCenturyDpcRoutine). -

Exercises

1. Write a driver to enumerate the loaded module list every 10 minutes.

2. Write a driver to enumerate all timers on the system. Make sure you support multi-core systems. Ex-
plain why the DPC data associated with the timer does not seem to make sense.

3. Explain the DpcWatchDogTimer field in the PRCB.

4. Write a driver that sets a timer with an associated DPC. Explain the sequence of calls leading to DPC
execution. You may be interested in the following functions: KeUpdateRuntime, KeAccumulateTicks,
KiTimerExpiration, KiRetireDpcList, and KiExpireTimerTable.

- ! Explam how tlmer msertlon works You w111 need to look at the function KﬂnsertTuner’I‘able

.....................................

Process and Thread Callbacks

A driver can register callbacks for a variety of events. Two of the most common callbacks are related to
processes and threads, and they can be registered through documented APIs such as PsSetCreateProcessNotify-
Routine, PsSetCreateThreadNotifyRoutine, and PsSetLoadImageNotifyRoutine. How do they work?

During system initialization, the kernel calls the function PspInitializeCallbacks to initialize three global
arrays: PspCreateThreadNotifyRoutine, PspCreateProcessNotifyRoutine, and PspLoadImageNotifyRoutine.
When the driver registers a process, thread, or image callback, it is stored in one of these arrays. In addition,
there is a global flag, PspNotifyEnableMask, which determines what notification types are enabled/disabled. In
the thread initialization and termination paths (PspInsertThread and PspExitThread, respectively), it checks
whether the PspNotifyEnableMask flag is present and invokes the callbacks accordingly.



Completion Routines

The Windows I/0 model is that of a device stack, whereby devices are layered on top of each other, with each
layer implementing some specific function. This means that higher-level drivers can pass requests to lower
ones for processing. Whichever layer completes the requests marks it done by calling lIoCompleteRequest.
Completion routines are used to notify drivers that their I/0 request has been completed (or that it was can-

...................

Routme ﬁeld inan 10 STAC K_LOCATION (see the next secuon) modxﬁed.

Structure definition +0x008 Parameters : <unnamed-tag>
0:kd> dt nt!_IO_STACK_LOCATION +0x028 DeviceObject :Ptr64 DEVICE_OBJECT

+0x000 MajorFunction :UChar +0x030 FileObject  :Ptr64 _FILE_OBJECT

+0x%001 MinorFunction :UChar :g:::g g:::l’i:“m;:::; : ?:64 long
e : ol
+0x002 Flags :UChar

+0x003 Control | : UChar ‘unction definition

VOID
IoSetCompletionRoutine(
_In_opt_PIO_COMPLETION_ROUTINE CompletionRoutine,
_In_opt___drv_aliasesMem PVOID Context,
_In_BOOLEAN InvokeOnSuccess,
_In_BOOLEAN InvokeOnError,
_In_BOOLEAN InvokeOnCancel

)

PIO_STACK_LOCATION irpSp;
irpSp = IoGetNextIrpStackLocation(Irp);
irpSp->CompletionRoutine = CompletionRoutine;
. irpSp->Context = Context;
I‘I' [~ | ‘u-pSﬁ-}Contro[bo‘,f}!T‘:i o e e '||
~_if(InvokeOnSuccess) { L3 G
irpSp->Control = SL_INVOKE_ON SUCCESS
}
if (InvokeOnError) {
irpSp->Control |= SL_INVOKE_ON_ERROR;
}
if (InvokeOncCancel) {
irpSp->Control |= SL_INVOKE_ON_CANCEL;
}
}



I/0 Request Packets

Windows uses I/0 request packets (IRPs) to describe 1/0 requests to kernel-mode components (like drivers).
When a user-mode application calls an API to request data, the I/0 manager builds an IRP to describe the
request and determines which device to send the IRP to for processing. From the time an IRP is created until
its completion by a driver, it may have passed through multiple devices, and additional IRPs could have been
created to fu,lﬁll the request One can think of IR.?s as the fundamental umt of cqmrnumcanon between devnces

......

documented (hence partlally opaque):

0: kd> dt nt!_IRP
+0x000 Type :Int2B

+0x042 StackCount :Char
+0x043 CurrentLocation : Char

+0x058 Overlay : <unnamed-tag>

+0x068 CancelRoutine :Ptr64 void

+0x070 UserBuffer :Ptr64 Void

+0x078 Tall <unnamed-tag>

Froma program.lmng perspecuve, an IRP can be divided mto two areas: static and dynamic. The static part

is an IRP structure with basic information about the request such as who requested the operation (kernel or
user), requesting thread, and data passed in from the user. The Overlay and Tail fields are unions containing
metadata about the request. The dynamic part is immediately after the header; it is an array of IO_STACK_LO-
CATION structures containing device-specific request information. An I0O_STACK_LOCATION contains the
IRP's major and minor function, parameters for the request, and an optional completion routine. Similar to IRP,
it is a partially opaque structure:

0: kd> dt nt!_I0_STACK_LOCATION
+0x000 MajorFunction :UChar
+0x001 MinorFunction :UChar
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+0x003 Control : UChar =

+0x008 Parameters :<unnamed-tag>

+0x028 DeviceObject :Ptr64 DEVICE_OBJECT

+0x030 FileObject = :Ptr64 _FILE_OBJECT

+0x038 CompletionRoutine : Ptr64 long

+0x040 Context  :Ptr64 Void

The Parameters field is a union because the parameter depends on the major and minor function number.

Windows has a predefined list of generic major and minor functions to describe all request types. For example,
a file read request will lead to an IRP created with the major function IRP_M]_READ; when Windows requests
input from the keyboard class driver, it also uses IRP_MJ_READ. When the I/O manager creates an IRP, it de-



termines how many 10_STACK_LOCATION structures to allocate based on how many devices there are in the
current device stack. Each device is responsible for preparing the IO_STACK_LOCATION for the next one. Recall
that a driver can set a completion routine with the IoSetCompletionRoutine API; this is actually an inlined rou-
tine that sets the CompletionRoutine field in the I0_STACK_LOCATION.

Figure 3.8 illustrates the relationship between these two structures in an IRP.

Static part <

.......

- StackCount

Tail.Overtay, CurréntStackLocation

I0_STACK_LOCATION

I0_STACK_LOCATION

I0_STACK_LOCATION

I0_STACK_LOCATION

Dynamic part <

10_STACK_LOCATION

I0_STACK_LOCATION

an 10 request packet

“next” IRP stack location

“current” IRP stack It

e e N BT EETS

relationship between IRP and I0_STACK_LOCATION

in an 10 request packet

i

Note that the “next” stack location is the element immediately above the “current” one (not after it). This is
important to know because stack location routines such as loGetCurrentirpStackLocation, IoSkipCurrentirp-
StackLocation, IoGetNextlrpStackLocation, and others are simply returning pointers to these array elements
using pointer arithmetic.

Although IRPs are typically generated by the I/0 manager inresponse to requests from users or other devices,

=================

rootkits use this mechamsm to d1rectly send requests to the file system driver in order to bypass system call
hooking. You will analyze one such rootkit in the exercise.

Structure of a Driver

A driver is a piece of software that interacts with the kernel and/or controls hardware resources. While there
are many different types of drivers, we are primarily concerned with the following types of kernel-mode

drivers:



- Legacy software driver—Software that runs in ring 0 and interacts with the kernel through documented
and undocumented interfaces. Most rootkits and security drivers are of this type.

- Legacy filter driver—Drivers that attach to an existing driver and modify its input.

- File system minifilter driver—Drivers that interact with the file system to intercept file I/O requests. Most
anti-virus software uses this kind of driver to intercept file writes/reads for scanning purposes; on-disk en-
cryption software is typically implemented through this mechanism.

The standard model for Windows drivers is the Windows Driver Model (WDM). WDM defines both a set of

' mtbrFaFes that dhvers must unplement hnd nrlgs to follow in orde}.t Fo safely mte:adt mth I:he kernel. It h'asi | ,

s

and-play hardware drivers with full power management and handling all the synchmmzatmn 1dmsyncras1es
using pure WDM interfaces is exceedingly difficult, Microsoft introduced the Windows Driver Foundation
(WDF) framework. WDF is basically a set of libraries built on top of WDM that simplifies driver development
by shielding developers from directly interacting with WDM. WDF is divided into two categories: kernel-mode
driver framework (KMDF) and user-mode driver framework (UMDF). KMDF is meant for kernel-mode drivers
(such as keyboards and USB devices) and UMDF is for user-mode drivers (such as printer drivers). This book
deals only with drivers based on the WDM model.

One can think of a driver as a DLL that is loaded into the kernel address space and executes with the same
privilege as the kernel. It has a well-defined entry point and may register dispatch routines to service requests
from users or other drivers. Note that a driver does not have a main execution thread; it simply contains cod~
that can be called by the kernel under certain circumstances This is why drivers usually have to registe' '-

| t.ant task isto xdenufy these d.lspatch routines and understand how they interact Wlth the kernel.

Entry Points
All drivers have an entry point called DriverEntry, which is defined as follows:
DriverEntry

NTSTATUS

DriverEntry (
PDRIVER_OBJECT DriverObject,
PUNICODE_STRING ReglstryPath
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DRIVER_OB]ECT

typedef struct _DRIVER_OBJECT {
CSHORT Type;
CSHORT Size;
PDEVICE_OBJECT DeviceObject;
ULONG Flags;
PVOID DriverStart;
ULONG DriverSize;
PVOID DriverSection;



PDRIVER_EXTENSION DriverExtension;
UNICODE_STRING DriverName;
PUNICODE_STRING HardwareDatabase;
PFAST_10_DISPATCH FastloDispatch;
PDRIVER_INITIALIZE DriverlInit;
;'PDRIVBRSTARTIODnverStartIo,;»i:l;;mw e
PDRIVER_UNLOAD DriverUnload; =~ R B
PDRIVER_DISPATCH Ma;ommcuon[lkp_‘M]_MAx‘lMUm;PUNcnON +1];
} DRIVER_OBJECT, *PDRIVER_OBJECT;

When a driver needs to be loaded, its image is mapped into kernel space memory, a driver object is created for
it and registered with the object manager, and then the I/0 manager calls the entry point. DRIVER_OBJECT isa
structure filled out by the 1/0 manager during the driver loading process; the official documentation indicates
that it is a partially opaque structure, but one can view its full definition in the header files. DriverInit is set to
the driver's entry point and the I/0 manager directly calls this field. The primary responsibility of DriverEntry
is to initialize driver-specific settings and register IRP dispatch routines as necessary. These routines are stored
in the MajorFunction array. As previously mentioned, Windows has a pre-defined set of IRP major functions -
generically describe every 1/0 request; whenever an 1/0 request comes in for the driver, the I/0 manager- |
the appropriate IRP major function handler to process the request. Hence, it is common to see code like the fol-
lowing in DriverEntry:

DriverObject->MajorFunction{IRP_M]J_CREATE] = CreateCloseHandler;
DriverObject->MajorFunction{IRP_M]J_CLOSE] = CreateCloseHandler;
DriverObject->MajorFunction{IRP_M]_DEVICE_CONTROL] = DeviceControlHandler;

Note that the same dispatch routine can be specified for multiple IRP major functions. Sometimes they will
be initialized in a loop:

for (i"O' i<IRP M]_MAJ(IMUM' i+ +) {

B o AN ;;»w;:_yi;;w--m EEEE .. EEEEEE. .

, DnverObJect->Ma]orFunct10n[IRP MJ_CREATE] = CreateHandler;
DriverObject->MajorFunction[IRP_M]_PNP] = PnpHandler;

If you do not initialize the MajorFunction table, it will contain the default handler IopInvalidDeviceRequest,
which simply returns an error to the requestor.

If a driver supports dynamic unloading, it must also fill out the DriverUnload field; otherwise, the driver will
remain in memory forever (until reboot). A DriverUnload routine typically performs driver-specific cleanup
tasks. Many rootkits do not register an unload routine.

RegistryPath is the registry path for the driver. It is created as part of the normal driver installation process.



Driver and Device Objects

The previous section states that the I/0 manager creates a DRIVER_OBJECT for every driver loaded in the sys-
tem. A driver can choose to create one or more device objects. Device objects are defined by the partially opaque
DEVICE_OBJECT structure:

typedef struct _DEVICE_OBJECT {
 CSHORT Type; o b

SIS e] | [T | | | | [l [ T T | | [
'LONG ReferenceCount; ‘
struct _DRIVER OB]ECT "DnverOb]ect
struct _DEVICE_OBJECT *NextDevice;
struct _DEVICE_OBJECT *AttachedDevice;
struct _IRP *Currentirp;
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PVOID DeviceExtension;
DEVICE_TYPE DeviceType;
CCHAR StackSize;
ULONG ActiveThreadCount; .
- PSECURITY_DESCRIPTOR SecurityDescriptor; =~ * e i -

PVOID Reserved;
} DEVICE_OBJECT, *PDEVICE_OBJECT;

DriverObject is the driver object associated with this device object. If the driver created more than one device
object, then NextDevice will point to the next device object in the chain. A driver may create multiple device
objects to manage different hardware resources it is handling. If no device objects are created, then no one can
send requests to the device. Typically, drivers will create device objects in DriverEntry through the IoCreateDe-
vice APL

DeviceExtension is a pointer to device-specific data stored in non-paged pool. Its size is specified as a param-

- eter to JoCreateDevice. Developers typically store cqntext information or important data about the driver and
other related devices here. RecoVenng the dev:c'e extension structure 14 piobably the secdn'd most unportan{ | .
- taskin the analysis of drivers. : A At ] - SN : et -

A driver can “attach” one of its own device objects to another device object so that it receives I/0 requests
intended for the target device object. For example, if device A attaches to device B, then all IRP requests sent to
B will be routed to A first. This attaching mechanism is used to support filter drivers so that they can modify/
inspect requests to other drivers. The AttachedDevice field points to the device to which the current device ob-

ject is attached. Device attaching is done through the IoAttachDevice API family.



Driver and Device Objects

The previous section states that the I/O manager creates a DRIVER_OBJECT for every driver loaded in the sys-
tem. A driver can choose to create one or more device objects. Device objects are defined by the partially opaque
DEVICE_OBJECT structure:

typedef struct DEVICE._OB]ECT[
e RRERRE - .. anaEs- ... BESEE . SEEEREC ..
LONG ReferenceCount; |
struct _DRIVER_OBJECT *Dnverob]ect :
struct _DEVICE_OBJECT *NextDevice;
struct _DEVICE_OBJECT *AttachedDevice;
struct _IRP *CurrentlIrp;

PVOID DeviceExtension;
DEVICE_TYPE DeviceType;
CCHAR StackSize;

ULONG ActiveThreadCount; K
'PSECURITY_DESCRIPTOR SecurityDescriptor; i L L =

PVOID Reserved;
} DEVICE_OBJECT, *PDEVICE_OBJECT;

DriverObject is the driver object associated with this device object. If the driver created more than one device
object, then NextDevice will point to the next device object in the chain. A driver may create multiple device
objects to manage different hardware resources it is handling. If no device objects are created, then no one can
send requests to the device, Typically, drivers will create device objects in DriverEntry through the IoCreateDe-
vice APL

DeviceExtension is a pointer to device-specific data stored in non-paged pool. Its size is specified as a param-
eter to IOCreateDewce Developers typu:a]ly store cpptext mfonnat;on or important datg abpgt the driver and

.taskmtheanalysmofdmers ] . - ‘

A driver can “attach” one of its own device ob]ects to another device object so that it receives 1/0 requests
intended for the target device object. For example, if device A attaches to device B, then all IRP requests sent to
B will be routed to A first. This attaching mechanism is used to support filter drivers so that they can modify/
inspect requests to other drivers. The AttachedDevice field points to the device to which the current device ob-
jectis attached. Device attaching is done through the IoAttachDevice API family.

IRP Handling

As mentioned earlier, DriverEntry typically registers dispatch routines to handle various IRP major functions.



The prototype for these dispatch routines is as follows:

NTSTATUS

XXX _Dispatch (
PDEVICE_OBJECT DeviceObject,
PIRP Irp

)

‘The first argument is the request's target device object. The. second axgmnent isthe IRP descnbmg the -
S e IEEEEE N | T L I i
_ A dispatch routine typically first determines what IRP major function it received and then determines the .
request's parameters. It does so by checking the 10_STACK_LOCATION in the IRP. If the dispatch routine suc-
cessfully completes the request, it calls IoCompleteRequest and returns. If it cannot complete the request, then
it has three options: return an error, pass the IRP to another driver, or pend the IRP. For example, a filter driver
may choose to process only IRP_M]_READ requests itself and pass all other requests to the attached device. A
driver can pass IRPs to another driver through the IoCallDriver APIL

Because IRP parameters for each request are stored in their own IO_STACK_LOCATION, a driver must
ensure that it is accessing the right location. This is done through the IoGetCurrentIrpStackLocation APL If
the driver wants to pass the same IRP to another driver, it has to either copy the current parameters to the
next I0_STACK_LOCATION (IoCopyCurrentirpStackLocationToNext) or pass the parameter to the next driver
(loSkipCurrentStackLocation). '-

A Common Mechamsm for User-Kernel Commumcatlon

Many mechanisms are used to facilitate user-kernel communication. For example, a driver can communicate
with user-mode code through a shared memory region double-mapped in user and kernel space. Another
method is for the driver to create an event that a user-mode thread can wait on; the event state can be used as a
trigger for further action. Yet another (although hackish) method is through interrupt handling. A driver can
manually set up a custom interrupt handler in the IDT and user-mode code can trigger it with the INT instruc-
tion; you will probably never see this technique used in a commercial driver.

While the precise communication mechanism depends on the developer's ultimate goal, a generic docu-
mented interface is typically used for user-kernel data exchange. This mechanism is supported by the IR-
P_MI_DEVICB_.CON'I’ROL operatzon and, commonly refer;ed to as device 1/0 control or sunply IOCTL It works
asfollows: | = | | | NN | S ENEE e INEERE BEEEEE .-

1. The driver defines one or more IOCTL codes for each operation it supports. _ ‘ |
2. For each supported operation, the driver specifies how it should access the user mput and return data to
the user. There are three access methods: buffered 1/0, direct 1/0, and neither. These methods are covered

in the next section.

3. Inside the IRP_M]_DEVICE_CONTROL handler, the driver retrieves the IOCTL code from its IO_STACK-
_LOCATION and processes the data based on the input method.

User-mode code can request these IOCTL operations through the DeviceloControl APIL

Buffering Methods

A driver can access a user-mode buffer using one of the following three methods:



- Buffered I/0—This is referred to as METHOD_BUFFERED in the kernel. When using this method, the kernel
validates the user buffer to be in accessible user-mode memory, allocates a block of memory in non-paged
pool, and copies the user buffer to it. The driver accesses this kernel-mode buffer through the Associate-
dIrp.SystemBuffer field in the IRP structure. While processing the request, the driver may modify the system
buffer (perhaps it needs to return some data back to the user); after completing the request, the kernel copies
the system buffer's content back to the user-mode buffer and automatically frees the system buffer.

Dnect IO—Thls is referred toas METHOD IN_DIRECT or METHOD._. OUT DIRECT in the kernel The former is

.............................

to buﬁ"ered 1/0 except that t.he d.nver get,s an MDL descnblng the user buffer. The l!O manager create_s the
" MDL and locks it in memory before passing it to the driver. Drivers can access this MDL through the MdlAd-
dress field of the IRP structure.

- Neither—This is referred to as METHOD_NEITHER in the kernel. When using this method, the 1/O manager
does not perform any kind of validation on the user data; it passes the raw data to the driver. Drivers can
access the data through the Parameters.DeviceloControl.Type3InputBuffer field in its IO_STACK_LOCATION.
While this method may seem the fastest of the three (as there is no validation or mapping of additional
buffers), it is certainly the most insecure one. It leaves all the validation to the developer. Without proper
validation, a driver using this method may expose itself to security vulnerabilities such as kernel memory
corruption or leakage/disclosure.

There is no written rule for determining which method to use in drivers because it depends on the driver's
specific requirements. However, in practice, most software drivers use buffered I/0 because it provides a gr”
balance between simplicity and security. Direct I/O is common in hardware drivers because it can be use\ 5
pass large data chunks without buffering overhead. o [

I/0 Control Code

An IOCTL code is a 32-bit integer that encodes the device type, operation-specific code, buffering method, and
security access. Drivers usually define IOCTL codes through the CTL_CODE macro:

#define CTL_CODE( DeviceType, Function, Method, Access ) ( \
((DeviceType) « 16) | ((Access) <« 14) | ((Function) « 2) | (Method) \
)

DeviceType is usually one of the FILE_DEVICE_* constants, but for third-party drivers it can use anything
above 0x8000. (This is only the recommended value and there is nothing enforcing it.) Access specifies generic
read/write operations allowed by the IOCTL; it can be a combination of EILE_ANY_ACCBSS FILE_READ_AC-
CESS, and FILE_WRITE_ACCESS. Function is thE &l:ker-spemﬁc 10CTL cddé itcanbe anyth:hg above 0x800. | i
Method specifies one of the buffering methods. | e

A typxca.l way to define an IOCTL code is as follows:

#define FILE_DEVICE_GENIOCTL 0xa000 // our device type
#define GENIOCTL_PROCESS 0x800 // our special IOCTL code
#define IOCTL_PROCESS CTL_CODE(FILE_DEVICE_GENIOCTL, \
GENIOCTL_PROCESS, \
METHOD_BUFFERED, FILE_READ_DATA)

This defines an IOCTL called IOCTL_PROCESS for a custom driver using METHOD_BUFFERED.
When analyzing a driver, it is important to decompose the IOCTL down to its device type, code, access, and



buffering method. This can be achieved with a couple of simple documented macros:

#define DEVICE_TYPE_FROM_CTL_CODE(ctrlCode) \
(((ULONG)(ctrlCode & Oxffff0000)) :=- 16)
#define METHOD_FROM_CTL_CODE(ctrlCode) ((ULONG)(ctrlCode & 3)

_Miscellaneous System Mechanisms

......................

: - observed in real-hfe dnvers

System Control Registers

In order to achieve their goals, many rootkit developers resort to hooking functions in the kernel. However, all
kernel code is mapped as read-only, so patching it will result in a bugcheck. On x86/x64, this protection mech-
anism is actually enforced at the hardware level through a special control register: CRO. CRO determines several
important processor settings, such as whether it is in protected mode and whether paging is enabled; it also
determines whether the CPU can write to read-only pages (WP bit). CRO is only accessible by code running in
ring 0. By default, Windows turns on the WP bit, which prohibits writes to pages marked read-only.
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There are several ways to bypass this restriction and the easiest one is to toggle the WP bit. Hence, you will
frequently see this code pattern in rootkits. For example, Sample G:

01: text:0001062F push eax

02: text:00010630 mov eaXx,cr0

03: text:00010633 mov [esp+8+var_4],eax
04: text:00010637 and eax, OFFFEFFFFh
05: text:0001063C mov  cr0, eax
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to CRO. Bit 16 in CRO is the WP bit.

There are at least two other solutions that do not directly modify CRO. They involve MDLs and knowledge of
the platform MMU. You will be required to do this as one of the exercises.

KeServiceDescriptorTable

As previously stated, many rootkits resort to hooking system calls. However, as you learned, system calls are
identified by a number that is used as an index into a syscall table. Furthermore, the system call table (KiSer-
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viceTable) is not exported, so there is no easy way to access it from a driver. How do rootkit authors get around
this?

The kernel exports the KeServiceDescriptorTable symbol, which contains a KSERVICE_TABLE_DESCRIPTOR
structure with the system call information. (Recall that on x64, this symbol is not exported.) This is how most
rootkits access the system call table. The next step is to identify where the target system call is located. Recall
that sy;tem palls are identified by anumber, not b name. Rootkit aut_:l'x_pr; have several | ways to find the nght :
system call. One wayisto hardcode the sysca.ll index. Another method is to disassemble the system call stui)
and get the index from there. Both of these methods have a trade-off: They are simple to implement, but they
rely on code or data patterns that may change from service pack to service pack; they may be reliable on some
platforms, but will certainly lead to system instability on others. Despite the unreliability, these two methods

are frequently used by rootkits in the wild. For example, Sample G has the following code:

01: text:000117D4 sub_117D4 proc near
02: .text:000117D4 push ebp
03: .text:000117D5 mov ebp, esp
04: text:000117D7 push ecx
05:.text:000117D8 mov - ecx, ds:KeServiceDescriptorTable . .
06: text:000117DE mov ecx, [ecx]
07: text:000117E0 push esi
08: text:000117E1 mov esi, ds:ZwQuerySystemInformation
ix
10: text:00011808 call DisableWP
11: text:0001180D mov ecx, ds:KeServiceDescriptorTable
12: text:00011813 mov eax, [esi+]]
f13.text00011816movecx,[ecx]
14 text00011818 mov dwordptr[ecx+eax‘4] offsetsub 112‘3121 TP T
154

16: .text:00011836 sub_117D4 endp

Lines 5-10 save the address of KiServiceTable in ECX, save the address of ZwQuerySystemInformation in
ESI, and disable the WP bit. Line 12 retrieves the second byte from ZwQuerySystemInformation; it does this
because it assumes that the first instruction in the function moves the syscall number to a register and hence
the 32-bit value after the opcode contains the actual syscall number (see the following sidebar). Lines 13-14
overwrite that syscall entry in the service table with a new function: sub_1123e. All calls to ZwQuerySystem-
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A section is an object used to describe memory backed by some form of storage. The section can be backed by
anormal file or a page file. A file-backed section is one for which the memory content is that of a file on disk;
if there are modifications to the section, they will be made directly to disk. A page-file-backed section is one
whose content is backed by the page file; modifications to such a section will be discarded after it is closed. A
driver can create a section with the ZwCreateSection API and then map a view of it into another process with
ZwMapViewOfSection. Each view is basically a virtual address range that can be used to access the memory
represented by the associated section object. Hence, there can be multiple views for a section.

Walli('-Throughs T | |

Now that you have a strong grasp of Windows kernel and driver concepts, it is time to apply that knowledge by
analyzing some real-life rootkits. This section serves two purposes: to explain the thinking process of kernel-
mode reverse engineering and to demonstrate the application of driver development techniques to under-
standing rootkits.

Rootkits come in many different forms. Some hook system calls, some hide files by filtering I/O responses,
some intercept network communication, some log keystrokes, and so on. However, like all drivers, they share
the same generic structure; for example, they all have a DriverEntry function with optional IRP dispatch han-
dlers that interface with the kernel through documented and undocumented interfaces. With this knowledge,
you can dissect core components of a driver and systematically analyze them. The general analysis process isas
TSI EEEEREEEERE T EEET IR R RSN .

13 Identlfy DnverEntxy and determme the IRP d.lspatch handlers if any -

2. Determine whether the driver attaches to another device to filter/intercept its 1/0 requests. If so, what is
the target device?

3. If the driver creates a device object, determine the name and device extension size.

4. Recover the device extension structure by observing how its field members are used.

5. If the driver supports IOCTL, identify all the IOCTL codes and their corresponding functionality. Deter-
mine what buffering method they use.

6. Identify DPCs, work items, APCs, timers, completion routines, callbacks, and system threads.

7. Try to understand how all the pieces fit together.
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An x86 Rootkit by SEUEEL ducduE e
The walk-through begins with Sample A. |

Its DriverEntry starts at 0x105F0 and ends at 0x106AD. It first initializes a UNICODE_STRING structure with
the strings \Device\fsodhfn2m and \DosDevices\fsodhfn2m. In kernel mode, most strings are described using
the UNICODE_STRING structure:

typedef struct_UNICODE_STRING {
USHORT Length;

USHORT MaximumLength;
PWSTR Buffer;

} UNICODE_STRING, *PUNICODE_STRING;



It is initialized through the RtlInitUnicodeString APL The “Device” string is a device name in the object man-
ager; the “DosDevices” string is used as a symbolic link to the actual device name. The Windows object man-
ager maintains and organizes objects in a filesystem-like structure with the root at “\”. There are well-defined
directories such as \Devices, \BaseNamedObjects, \KernelObjects, and so on. \DosDevices is an alias for the \??
directory; it is there because when user-mode applications specify the path to an object they want to access,
the \??\ is prepended to it; \?? contains symbolic links pointing to the real object. For example, when a user
wants to access “c:\test.txt” through the CreateFile AP], the actual path sent to the kernel is “\??\c:\test txt”-
because “c:” is a symbolic link to \Dewce\Harddlsquqalumez (it may on your system), the whole path-
eventua]iy relsolve to \Dewce\HarddlskVol éz{‘tést txt. The sym"bmmk is necessafy Bécéuke user-mo&é
APIs usually access devices through the \?? directory; if there were no symbolic links there, the device may not
be accessible to user-mode apps.

After initializing the two strings, it proceeds to create the actual device object. IoCreateDevice is defined as
follows:

NTSTATUS
IoCreateDevice(
IN PDRIVER_OBJECT DriverObject,
IN ULONG DeviceExtensionSize,
IN PUNICODE_STRING DeviceName OPTIONAL,
IN DEVICE_TYPE DeviceType,
IN ULONG DeviceCharacteristics,
- IN BOOLEAN Exclusive, O e s (A
OUT PDEVICE_OBJECT *DeviceObject
)i
DriverObject is the caller's DRIVER_OBJECT; it is the driver object that the new device object is associated
with. DeviceExtensionSize is how many bytes of non-paged pool memory should be allocated for the driver-
specific structure. Because it is a user-defined structure, it is very important to recover its fields. DeviceName
is the native device name. DeviceType is one of the pre-defined FILE_DEVICE_* types; if the device does not fall
into a generic category, FILE_DEVICE_UNKNOWN is used instead. DeviceCharacteristics refers to the device
characteristic; most of the time you will see FILE_DEVICE_SECURE_OPEN. Exclusive determines whether there
can be more than one handle to the device. DeviceObject receives the actual device object.
From the dlsassembly, you can decomplle the first basic block and its exiting condition as follows:

.....................................

ZOIUﬁIbé)DESTRINGdevname, "H\HH BE el O e
~02: UNICODE_STRING symname; | | {7

03:

04: NTSTATUS DriverEntry(PDRIVER_OBJECT DriverObject, \

PUNICODE_STRING regpath)

05: {

06: NTSTATUS status;

07: PDEVICE_OBJECT devobj;

08:

09: RtlInitUnicodeString(&devname, L“\\Device\\fsodhfn2m");

10: RtlInitUnicodeString(&symname, L"\\DosDevices\\fsodhfn2m");



11:
12:
13:
14:
15:
16:
17:
118

19;
20:

21;

status = IoCreateDevice(

DriverObject,

0,

&devname,

FILE_DEVICE_UNKNOWN,

FILE_DEVICE_SECURE_OPEN,

FALSE, EERERERREEEEnERE @ |
BRGNS

lf('NT SUCCESS(status)){
return status; //loc_ 106A3

}

22:}

NT_SUCCESS() is a common macro that checks if status is greater than or equal to 0. After successfully creat-
ng the object, it proceeds to the following:

01:
02:
03:
04:
05:
06:
07:
08:
09:
10:
1l:
12:
13:
14:
1p:
: 16:

Ix34? .

1ext:00010643 mov  ecx, [ebp+DriverObject]

1ext:00010646 mov dword ptr [ecx+38h], offset sub_10300
1text:0001064D mov edx, [ebp+DriverObject]

1text:00010650 mov dword ptr [edx+40h], offset sub_10300
1ext:00010657 mov eax, [ebp+DriverObject]

text:0001065A mov' dword ptr[eax+70h], offset sub_10300
1text:00010661 mov ecx, [ebp+DriverObject]

1text:00010664 mov dword ptr [ecx+34h], offset sub_10580
1ext:0001066B push offset SymbolicLinkName ; SymbolicLinkName
text:00010670 call ds:loDeleteSymbolicLink

text:00010676 push offset DestinationString ; DeviceName
text:0001067B push offset SymbolicLinkName ; SymbolicLinkName
1text:00010680 call ds:IoCreateSymbolicLink

text:00010686 mov [ebp+var_4], eax

1text:00010689 cmp [ebp+var_4],0

,text0001068D ]ge shortloc 106A1

0:kd> dt _DRIVER_OBJECT
nt!_DRIVER_OBJECT
+0x000 Type :Int2B
+0x002 Size :Int2B
+0x004 DeviceObject :Ptr32 _DEVICE_OBJECT

+0x034 DriverUnload :Ptr32 void
+0x038 MajorFunction :[28]Ptr32 long

.....

i!l“



17: .text:00010313 mov [eax+18h], ecx

18: .text:00010316 mov  edx, [ebp+Irp]

19: .text:00010319 mov dword ptr [edx+1Ch}, 0

20: .text:00010320 mov eax, [ebp+Irp]

21: .text:00010323 mov  ecx, [eax+60h]

22: text:00010326 mov [ebp#var_10], ecx
;23:,text00010329 mov edx,[ebpwar 10] e S N P R A . i e i e e
24: text:0001032C movzx eax, byte ptr [edx] ] 10 T e e O O
- 25! text:0001032F cmp eax,0Eh = { 745l

26: .text:00010332 jnz shortloc_1037D

We already know its prototype because it is the same for all IRP handlers. When analyzing IRP handlers, you

1eed to be cognizant of a few facts:

- An IRP is a dynamic structure with an array of IO_STACK_LOCATION after its header.

- Most of the IRP parameters are in the IO_STACK_LOCATION (including its IRP major/minor number).

- A driver accesses its IO_STACK_LOCATION using the IoGetCurrentIrpStacLocation routine. Because this
routine is forced-inline, you must recognize it through its inlined patterns. It is a common coding pattern to
retrieve the IO_STACK_LOCATION in the beginning of an IRP handler.

Lines 15-17 read the IRP structure and write a O to a field at offset Ox18. Looking at the IRP structure you see

he following: :

0:kd>dtnt! IRP. | | | EEmEEEmER R REREEN
+0x000 Type - Int2B
+0x002 Size : Uint2B

+0x00c AssociatedIrp :<unnamed-tag>

+0x018 IoStatus  :_IO_STATUS_BLOCK
+0x000 Status :Int4B
+0x000 Pointer : Ptr32 Void
+0x004 Information :Uint4B

+0x040 Tail ~r<unnamed-tag>
An IO_STATUS_BLOCK structure stores status information about an IRP:

typedef struct _IO_STATUS_BLOCK {
union {
NTSTATUS Status;
PVOID Pointer;
|5
ULONG_PTR Information;
}10_STATUS_BLOCK, *PIO_STATUS_BLOCK;



An IRP handler typically sets the Status field to indicate whether the IRP was successful or requires further
processing. Information stores request-specific information for the IRP; a driver may use it to store a pointer t«
a buffer or set the completion status. Pointer is reserved.

Hence, you know that line 17 sets the IRP->IoStatus.Status field to 0 and that the local variable var_4 is of
type NTSTATUS. Lines 18-19 access the IRP structure and write a 0 at offset Ox1c, which is the Information
field in IoStatus. This is simply setting IRP->IoStatus.Information to 0. Lines 20-22 access offset 0x60 in the
IRP structure and save 1ts address ina local vanable The IRP structure ls ﬁlled thh umons in the Tml ﬁeld

.............................

Let's dump some of the unions:

0 kd>dtnt_ IRP Tall Overlay
+0x040 Tail
+0x000 Overlay

+0x000 DeviceQueueEntry : KDEVICE_QUEUE_ENTRY

+0x000 DriverContext : [4] Ptr32 Void

+0x010 Thread :Ptr32 ETHREAD

+0x014 AuxiliaryBuffer : Ptr32 Char

+0x018 ListEntry :_LIST_ENTRY

+0x020 CurrentStackLocation : Ptr32 _10_STACK_LOCATION

+0x020 PacketType :Uint4B
' +0x024 OriginalFileObject : Ptr32 _FILE_OBJECT

This indicates that offset 0x60 could be either a pointer to an I0_STACK_LOCATION or an unsigned integer

indicating the packet type. We can make an educated guess that it is the CurrentStackLocation field because oi
the code context (occurring at the beginning of an IRP handler). Furthermore, we know that the inlined rou-
tine lIoGetCurrentIrpStackLocation is defined as follows:

FORCEINLINE
PIO_STACK_LOCATION
IoGetCurrentIrpStackLocation(PIRP Irp)

{

e o e PR R e o e e e e = P e e e e e s

BE e EEERE ‘M__wHH.‘-r T L o I o N

Therefore, lines 20-22 are saving the current I0_STACK_LOCATION to a local variable. The local va:iable
_var_10 is of the type PIO_STACK_LOCATION.



You can now decompile the first block of IRP_ReadCloselo as follows:

NTSTATUS IRP_ReadCloselo(PDEVICE_OBJECT devobj, PIRP Irp)
{

NTSTATUS status = STATUS_SUCCESS;
PIO_STACK_LOCATION isl;

Irp->loStatus.Status = status;

| is lilbdetCunenth'pStackLoc:aUOn(lrpL‘ W
if (isl->MajorFunction != IRP_MJ_DEVICE_CONTROL){
...//1loc_1037D

}
... // text:00010334

}

Next, we analyze block 0x10334, which executes if major code is IRP_M]_DEVICE_CONTROL:

01: text:00010334 mov
02: text:00010337 mov
03: text:0001033A mov
04: text:0001033D mov
05: .text:00010340 mov
" 06: .text:00010343 mov
07: text:00010346 mov
08: .text:00010349 mov
09: .text:00010350 mov
10: .text:00010353 mov
11: text:00010356 cmp
12: text:0001035D jz

ecx, [ebp+var_10]

edx, [ecx+0Ch]
[ebp+var_C], edx

eax, [ebp+Irp]

ecx, [eax+0Ch]
[ebp¥var—8Lkecx | [ | ||| "
edx, [ebp+Irp]

dword ptr [edx+1Ch], 644h
eax, [ebp+var_C]|
[ebp+var_14], eax
[ebp+var_14],22C004h
shortloc_10361

In the previous paragraph, we deduced that var_10 is of type PIO_STACK_LOCATION. Lines 1-2 access offset
0xC of the IO_STACK_LOCATION. Again, recall that an I0_STACK_LOCATION contains the 1/O request param-
eters, which are all stored in unions. How do you determine which union to use? We know that it will use the

................................

1: kd> dt nt!_IO_STACK_LOCATION Parameters.
+0x004 Parameters :

+0x000 Create :<unnamed-tag>
+0x000 CreatePipe : <unnamed-tag>
+0x000 CreateMailslot : <unnamed-tag>
+0x000 Read  :<unnamed-tag>
+0x000 Write :<unnamed-tag>
+0x000 QueryDirectory : <unnamed-tag>

+0x000 DeviceloControl : <unnamed-tag>

'lli‘



1: kd> dt nt!_IO_STACK_LOCATION Parameters.DeviceloControl.
+0x004 Parameters
+0x000 DeviceloControl
+0x000 OutputBufferLength  :Uint4B
+0x004 InputBufferLength : Uint4B
+0x008 IoControlCode : Uint4B
+0x00c Type3 InputBuffer : Ptr32 Void

......................

Therefotej lines 1—3 retneve theIdControlCode ﬁeldl ahd save tt in var_@l which we now know is of type | | | =
ULONG. :

Lines 4-6 access offset 0xC in an IRP and save the pmnter to alocal variable var_8. From the previous section,
we know that at offset 0xC is the AssociatedIrp union:

1: kd> dt nt!_IRP Associatedlrp.
+0x00c AssociatedIrp :
+0x000 MasterIrp :Ptr32 IRP
+0x000 IrpCount  :Int4B
+0x000 SystemBuffer :Ptr32 Void

Which of the three fields should you use? Given the current information, you cannot tell. The context re-
quired to determine the proper field is in lines 9-12, which retrieve the saved IOCTL code (var_C) and compare .
it against 0x22c004. You know that an IOCTL code encodes device type, function code, access, and buﬁ"enng
method. Hence, after decoding 0x22c004, you know the following: e R I o B

- Device type is FILE_DEVICE_UNKNOWN (0x22).

» The IOCTL code is Ox1.

« Access is (FILE_READ_DATA | FILE_WRITE_DATA).
- Buffering method is METHOD_BUFFERED.

Recall that we are in an IOCTL handler and that drivers must specify a buffering method when defining the
JOCTL code. For buffered 1/0, the SystemBuffer field points to a non-paged pool buffer storing the user input.
We can now say that lines 4-6 access the SystemBuffer field.

Lines 7-8 write 0x644 to offset Ox1c inside an IRP, which is the IRP->IoStatus.Information field. It is unclear
why the author chose this value.

Given this information, you know that the control code must have been constructed this way:

.....................................

#define IOCTL_1 CTL_CODE(FILE, DEVICE_UNKNOWN, 1, METHOD. BUFFERED,\ |
FILE_READ_DATA | FILE_ WRITE_DATA) .

Because we have not fully analyzed or understood the IOCTL operation, we gave it the generic IOCTL_1 name.
This block can now be decompiled as follows:

PVOID userinput = Irp->AssociatedIrp.SystemBuffer;
Irp->IoStatus.Information = (ULONG_PTR) 0x644;
if (isl->Parameters.DeviceloControl.IoControlCode == IOCTL_1)

{
... //loc_10361



}

...// 0001035F

To understand what the IOCTL does, we need to analyze loc_10361 and the function sub_103B0. However,
before doing that, let's finish the nearby blocks first (as they are simpler):

// remember var_4 is status local variable (type NTSTATUS)

01:

1text:0001035F jmp shortloc_1036C

02 text:0001036110c 1. 3 e e i

- 03:
- 04:
05:
06:
07:
08:
09:
10:
11:
1 &
13:
14:
12
16:
17:
18:
19:
20:
21
22:

..........

1ext:00010361 mov ecx,[ebp+var 8],‘ T
.text:00010364 push ecx T EEEGEEE
text:00010365 call IOCTL_1_handler
.text:0001036A jmp shortloc_1037D
text:0001036C loc_1036C:

.text:0001036C mov [ebp+var_4], 0C0000010h
text:00010373 mov edx, [ebp+Irp]
.text:00010376 mov dword ptr [edx+1Ch], 0
text:0001037D loc_1037D:

text:0001037D cmp [ebp+var_4],103h
text:00010384 jz shortloc 1039A
text:00010386 xor dl,dl = ;PriorityBoost
text:00010388 mov ecx, [ebp+Irp] ;Ii‘p
1ext:0001038B call ds:IofCompleteRequest
1ext:00010391 mov eax,[ebp+Irp]
1ext:00010394 mov ecx, [ebp+var_4]
1ext:00010397 mov [eax+18h], ecx
text:0001039A loc_1039A:

1text:0001039A mov eax, [ebp+var_4]
1text:0001039D mov esp,ebp

: text:0001039F pop ebp

:text 000103A0 retn 8

e I B B A T e =

e c

local status vanable to OxC 00000 10, wh;ch is STATUS_INVALID_OPERATION, and Irp-:-IoStatus.lnformatmn
to 0. Next, in line 11, it checks whether the local status is 0x103 (STATUS_PENDING); this block is actually

redundant because the status variable in this function can only have two values (STATUS_SUCCESS or STA-
TUS_INVALID_OPERATION). When an IRP is marked with STATUS_PENDING, it means that the operation is in-
complete and is awaiting completion from another driver. This occurs often in drivers so it is wise to remember
the magic constant 0x103. If the status is STATUS_PENDING, the handler immediately returns with that status
(line 13 and 20). Otherwise, it calls loCompleteRequest to mark the IRP completed and saves the status in IRP-

>IoStatus.Status (line 19) and returns it. This is actually a bug because a driver should set the IoStatusBlock
field before completing the request; once an IRP is completed, it should not be touched again. These blocks can



status = STATUS_INVALID_OPERATION;
Irp->IoStatus.Information = 0;

if (status ==

return status;

}

STATUS_PENDING) {

IoCompleteRequest(Irp, I0O_NO_INCREMENT);

: lrp->IoStatus Status = status

| return status;

~ Returning to the IOCTL_1_handler routine, note that it calls only two other functions: sub_10460and = .

g R e i i s et et Tl i € S B L S S

sub_10550. sub_10550 is a small leaf routine so we will analyze that first:

01:
02:
03:
04:
05:
06:
07:
08:
09:
10:
11:
1L
PX 3
14:
15:
16:
17:
18:

text:00010550

;void __stdcall sub_10550(PMDL Mdl, PVOID BaseAddress)
text:00010550 sub_10550 proc near

text:00010550 push ebp

text:00010551 mov ebp, esp

text:00010553 mov eax, [ebp+Mdl]

text:00010556 push eax ; MemoryDescriptorList
text:00010557 mov ecx, [ebp+BaseAddress]
text:0001055A push ecx ; BaseAddress
text:0001055B call ds:MmUnmapLockedPages |
text:00010561 mov edx,[ebp+Mdl]
text:00010564 push edx ; MemoryDescriptorList
text:00010565 call ds:MmUnlockPages

text:0001056B mov eax, [ebp+Mdl]

text:0001056E push eax ; Mdl

text:0001056F call ds:IoFreeMdl

text:00010575 pop ebp

1text:00010576 retn 8

1text:00010576 sub_10550 endp

This function unmaps, unlocks, and frees an MDL. It is unclear what the MDLs descnbe because we have not

malyzeq qletotherroutmes This fupcuén céﬁb@dﬁqmpﬂedasfonows* T

void UnmapMdl(PMDL mdl, PVOID baseaddr)

{

MmUnmapLockedPages(baseaddr, mdl);
MmUnlockPages(mdl);
IoFreeMdl(mdl);

}

sub_10460 is another leaf routine involving MDLs; its main functionality is to create, lock, and map an MDL

for a given buffer and length. Its prototype is as follows:
PVOID MapMdl(PMDL *mdl, PVOID VirtualAddress, ULONG Length);

i



By default, the disassembler was not able to infer the first parameter's type. You can tell that it is a PMDL*

because of instruction at 0x1049D. The assembly listing is shown here but without line-by-line commentary,
as itis very simple:

01:

02:
- 03: 1ext:00010460 push ebp- S I et It (0 e |
1ext:00010461 mov ebplesp ..
text:00010463 push OFFFFFFFFh ..
1text:00010465 push offsetunk 10748
text:0001046A push offset _except_handler3
text:0001046F mov eax, large fs:0
text:00010475 push eax
text:00010476 mov largefs:0, esp
1text:0001047D add esp, OFFFFFFFOh
text:00010480 push ebx
text:00010481 push esi

o4

05:
06:
07:
08:
09:
10:
11:
12:
13:
14:
15:
16
17
18:
t
20:
21:
22:
23:
24:
25:

::::

28

29:
30:
31:
32:
39:
34:
35:
36:
3

1ext:00010460 ; PVOID __stdcall MapMdI(PMDL *mdl,

PVOID VirtualAddress, ULONG Length)
text:00010460 MapMdl proc near

text:00010482 push edi
text:00010483 mov [ebp+var 18], esp

1ext:00010486 push- 0 p= 7 p v
text:00010488 push 0 ; ChargeQuota
text:0001048A push O
1text:0001048C mov eax,[ebp+Length]
text:0001048F push eax ;Length
1ext:00010490 mov ecx, [ebp+VirtualAddress]
text:00010493 push ecx ; VirtualAddress
1ext:00010494 call ds:loAllocateMdl
text:0001049A mov edx, [ebp+mdi]

; SecondaryBuffer

text:0001049D mov [edx], eax

:_.text.000104A5 jnz short loc_104A1$7

. text:000104A7 Xor eax, eax | i
text:000104A9 jmp loc_10534
text:000104AE loc_104AE:

text:000104AE mov [ebp+var_4],0
text:000104B5 push 1 ; Operation
1text:000104B7 push 0 ; AccessMode
text:000104B9 mov ecx, [ebp+mdl]
1text:000104BC mov edy, [ecx]
text:000104BE push edx

; MemoryDescriptorList



38:
39:
40:
41:
42:
43:

1text:000104BF call ds:MmProbeAndLockPages
text:000104C5 mov [ebp+var_4], OFFFFFFFFh
1text:000104CC jmp shortloc_104F6
1ext:000104CE loc_104CE:

text:000104CE mov eax, 1

1text:000104D3 retn

: text:000104D4 loc_104D4:

45:
46:
47:
48:
49:
50:
-5
e
5$3:
54.
55:
56:
57:
58:
59:
60:
61:
62:
63:
64:
65:
66:
67:
68:
69: .t
70:
4 K
54
73:
74:
75:
76:
Tr:
78
i3

tERtrOPQIMM mov esp,[qbp+var IBI ' ==
text:000104D7 mov eax, [9bp+md1] e i
text:000104DA mov ecx, [eax] bt e

.text:000104DC push ecx ; Mdl
.text:000104DD call ds:IoFreeMdl
.text:000104E3 mov [ebp+var_20],0
.text:000104EA mov [ebp+var_4], OFFFFFFFFh
.text:000104F1 mov eax, [ebp+var_20]
text:000104F4 jmp shortloc_10534
.text:000104F6 loc_104F6:

text:000104F6 push 10h ; Priority
.text:000104F8 push 0 ; BugCheckOnFailure
text:000104FA push 0 : BaseAddress
text:000104FC push 0 :CacheType = |
text:000104FE push 0 ,AccessMode

1ext:00010500 mov edx, [ebp+mdl]
1text:00010503 mov eax,[edx]
1ext:00010505 push eax
1ext:00010506 call ds:MmMapLockedPagesSpecifyCache
text:0001050C mov [ebp+var_1C], eax

text:0001050F cmp [ebp+var_1C],0

1text:00010513 jnz shortloc_10531

1text:00010515 mov ecx, [ebp+mdl]

text:00010518 mov - edx, [ecx]

; MemoryDescriptorList

text:0001051A push edx

Memofyf}éscnptor{.lst B
text:0001051B call ds:MmUnlockPages . -
1text:00010521 mov eax,[ebp+mdl]
text:00010524 mov ecx, [eax]
.text:00010526 push ecx ; Mdl
text:00010527 call ds:IoFreeMdl
text:0001052D xor eax,eax
.text:0001052F jmp shortloc_10534
.text:00010531 loc_10531:

text:00010531 mov eax, [ebp+var_1C|
text:00010534 loc_10534:

e |



80: .text:00010534 mov ecx, [ebp+var_10]

81: text:00010537 mov largefs:0, ecx

82: text:0001053E pop edi

83: text:0001053F pop esi

84: text:00010540 pop ebx

85: .text:00010541 mov esp,ebp

86: .text:00010543 pop ebp
B i LabiC orCINRRRLE LS SERRRE a. o SRRRRECCC GRNNNAR::

88: .text:00010544 MapMdl endp ,

Although this function seems long and comphcated it is not difficult to understand if you see e how the APIs |
are used together. IoAllocateMdl, MmProbeAndLockPages, and MmMapLockedPagesSpecifyCache are routines
used to create, lock, and map MDLs; MmProbeAndLockPages must be done inside a try/except block so there is
extra code generated in the beginning to set up the exception handler (i.e., the lines involving fs:0). This rou-
tine effectively maps a buffer into kernel space as writable and returns the address of a new mapping for this
buffer. The whole routine can be roughly decompiled as follows:

PVOID MapMdI(PMDL *mdl, PVOID VirtualAddress, ULONG Length)
{
PVOID addr; // virtual address of the mapped MDL
*mdl = IoAllocateMdl(VirtualAddress, Length, FALSE, FALSE, NULL);
_if (*mdl == NULL) return NULL;
_try{
MmProbeAndLockPages(*mdl, KernelMode, IoWriteAccess);
addr = MmMapLockedPagesSpecifyCache(
*mdl,
KernelMode,
MmNonCached,
NULL,
FALSE,
NormalPagePriority);
if (addr == NULL) {
BEES, i i ARBBRBE S o SERREE 5 IRSREECSS SEREERESL .
""" IoPreeMdl('mdl),
, ety L
} __except (EXCEPTION_EXECUTE_HANDLER) {
IoFreeMdl(*mdl);

}
return addr;

}
With an understanding of these two routines, we can now approach the handler. Note that it takes one
parameter, Irp->AssociatedIrp.SystemBuffer. Recall that the content of this buffer may be copied back to user
mode once the IRP is completed:

SSTT T T S S et o et Sl B [



01:
02:
03:
04:
05:

06: text:000103B6

07:
08:
09:
- 10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
o i
22:
23:
24:
25:
26:
s
28:
P b

o

38:
291
40:
41
42:

text:000103B7

text:000 10331)'
text:000103C0
text:000103C5
text:000103C8
text:000103CB
text:000103CC
text:000103D2
text:000103D4
text:000103D5
text:000103D8
text:000103D9
text:000103DE
text:000103E1
text:000103E5
text:000103E7
text:000103EE
text:000103F0 loc_103F0:
‘text:000103F0
text:000103F3
text:000103F6
text:000103F9 loc_103F9:
text:000103F9
: text:000103FC
: text:000103FF

: text: 000 10403
: text:00010406
: text:00010409
: text:0001040E
: text:00010410
text:00010413
text:00010416
1text:00010419
text:0001041C
1ext:0001041F

text:000103B0; void __stdcall IOCTL_1_handler(PVOID buffer)
.text:000103B0 IOCTL_1_handler proc near
text:000103B0O
text:000103B1
text:000103B3

push ebp
mov ebp, esp

sub esp, 10h
push esi
call ds KeRaiseIrqlToncLevel

g et 3 ot

mov ecx, [eax+s]
shl ecx, 2

push ecx : Length

mov edx, ds:KeServiceDescriptorTable
mov eax, [edx]

push eax ; VirtualAddress

lea ecx, [ebp+Mdl]

push ecx :mdl

call MapMdl

mov  [ebp+BaseAddress], eax

cmp [ebp+BaseAddress], 0

2 shortloc Y0449 T T T
mov [ebp+var_8],0

jmp shortloc_103F9

mov edx, [ebp+var_8]
add edx, 1
mov [ebp+var_8), edx

mov eax, [ebp+buffer]

mov ecx, [ebp+var_8]

jnb shortloc 1043¢
mov edx, [ebp+var_8]

mov eax, [ebp+buﬁ'er]

cmp dword ptr [eax+edx*4+4],0
jz shortloc_1043A

mov ecx, [ebp+var_8]

mov edx, [ebp+BaseAddress]
mov eax, [ebp+var_8]

mov esi, [ebp+buffer]

mov ecx, [edx+ecx*4]

cmp ecx, [esi+eax*4+4]

e |



43: text:00010423 jz shortloc_1043A

44: text:00010425 mov edx,[ebp+var_8]

45: text:00010428 mov eax, [ebp+buffer|

46: text:0001042B mov ecx,[eax+edx*4+4]

47: text:0001042F mov edx,[ebp+var_8]

48: text:00010432 mov eax,[ebp+BaseAddress]
49: text: 00010435 lea edx, [eax+edx"4]
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50: text:00010438 xchg ecx, [edx] e ITEEEE . e INEEEE. e EEEERE .

51: text:0001043A loc_ 1043A. -

52: text:0001043A jmp shortloc_103F0
53:.text:0001043C loc_1043C:

54: text:0001043C mov eax, [ebp+BaseAddress]

55: text:0001043F push eax ; BaseAddress
56: .text:00010440 mov ecx, [ebp+Mdl]
57:.text:00010443 push ecx ; Mdl

58: text:00010444 call UnmapMdl

59: text:00010449 loc_10449:

60: text:00010449 mov cl, [ebp+Newlrgl] ; Newlrql
61: text:0001044C call ds:KfLowerlrqgl

~62: text:00010452 pop esi | |
63: .text:00010453 mov esp,ebp
64: .text:00010455 pop ebp

65: .text:00010456 retn 4

66: .text:00010456 IOCTL_1_handler endp

This function first raises the IRQL to DISPATCH_LEVEL (line 7), which effectively suspends the thread dis-
patcher on the current processor. Whatever this function does, it cannot wait or take a pagefault; otherwise,
the machine will bugcheck. The same effect can be achieved with KeRaiselrgl. Line 8 saves the previous IRQL
so that it can be restored later (see line 61). Lines 9-11 retrieve the undocumented KeServiceDescriptorTable
entry field and multiply it by 4. Lines 12-18 pass KiServiceTable, a length (four times the size of the syscall
table), and an MDL pointer to MapMdl. Because we already analyzed MapMdl, we know that this simply maps a

‘buffer s]taxnng from memce'l‘able to KlService‘qu%NmnberOfSys:aer‘d}) Line 12 saves the virtual address
‘ofthe newly mapped buffer. I.mes 20-22 check the mapping status; if it was not successful the IRQL is loWered
~ and the code returns (lines 60-65), otherwise, a loop is entered whose counter is determined by the user mput

(lines 29-31). The loop body is from lines 33-50 and can be understood as follows:

SSTT T T S S et o et Sl B [

DWORD *userbuffer = Irp->AssociatedIrp.SystemBuffer;
DWORD *mappedKiServiceTable = MapMdl(mdl, KiServiceTable, nsyscalls*4);
for (i=0; i < userbuffer{0] ; i++)
{
if (userbufferfi+1]!= 0) {
if ( userbuffer|i+1] != mappedKiServiceTablel[i]) {
swap(mappedKiServiceTable[i], userbuffer[i+1]);

1



UnmapMdl(mdl);
KeLowerlrql(oldirql);
After many pages of explanations and decompiling the entire driver, you can now understand the sample's

] goa.l or whatever reason, the developer of this d:nTrer wanted to use an_IQCTL to overwrite the NT native sys-— | I
' calls table with custom addresses The us& ode buffer is a strueere in this format: o

[# of system calls]
[syscall 1 replacement address]
[syscall 2 replacement address]

[syscall n replacement address]|

While the developer may have achieved his or her goals, the driver has several critical issues that can lead
to system instability and security vulnerabilities. Some were mentioned during the walk-through, but you
should be able to identify many others. Here are some questions to start your quest:

» Will this driver work on a multi-core system? Explain your reasoning.

» Why does the author think the IRQL needs to be raised to DISPATCH_LEVEL? Is it really necessary?

» How can a normal user use this driver to execute arbitrary code in ring 0 context?

* ~Suppose the author wanted to replace some system calls with a custom implementation in user space. ‘What
problems might be encountered?

This driver is very small and simple, but it has most of the important constructs typically found in software
drivers: dispatch routines, device 1I/0 control from user mode, buffering methods, symbolic links, raising and
lowering IRQL levels, MDL management, IO_STACK_LOCATIONSs, and so on. You can apply the same analytical
techniques shown here to other drivers. Just don't imitate its development techniques in real life.

An x64 Rootkit

This section analyzes Sample B, an x64 driver. Because it is quite large and complex, we will focus only on areas
related to callbacks. We will not paste every line of this function, so you will need to follow it in a disassembler.

i+ Note that this driver spec1ﬁes process creationan e load nouﬁca,uons using the documented APIS =4

| 0x4b4-5i’-‘8 is the start of the proeess creation cilﬂ:aek routme First, it cleai's*a LARGE_INTEGER structure to i
zero. A LARGE_INTEGER structure is typically used to represent file size or time (note that itis laterusedat =
0x4046FF as an argument to KeDelayExecutionThread). Next, it gets the current process id with PsGetCurrent-
ProcessId. Does this get the process id of the newly created process? Not necessarily. The process creation call-
back prototype is as follows:

VOID

(*PCREATE_PROCESS_NOTIFY_ROUTINE) (
IN HANDLE Parentld,
IN HANDLE Processld, // processid of the created/terminated proc
IN BOOLEAN Create // TRUE=creation FALSE=termination

)



The Creation parameter is saved and tested at 0x404604 and 0x40463 1, respectively; if it is TRUE, then the |
callback simply returns. Hence, we know that this callback tracks only process termination. In the case of |

| process termination, the callback executes in the context of the dying process. After gathering the te'rmina'ting
- process id (which is not used at all), it retneves the EPROCESS object for the current process through IoGetCur-

rentProcess (0x4046 1C and 0x404622). It i s not clear why IoGetCurrentProcess is called twice (it could be | | |
a typo in the original source code). Next, it ret:neves and saves the process image filename string through |
PsGetProcessImageFlleName (0x404633), While this routme is not documented it is simple, exported, and

= fr ed by the ﬂ n/it tt‘les to g i 0u$ly ahzgd TV&I’F ry 2= ,,ﬁ.:
B f0x403 74 it ehtus a cntxc ﬁ on béfore irin a resl:drceﬁ because keAcqmreReso c.iei:‘.xclu-. ], 1; J 5
- siveLite requires normal kernel APCs to be dJSabled (whichis what-KeEnterCnt;ealliegmn does). Next, 1& éets

a pointer to a linked list and checks the terminating process image name against each entry in the list (offset
0x20). You know that this is a linked list because the loop iterates by pointers (0x404679) and terminates
when two pointers are the same (0x40465F). If there is no match, it releases the resource lock and pauses the
current thread (0x4046FF) one second from the current time. If the terminating process filename matches one
of those in the list, then it unmaps, unlocks, and frees an MDL stored in the list entry (offset 0x1070). If the

. buffer at offset 0x10b0 in the list entry is NULL then it is freed; otherwxse, the entry is freed from the hst by

the RemoveEntryList macro:

01: .text:00000000004046CA loc._ 4046CA' ||

02: .text:00000000004046CA mov | rax, [rbx+8] ‘ i

03: text:00000000004046CE mov r8,[tbx] | | EmEn
041 text:00000000004046D1- mov  edx,edi - ;Tag . bl L L] EEEEERL.«2TE

05:.text:00000000004046D3 mov [rax], r8

06: .text:00000000004046D6 mov rcx,rbx ;P

07: .text:00000000004046D9 mov [r8+8], rax

08: text:00000000004046DD call cs:ExFreePoolWithTag

Again, we can recognize the list operation because of the Flink (offset 0x0) and Blink (offset 0x8) mampu.la—

| tion pattern. In fact, we can now say that qword_40A590 is of type LIST_ENTRY.

Even though this callback is only one piece of the puzzle, you can apply the previous facts to indirectly un- |

- derstand other components of the rootkit. l‘-‘or example, you can tell that the rootkit either maps or injects code

| "on@'qﬂ MDL mappings were W iely ‘ﬁ#‘?

| K.

into processes and tracks them in a large lmked list (usmg process name as the key). When the process dies,
they have to unmap those MDLs because the systern wxll bugcheck lf a dead process stlll has locked pages The

! "Tﬂ le_

~ Another interesting routine in this fileis 9:540'381'-'0 We: wﬂl do a hne-by—hne analysxs of this routme Pef:a‘use

' it uses constructs that you will frequently see in other dnvers l'-‘urfhermore it teaches some valuable lessons

about analyzing optimized x64 code:

01:; NTSTATUS _cdecl sub_4038FO(PFILE_OBJECT FileObject, \
HANDLE Handle, BOOLEAN ﬂag)

02: sub_4038F0 proc near

03: push rbx

04: push rbp

05: push rsi

06: push rdi



07:
08:
09:
10:
11:
12;

i 13:
L 14

15:
16:
17
18:
19:
20:
21:
22:

push ri2

sub rsp, 60h

mov bpl, r8b

mov rl2,rdx

mov rdi, rcx

call cs:loGetRelatedDeviceObject

mov [mp+88h+u&18],1.‘,_,.w._.:,‘

xor ' edx,edx ;ChargeQuota i

‘mov _cl, [rax+4Ch] ; StackSize

mov rsi,rax

call cs:loAllocatelrp
test rax,rax

mov rbx, rax

jnz shortloc_403932
mov eax,0C0000017h
jmp loc_403A0C

23:loc_403932:

24
29:
26:
b
28:
29:
30:
31;
32;
33;
34:
35:
36:

o

lea rax,[rsp+88h+arg 18]
xor r8d,r8d ;State
lea IcX, [rsp+88h+Event] Event

ST TS T i e ey ot it el B [

lea rax, [rsp+88h+Event]

lea edx,[r8+1] ;Type

mov [rbx+50h], rax ; IRP.UserEvent

lea rax, [rsp+88h+var_58|

mov [rbx+48h], rax ; IRP.Userlosb

mov rax, gs:+188h ; KPCR.Prcb.CurrentThread

mov [rbx+0COh], rdi ; IRP.Tail.Overlay.OriginalFileObject
mov [rbx+98h]|, rax ; IRP.Tail.Overlay.Thread

mov byte ptr [rbx+40h], 0 ; IRP.RequestorMode

: call cs: KeImhahzeEvent

| = S | g Sl R S e e md GRS S8 TS B R

! mov rcx, [rbx+038h]

: mov byte ptr [rcx-48h], 6 ; IRP_M]_. 31-:'1‘ INFORMATION
: mov [rcx-20h], rsi; I0_STACK_LOCATION.DeviceObject
: mov [rcx-18hj,rdi;10_STACK_LOCATION.FileObject

: jz shortloc_4039A6

: mov rax, [rdi+28h]; FILE_OBJECT.SectionObjectPointer
: test rax,rax

: jz shortloc_4039A6

: mov [rax+10h], 0; SECTION_OBJECT_POINTERS.ImageSectionObject

48:loc_4039A6:

,,,,,,



49: mov [rcx-28h],r12
; IO_STACK_LOCATION.Parameters.SetFile.DeleteHandle
50: mov [rcx-30h], rdi
; IO_STACK_LOCATION.Parameters.SetFile.FileObject
51: mov dword ptr [rcx-38h], ODh ; FileDispositionInformation
; I0_STACK_LOCATION.Parameters.SetFile.FileInformationClass
52: mov dword ptr [rcx-40h], 1
1 i 10dsTACK LoCATION Parameters SetFlld Eength | (- | [ | T
53; mov rax, [rbx+0B8h]; CurrentlrpStackLomtlon i | ' b
'54: lea rcx,sub_4038B4 ; completionroutine
55: mov [rax-10h], rcx ;10_STACK_LOCATION.CompletionRoutine
56: mov rcx,rsi ; DeviceObject
57: mov rdx, rbx ;Irp
58: mov qword ptr [rax-8],0
59: mov byte ptr [rax-45h], OEOh; flag
60: call cs:IofCallDriver
61: cmp eax, 103h; STATUS_PENDING
62: jnz shortloc_403A09
63: lea rcx,[rsp+88h+Event];Object
64: mov 19b,1  ;Alertable
65: xor r8d,r8d ;WaitMode |
66: xor edx,edx ;WaitReason
67: mov [rsp+88h+var_68],0
68: call cs:KeWaitForSingleObject
69:loc_403A09:
70: mov eax, [rbx+30h]; IRP.IoStatus.Status
71:loc_403A0C:
72: add rsp,60h
73 pop ri12
74. pop rdi
75 paprei o e | L R
FOTIE i+ )l e e 0 . .o
77: pop rbx
78: retn
79: sub_4038F0 endp

First, we recover the function prototype by noting that the function's caller uses three registers: RCX, RDX,
8 (see 0x404ACS8 to 0x404ADB). Even though the disassembler marks CDECL as the function's calling conven-
ion, it is not really correct. Recall that Windows on the x64 platform only uses one calling convention which

pecifies that the first four arguments are passed via registers (RCX, RDX, R8, and R9) and the rest are pushed
n the stack. Line 12 calls IoGetRelatedDeviceObject using FileObject as the parameter; this API returns the
levice object associated with the file object. The associated device object is saved in RSIL. Lines 14-17 allocate
n IRP from scratch with IoAllocatelrp; the device object's StackSize field is used as the new IRP's IO_STACK-



_LOCATION size. If the IRP allocation somehow fails, the routine returns STATUS_NO_MEMORY (lines 20-22).
Otherwise, the new IRP is saved in RBX (line 19) and we continue to line 24. Lines 24-37 initialize basic fields
of an IRP and call KelnitializeEvent. Line 33 may look strange because of the GS:188h parameter. Recall that
on x64 Windows, the kernel stores a pointer to the PCR in GS, which contains the PRCB that stores scheduling

information. In fact, this routine is simply the inlined form of KeGetCurrentThread. Line 39 accesses a field at
offset Oxb8 in the IRP structure. What is this field?

0: kd> dt nt!_ IRP Ta1l Overlay
BE . TRROE .- aRRRRAE:hicSHBEEE:ssJNENRRECLssENRRNNEE:
+0x000 Overlay
- +0x000 DeviceQueueEntry : KDEViCE _QUEUE_ENTRY |
+0x000 DriverContext : [4] Ptr64 Void
+0x020 Thread :Ptr64 ETHREAD
+0x028 AuxiliaryBuffer : Ptr64 Char
+0x030 ListEntry :_LIST_ENTRY
+0x040 CurrentStackLocation : Ptr64 _I0_STACK_LOCATION
+0x040 PacketType :Uint4B
+0x048 OriginalFileObject : Ptr64 _FILE_OBJECT
It is accessing the CurrentStackLocation pointer in the Overlay union. Does this sound familiar? Line 39 is
actually just IoGetCurrentIrpStackLocation Lines 40-42 set some fields using negative offsets from the cur- '-

the “next” stack locauon is actually the element above the current one. Review this structure and its size:

0: kd> sizeof(_I0_STACK_LOCATION)
unsigned int64 0x48
0: kd> dt _IO_STACK_LOCATION
nt!_10_STACK_LOCATION
+0x000 MajorFunction :UChar
+0x001 MinorFunction :UChar
+0x002 Flags :UChar
+0x003 Control :UChar
+0x008 Parameters <unnamed-tag>
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4'0X030 l’ileOb]ect Ptr64 I"ILE OB]'ECT
+0x038 CompletionRoutine : Ptr64 long
+0x040 Context  :Ptr64 Void

The size of an IRP on x64 Windows is 0x48. Hence, line 40 must be accessing the “next” I0_STACK_LOCA-
TION because it is subtracting Ox48 bytes from the current location; it is setting the MajorFunction field to 0x6
(IRP_M]J_SET_INFORMATION). This tells you that the parameters for this request will be described using the
SetFile union member. Line 41 accesses the “next” IRP with negative offsets 0x20 and 0x18, which corresponds
to the DeviceObject and FileObject fields, respectively. What is happening here is that the developer used IoGet-
NextlIrpStackLocation and then filled out the field, and the aggressive Microsoft x64 compiler optimized the
code that way. The optimizer decided that because we are operating on an array of structures, it is cheaper (in



terms of space) to directly access the previous element using negative offsets; the alternative would have been
to calculate a new base pointer for the previous element and access its fields using positive offsets. You will run
into this optimization quite often in x64 binaries.

Line 43 tests a flag to determine whether additional checks should be performed for section objects. Lines
44-47 set the ImageSectionObject field accordingly. Lines 48-52 initialize various fields in the “next” IRP stack
location using negative offsets again. These offsets are inside the Parameters union; as we already know the IRP
ma]or function (IRP_M]_SEI' INFORMATION), we know that it will use the SetFlle union member

........................

1kd>‘dtntllOSTACKLObATIONParaméthrhSetI-‘:le BE v o N o B R S
+0x008 Parameters = : :
+0x000 SetFile
+0x000 Length : Uint4B
+0x008 FileInformationClass : FILE_INFORMATION_CLASS
+0x010 FileObject : Ptr64 _FILE_OBJECT
+0x018 ReplacelfExists :UChar
+0x019 AdvanceOnly  :UChar
+0x018 ClusterCount  :Uint4B

+0x018 DeleteHandle :Ptr64 Void

After calculating the offsets, we know that line 49 sets the DeleteHandle field with the second parameter, line
50 sets the FileObject field, line 51 sets the FileInformationClass field (0xD is PileDisposiﬁonlnfonnatioq), and
line 52 sets the Length field. The documentation for the FileDispositionInformation class says that it will take .
a structure with a one-byte field; if it is 1, then the file handle is marked for deletion. Hence, we now know why
lines 13 and 27 set the IRP.AssociatedIrp.SystemBuffer to 1. Lines 53-55 set sub_4038B4 as this IRP's comple-
tion routine. Line 60 passes the newly filled IRP to another driver (taken from line 16) for processing (most
likely the file system driver). Line 61 checks status with STATUS_PENDING to see if the operation is done; if yes,
the IRP's status is returned in EAX; if not, KeWaitForSingleObject is called to wait on the event initialized in
line 37. The completion routine will set the event and free the IRP when it's done:

01: sub_4038B4 proc near

02: push rbx

03: sub rsp, 20h

04: movdqu xmmo, xrmnword ptr [rdx+30h]
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07: xor r8d,r8d ;Wait

08: xor edx,edx ;Increment

09: movdqu xmmword ptr [rax], xmmO
10: mov rcx, [rbx+50h]; Event

11: call cs:KeSetEvent

12: mov rcx,rbx ;Irp

13: call cs:IoFreelrp

14: mov eax,0C0000016h

15: add rsp,20h



16: pop rbx
17: retn
18: sub_4038B4 endp

The entire routine can be decompiled as follows:

NTSTATUS sub_4038FO(PFILE_OBJECT FileObj, HANDLE hdelete, BOOLEAN flag)
{
T‘NTSTATUSstatus ‘Hi‘ ku
IO STACK LOCATION 08t 771 1 T T e ]
PIRP Irp; i
PDEVICE_OBJECT devobj;
KEVENT event;
10_STATUS_BLOCK iosb;
CHARDbuf = 1;
devobj = IoGetRelatedDeviceObject(FileObj);
Irp = IoAllocatelrp(devobj->StackSize, FALSE);
if (Irp == NULL) { return STATUS_NO_MEMORY; }
Irp->AssociatedIrp.SystemBuffer = &buf;
Irp->UserEvent = &event;
Irp->Userlosb = &iosb; \
"Irp->Tail.Overlay.Thread = KeGetCurrentThread(); = = o o i S B -
Irp->Tail.Overlay.OriginalFileObject = FileObj;
Irp->RequestorMode = KernelMode;
KelnitializeEvent(&event, SynchronizationEvent, FALSE);
iosl = IoGetNextIrpStackLocation(Irp);
iosl->DeviceObject = devobyj;
iosl->FileObject = FileObj;
if (Iflag && FileObj->SectionObjectPointer '= NULL) {
FileObj->SectionObjectPointer.ImageSectionObject = NULL;
}
Hlosl->Parameter38etFﬂeme0bject I-'HeObJ, S mm oo g e ey
" josl->Parameters.SetFile.DeleteHandle = hdelete; |
iosl->Parameters.SetFile.FileInformationClass = \
FileDispositionInformation;
iosl->Parameters.SetFile.Length = 1;
IoSkipCurrentirpStackLocation(Irp);
IoSetCompletionRoutine(Irp, sub_4038B4, NULL, TRUE, TRUE, TRUE);
if (IoCallDriver(devobj, Irp) == STATUS_PENDING) {
KeWaitForSingleObject(&event, Executive, KernelMode, TRUE, NULL);
}
return Irp->IoStatus.Status;



Now you can see that the driver uses this function to delete a file from the system without using the file
deletion API (ZwDeleteFile). It achieves this by crafting its own IRP to describe the file deletion operation and
passes it down to a lower driver (presumably the file system). Also, it uses a completion routine to be notified
when the IRP is complete (either success, failed, or somehow cancelled). While somewhat esoteric, this method
is very useful because it can bypass security software that tries to detect file deletion through system call
hooking.

Thu walk-through demonstrated two mam pomts Flrst 1f you know and understand the ob;ects and

.........................

code. The only way to improve is to practice.
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Debugging and Automation

Debuggers are programs that leverage support from the processor and operating system to enable tracing of
other programs so that one can discover bugs or simply understand the logic of the debugged program Debug-

the program s state.

- The purpose of this chapter is to fammanze you with the free debugging tools from Microsoft. It is not
intended to teach you debugging techniques or how to troubleshoot memory leaks, deadlocks, and so forth.
Instead, it focuses on the most important commands and automation/scripting facilities, and how to write de-
bugger extensions for the sole purpose of aiding you in reverse engineering tasks.

The chapter covers the following topics:

- The debugging tools and basic commands—This section covers the basics of debugging, various com-
mands, expression evaluations and operators, process and thread-related commands, and memory manipu-
lation.

+ Scripting—The scripting language of the debugger engine is not very user friendly. This section explains the
language in a structured and easy to follow manner, with various examples and a set of scripts to illust”rdte
each topic. After reading this section, you will start leveraging the power of scripting in the debugger. |

- Using the SDK—When scripts are not enough, you can always write extensions in C or C++. This section
outlines the basics of extension writing in C/C++.

The Debugging Tools and Basic Commands

The Debugging Tools for Windows package is a set of debugging utilities that you can download for free from
Microsoft's website. The toolset ships with four debuggers that are all based on the same debugger engine

(Dng.ng)

................................

plam.‘ Windows Debugging APIs. In fact, the Debugging Tools pad:age come.s with an SDK that illustrates how ,
to write extensions for the DbgEng or host it in your own programs.
The Debugging Tools for Windows package includes the following debuggers:

- NTSD/CDB—Microsoft NT Symbolic Debugger (NTSD) and Microsoft Console Debugger (CDB) are both
identical except that the former creates a new console window when started, whereas the latter inherits the
console window that was used to launch it.

- WinDbg—This a graphical interface for the DbgEng. It supports source-level debugging and saving
workspaces.

« KD—Kernel Debugger (KD) is used to debug the kernel.



The debuggers have a rich set of command-line switches. One particularly useful switch is —z, which is used
to analyze crash dumps (*.dmp), cab files (*.cab) containing a crash dump file. Another use of the -z switch is to
analyze PE files (executables or DLLs) by having the DbgEng map them as though they were in a crash dump.

The following example runs the cdb debugger with the -z switch in order to map calc.exe in the debugger:

C:\>edb -z c:\windows\syswow64\calc.exe

- Mictosot (R) Windows Debugger Version .13,0009.1140X86 | |k
Copyright (c) Microsoft Corporation. All rightsreserved. 0 R L R R
Loading Dump File [c:\windows\syswow64\calc.exe]

Symbol search path is: SRV*C:\cache*http://msdl.microsoft.com/download/

symbols

Executable search path is:

ModLoad: 00400000 004c7000 c:\windows\syswow64\calc.exe

€ax=00000000 ebx=00000000 ecx=00000000 edx=00000000 esi=00000000 edi=00000000
eip=0041a592 esp=00000000 ebp=00000000iopl=0  nvupdi pl nz na ponc

¢s=0000 ss=0000 ds=0000 es=0000 fs=0000 gs=0000 efl=00000000
calc!WinMainCRTStartup:

0041a592 e84bfOffff  call calc! security_init_cookie (004195e2)

0:000>

Please note two things:

» Calc.exe was mapped into the debugger, and EIP points to its entry point (unlike live targets, which point

inside ntdlldll).

» Many debugger commands won't be present, especially the process control commands (because the program

is mapped for analysis/inspection, not for dynamic tracing/debugging).

Using the -z switch, you can write powerful scripts to analyze programs and extract information.
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Setting the Symbol Path
Before launching any of the debuggers (WinDbg, CDB, NTSD, or KD), let's set up the _NT_SYMBOL_PATH envi-
ronment variable:
_NT_SYMBOL_PATH=SRV*“c:\ cache*http://msdlL.microsoft.com/download/symbols
You can also set that up from inside the debugger using the .sympath command:

S
Debugger Wlndows
The following windows, including their hotloeys when apphcable, are exposed in Wmeg
- Command/output window (Alt+1)—This window enables you to type commands and see the output of
operations. While it is possible to debug using other windows and menu items, the command window en-
ables you to make use of the full power of DbgEng's built-in commands and the available extensions.
- Registers window (Alt+4)—Displays the configured registers. It is possible to customize this view to control

which registers are displayed or hidden.
- Memory (Alt+5)—Memory dump window. This window enables you to see the contents of memory, and to

scroll, copy, and even edit the memory contents.

- Calls (Alt+6)—Displays the call stack information.

- Disassembly (Alt+7)—Whereas the command window will display the current instruction dlsassemb'ly
listing, the disassembly window displays a page worth of disassembled code. In this window it is also possi- -
ble to carry out actions with hotkeys:

- Add or delete breakpoints on the selected line (F9)
- Process control (stepping/F11, resuming/FS5, etc.)
- Navigation (Page up/Page down to explore disassembled code)

Evaluating Expressions

The debugger understands two syntaxes for expression evaluation: Microsoft Macro Assembler (MASM) and C+

*.
To determine the default expresswn evaluator, use expt without any arguments

0"0()0=H expr sl
Current expression evaluator: MASM - chrosoftAssembler expressmns

To change the current expression evaluation syntax, use

0:000> .expr /s c++
Current expression evaluator: C++ - C++ source expressions

or

0:000> .expr /s masm
Current expression evaluator: MASM - Microsoft Assembler expressions



Numbers, if not prefixed with a base specifier, are interpreted using the default radix setting. Use the n com-
mand to display the current number base, or n base_value to set the new default base.
When using MASM syntax, you can express a number in a base of your choice, use the following prefixes:

-0n123 for decimal
«0x123 for hex
-0t123 foroctal

...................................
,,,,,

Unhkb evaluating wzth the MASM syntax,‘u#héﬂ dsmg ?? to evaluhé éommands, itis not posslble to ovénhdef
theradix:

?0y101 -> works
22 0y101 -> does not work.

AsintheC++ language, the C+ + evaluator syntax only permlts the Ox prefix for hex and the 0 prefix for octal
numbers. If no prefix is specified, base 10 is used.

To mix and match various types of expression, use the @@c+ +(expression) or @@masm(expression):

0:000> .expr
Current expression evaluator: MASM - Microsoft Assembler expressions
0:000> ? @@c++(@$peb->ImageSubsystemMajorVersion) + @@masm(0y1)
Evaluate expression: 7 = 00000007

The @@ prefixisa shorthand prefix that can be used to denote the alternatlve expression eva.luatmn syntax
(not the currently set syntax):

0:000> .expr

Current expression evaluator: MASM - Microsoft Assembler expressions
0:000> ? @@(@$ peb->ImageSubsystemMajorVersion) + @@masm(0y1)
Evaluate expression: 7 = 00000007

You do not have to specify @@c++(...) because when MASM is the default, @@(...) will use the C++ syntax and
vice versa.
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Useful Operators

This section illustrates various useful operators that can be used in expressions. For the sake of demonstration,

we use the predefined pseudo-registers $ip and $peb, which denote the current instruction pointer and the
_PEB * of the current process, respectively. Other pseudo-registers are mentioned later in the chapter.

The notation used is “operator (expression syntax)”, where the expression syntax will be either C++ or MASM.

Note that in the following examples the MASM expression evaluator is set by default.

.....

s Pomirer-bFleld (C++)—Asin the precedmg ex.am?le, you use the arn pperator to access the ﬁeld value

! win&d at by $peb and the offset of the I‘m‘agegdbsystemMajorVerLl n field.

- sizeof(type) (C++)—This operator returns the size of the structure. This can come in handy whenyouare .~ .

trying to parse data structures or write powerful conditional breakpoints:

0:000> ? @@c+ +(sizeof{_PEB))
Evaluate expression: 592 = 00000250

« #FIELD_OFFSET(Type, Field) (C++)—This macro returns the byte offset of the field in the type:

0:000> ? #FIELD_OFFSET(_PEB, ImageSubsystemMajorVersion)
Evaluate expression: 184 = 000000b8

- The ternary operator (C++)—This operator behaves like it does in the C++ language:

0:000> ? @@c++{@$peb->ImageSubsystemMajorVersion >=/6 ? 1:0)
Evaluate expression: 1 = 00000001

= (type) Value (C++ }—Type casting enables you to cast from one type to another:

0:000> ? #FIELD_OFFSET(_PEB, BeingDebugged)

Evaluate expression: 2 = 00000002

0:000> ? @$peb

Evaluate expression: 2118967296 = 7e4ce000

0:000> ? #FIELD_OFFSET(_PEB, BeingDebugged) + (char *)@$peb
Evaluate expression: 2118967298 = 7e4ce002

Note that you cast @$peb to (char*) before adding to it the offset of BeingDebugged.
» *(pointer) (C++)—Dereferencing operator:

0:000> dd @$ip L 4
012a9615 2ec048a3 8bSe5f01 90c35de5 90909090
0:000> ? *( (unsigned long ")0x12a9615 )

::::

Evﬂuatfexpression 734353443=2eco43a3 ' | ‘ L 1 ] _% T f e ]

Note that before dereferencmg the pomter you have to gwe 1t a proper type (by castmg lt)
- pcu(address) (MASM)—Pomter dereferencmg

0:000> ? @@masm(poi(0x12a9615))
Evaluate expression: 784353443 = 2ec048a3

- hillow(number) (MASM)—Returns the high or low 16-bit value of a number:

0:000> ? hi(0x11223344)

Evaluate expression: 4386 = 00001122
0:000> ? low(0x11223344)

Evaluate expression: 13124 = 00003344

- by/wo/dwo(address) (MASM)—Returns the byte/word/dword value when the address is dereferenced:



0:000> db @$ipL 4

012a9615 a3 480000

0:000> ? by(@$ip)

Evaluate expression: 163 = 000000a3
0:000> ? wo(@$ip)

Evaluate expression: 18595 = 000048a3
0:000> ? dwo(@$ip)

Evaluate expression: 18 595 000048&3

.....................

. pomteiﬁn&ex] (C++)—The an‘ay subsmjat oﬁxlritbr ehables yohu dereference memory usilig md!icbg

O'moi'db@$lp[.10:"""' . e - L - S
012a9615 a3 48 c02e 01 5f5e 8be5 5d

0:000> ? @@c+ +(((unsigned char )@$ip)[3])

Evaluate expression: 46 = 0000002e

The same thing can be achieved using MASM syntax and poi() or by():

0:000> ? poi(@$ip+3) & Oxff
Evaluate expression: 46 = 0000002e
0:000> ? by(@$ip+3)

Evaluate expression: 46 = 0000002e

+ $scmp(“string1", “string2")/ $sicmp("String1", "String2") (MASM)—String comparison (case sensitive/case |
insensitive). Returns -1, 0 orl,as mC's strcmpO l stncmpO ‘ A
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0:000>? $scmp("pract1ca!' "pmctlca")
Evaluate expression: 1 = 00000001
0:000> ? $scmp("practical”, "practical”)
Evaluate expression: 0 = 00000000
0:000> ? $scmp("practica”, "practical”)
Evaluate expression: -1 = fifffHT
0:000> ? $scmp("Practical”, "practical”)
Evaluate expression: -1 = fifffHf
0:000> ? $sicmp("Practical”, "practical")
Evaluate expression: 0 = 00000000

- $iment(address) (MASM)—Returns the image entry point for the image existing in that address. The PE

‘headeris T T | R S B L o B o
B EBRNE o RBEMEE - | SABEEE .o IBEEEE: o MEEERE S
0'000>lmvmole32 , == e _ _ =

start end modulename @@ @ | ‘ bt o {od et oo

74b70000 74c79000 ole32

0:000> ? $iment(74b70000)

Evaluate expression: 1958154432 = 74b710c0
0:000> u $iment(74b70000)
ole32!_DIIMainCRTStartup:

74b710c0 8bff mov  ediedi

74b710c2 55 push ebp

74b710c3 8bec mov ebp.esp



- $vvalid(address, length) (MASM)—Checks if the memory pointed at by the address until address + length
accessible (returns 1) or inaccessible (returns 0):
0:000> ? @@masm($vvalid(@$ip, 100))
Evaluate expression: 1 = 00000001
0:000> ? @@masm($vvalid(0x0, 100))
Ewvaluate expression: 0 = 00000000
- $spat("string", "pattern”) (MASM)—Uses pattern matching to determine if the pattern exists in the string,

=andretumstrueorfalse; ===== o e e B T o e e e
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-Process Control and Debut Events

This section introduces the basic process control cornmands (such as single stepping, stepping over, etc.) ar
the commands that can be used to change how the debugger reacts to certain debug events.

Process and Thread Control

These are some commands that allow you control the flow of the debugger:

-t (F11)—Step into.

- gu (Shift+F11)—Go up. Steps out of the current function and back to the caller.
- p (F10)—Step over.

- g (F5)—Go. Resumes program execution.

+ Ctrl+ Break—When the debuggee is running, use this hotkey to suspend it.

Note that the preceding commands work only with live targets.
There are useful variations to the “resume,” “step into,” and “step over” instructions, including the followi

- [tip]la Address—Step into. Steps over until the specified address is reached.

- gc—This is used to resume execution when a conditional breakpoint suspends execution.

- glhin}—This is used to resume execution as handled or unhandled when an exception occurs.
Another set of tracing/stepping commands are useful to discover basic blocks:

- [pltlc—Step over/into until a CALL instruction is encountered.
- [plt]h—Step over/into until a branching instruction is encountered (all kinds of jump, return, or call instr
tions).
- [pltjt—Step over/into until a RET instruction is encountered.
> [plt]ct—Stepover/mtountzlaCAlLorRETmsthchmmenconred. e l &
" Most of the preceding commands (tracmg and stepping over) are ilmpixcn:ly operatmg thl'nn the context c
‘the current thread. : :
To list all threads, use the ® command:

0:004> ~
0 1d: 1224.13d8 Suspend: 1 Teb: ff4ab000 Unfrozen
1 1d: 1224.1758 Suspend: 1 Teb: ff4a5000 Unfrozen
2 1d: 1224.2920 Suspend: 1 Teb: ff3 7f000 Unfrozen
3 1d: 1224.1514 Suspend: 1 Teb: ff37c000 Unfrozen
.4 Id: 1224.b0 Suspend: 1 Teb: ff2f7000 Unfrozen

The first column is the thread number (decided by DbgEng), followed by a pair of SystemProcessId.Sys-



temThreadld in hexadecimal format.
The DbgEng commands work with DbgEng IDs, rather than the operating system's process/thread IDs.
To switch to another thread, use the " Ns command, where N is the thread number you want to switch to:

0:004> "1s
eax=00000000 ebx=00bb1ab0 ecx=00000000 edx=00000000 esi=02faf9ec edi=00b2ec00
eip=7712c46c esp=02faf8a4 ebp=02fafa44 iopl=0 = nvup eiplnz na ponc
=1C8 23 ss=002b d.s=002b es=00-2b fs=005? gs=002b | eﬂ‘-90000202
'ntd]l'NthtPorWorkVnaWorkerl'-‘actory+Oxc:' e B s
7712c46cc21400 T e S
0:001>
The debugger prompt also shows the selected thread ID in the prompt ProcessID:Threadld>.
You don't have to switch to threads before issuing a command; for instance, to display registers of thread ID
3, use the " 3 prefix followed by the desired debugger command (in this case the r) command:

0:001> "3r

€ax=00000000 ebx=00000000 ecx=00000000 edx=00000000 esi=00000001 edi=00000001
eip=7712af2c esp=031afb38 ebp=031afcb8iopl=0  nvup ei plnz naponc

¢s=0023 ss=002b ds=002b es=002b fs=0053 gs=002b efl=00000202
ntdll!NtWaitForMultipleObjects+0xc:

7 12ar2cc2I400T T YeL I8 T T T T T

0:001> "3t

eax=00000000 ebx=00000000 ecx=77072772 edx=00000000 esi=00000001 edi=00000001
eip=758¢c11b5 esp=031afb50 ebp=031afcb8iopl=0 @ nvupeiplnznaponc

cs=0023 ss=002b ds=002b es=002b fs=0053 gs=002b efl=00000202
KERNELBASE!WaitForMultipleObjectsEx+0xdc:

758c11b5 8bf8 mov edieax

To display the register values of all the threads, simply pass * as the thread number.

If you are debugging various user mode processes (i.e., when the debugger is launched with the -o switch), it

is possaplp to switch from one process to anothgr'upqlg the| mmmanfi. The following example uses Internet |
Explorer because it normally spawns vanous child processes (w1th different i mtegnty levels and for vanous e

- purposes):
C:\ dbg64>windbg -o "c:\Program Files (x86)\Internet Explorer\iexplore.exe"
Let it run, open a few tabs, and then let the debugger resume with g and then suspend it and type |:
0:030> |
. 0 id: 1818 child name: iexplore.exe
1 id: 1384 child name: iexplore.exe



To switch from one process to another, type |[Ns, where N is the process number:

0:030> |1s

1:083>|

# 0 id:1818 child name: iexplore.exe
. 1 id: 1384 child name: iexplore.exe

Once you switch to a new process, future commands vnll apply to this process Breakpoints you set for a

' to‘cqsswﬂlnotbepresentmtheotherpfo?efs """ ‘ 1 1 ‘ _i i’ A | 'i | I

Monitoring Debugging Events and Exceptions

It is possible to capture certain debugging events and exceptions as they occur and let the debugger suspend,
display, handle, leave unhandled, or just ignore the event altogether.

The DbgEng may suspend the target and give the user a chance to decide what action to take in the follow two
circumstances:

- Exceptions—These events happen when an exception triggers in the context of the application (Access Vio-
lation, Divide By Zero, Single Step Exception, etc.).
- Events—These events are not errors, they are triggered by the operating system to notify the debugger about.
certain activities taking place (a new thread has been created or terminated, a module has been loaded or un-
loaded, a new process has been created or terminated, etc.).

To list all the events, use the sx command. Equally, if you are using WinDbg, you can navigate to the Debug/
Event Filters menu to graphically configure the events, as shown in Figure 4.1.
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- Execution—Dictates what to do when that event takes place.
- Continue—Decides how to resume from the event or exception.

- Handled—Marks the exception as being handled (the application's exception handler will not trigger). This
is useful when the debugger breaks and you manually fix the situation and then resume the apphmtmn
with the gh command.

' «Not Handled—Lets the apphcatmn's exceptlon handler take care of the exception. Use the gn command to

" resume. _ |

Use the following commands to control how eVentslexcepftions are handled:

- sxe event—Enables breaking for an event | as (==
= sxd —Disables b: eve T T 0 0 1 e o o e e, s s e e o

R éwﬂf;offé?aﬁ FESEC. . iSERRE- ... JBSEES- ... EEEENGLL.

.-m_mnt—.—lgnoresﬂlhévent(donotevhﬂtbm;putanythmg) o IAREEREST  AEEEEEEE . TEEE
The event parameter can be an exception code number, event short code name, or * for any event. '
A rather useful application of the sxe or the sxd commands is to catch module loading or unloading. For

example, when kernel debugging, to stop the debugger when a certain driver is loaded, use the following
command:

sxe ld:driver_name.sys

To associate a command with an event, use the SX- -C command event command. For example, to display the
call stack each time a module is loaded, use the followmg command

-c'k"ld



Registers, Memory, and Symbols

This section covers some of the useful commands that deal with registers management, memory contents
inspection and modification, symbols, structures, and other handy commands.

Registers

g B o et e e R e | 3 Fromag o e

The general syntax of the r command is as follows:

r{M Mask|F|X] [RegisterName_Or_FlagName[:[Num|Type] [=[Expression_Or_Value]]]
Here is the simplest syntax of the r command:

r RegisterName|FlagName [= Expression_Or_Value |
If the expresswn or value is omitted, then r w111 dlsplay the current value of the register:

0 001 >r eax
eax="7ffda000
0:001>reax=2
0:001>reax
eax=00000002

To display the registers involved in the current instruction, use the r. command:

0:000>uripLl
00007ff6'€54d6470 48895c2420 mov qword ptr [rsp+20h],rbx
jrsp-oadooow '6256fbb8 rbx—OOOOOOOO‘OOOOdOOO I e o o et O
~ 0:000>ueipLl Eoi
user32!MessageBoxA+0x3:
773922c5 8bec mov ebp,esp
0:000>r.

ebp=0018ff98 esp=0018ff78

Register Masks

The r command can be suffixed with the M character followed by a 32-bit mask value. The mask designates
which registers to display when r is typed without parameters. Table 4.1 shows a short list of the mask values:



Table 4.1 Register Mask Values

To see the current mask, type rm:

0:000> rm
Register output mask is a:
2 - Integer state (64-bit)
8 - Segment registers
Now if you execute r, you should see only general-purpose registers and the segment registers:

eax=025ad9d4 ebx=00000000 ecx=7¢91056d edx=00ba0000 esi=7c810976 edi=10000080
eip=7c810978 esp=025ad780 ebp=025adbeciopl=0 nvupeiplnznaponc
¢s=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000' ' efl=00000202

To display all possible registers, set all the bits to one in the mask parameter (mask 0x1ff):

kd> rM1ff

eax=025ad9d4 ebx=00000000 ecx=7c91056d edx=00ba0000 esi=7c810976 edi=10000080

eip=7c810978 esp=025ad780 ebp=025adbeciopl=0 = nvupeiplnznaponc

¢s=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000 efl=00000202

fpcw=027F: rn 53 puozdi fpsw=0000: top=0cc=0000 -----—- fptw=FFFF

fopcode=0000 fpip=0000:00000000 fpdp=0000:00000000

st0= 0.000000000000000000000e+0000 st1=0.303405511757512497160e-4933

st2=-3.685298464319287816590e-4320 st3=0.000000015933281407050e-4357
.5t4=-0.0086106208457843 222502-43 10 st5= 0 000000125598 79 1309870&-4184 :

$t6=-0.008011795206688037930e+0474 st7=-1 #QNANDOOOOOdebOOOOOOewOOO |

mmO0=0000000000000000 mm1=0127b52000584c8e

mm2=2390ccb400318a24 mm3=000000057c910732

mm4=003187cc00000000 mm5=000000117c910732

mmo6=003187ec00000000 mm7=7c9107387c90eel8

xmmO0=1.79366e-043 0 6.02419e+036 6.02657e+036

xmm1=0 3.08237e-038 3.08148e-038 0

xmm2=3,30832e-029 5.69433e-039 0 3.08147e-038

xmm3=5.6938e-039 09.62692e-043 5.69433e-039

xmm4=3.04894e-038 2.12997e-042 3.07319e-038 5.69433e-039

xmm5=5.69528e-039 6.02651e+036 4.54966e-039 1.16728e-042

Register mask value | Description
2 General registers
4 Floating-point registers
8 Segment registers
0x10 MMX
0x20 Debug registers | |
| O T 7 N e O e 0 e
0::80 _ lKemelmodrContmlregism e |
| 0x100 Kernel mode: TSS 4]



Xmmb5=5.69528e-039 6.02651e+036 4.54966e-039 1.16728e-042
Xmme6=5.69567e-039 0 5.69509e-039 6.02419e+036
xmm7=4.54901e-039 5.69575e-039 0 5.69559e-039
cr0=8001003b cr2=7c99a3d8 cr3=07f40280

dr0=00000000 dr1=00000000 dr2=00000000

dr3=00000000 dr6=ffff4f0 dr7=00000400 cr4=000006f9

To set the default mask, use the rm command followed by the desired mask value:

0:000> rm 2/4|8

0:000> rm

Register output mask is f:
2 - Integer state (64-bit)
4 - Floating-point state
8 - Segment registers

The DbgEng provides shorthand flags for certain masks—namely, the floating-point and the MMX registers.
To display floating-point registers, use rF; and to display XMM registers, use rX:

0:000> rF

fpcw=027F: rn 53 puozdi fpsw=4020: top=0 cc=1000 —-p--—- fptw=FFFF

fopcode=0000 fpip=0023:74b785bc fpdp=002b:00020a84

st0= 0.000000000000000000000e+0000 st1=0.000000000000000000000e+0000

0:000>rX
xmmO0=0000
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Register Display Format

It is possible to specify how the registers should be displayed. This is very useful in many cases, as illustrated in
the following examples.

Displaying Registers in Floating-Point Formats
Suppose you're debugging and notice that register eax holds a floating-point value:

0:000> reax
eax=3f8ccccd



To display it properly, use the following:

0:000> r eax:f
eax=1.1
To display the contents of rax in double-precision, floating-point value, use this:

0:000> r rax
1ax=4014666666666666 EERE S =] |
oo | T
rax=5.1

Displaying Registers in Bytes/Word/Dword/Qword Formats
When registers are involved in data transfer, it is useful to see the register's individual bytes:

msvertimemcpy+0x220:

00007ff9'5f671a5d f30f7f40f0 movdqu xmmword ptr [rax-10h],xmmO0
0:000> r xmmoO

xmmoO= 01.05612e-038 1.01939e-038 1.00102e-038

0:000> r xmmO:ub

xmmO=00 00 00 00 00 73 00 6¢ 00 6£00 62 00 6d 00 79

0:000> rX xmmOuw

xmmO=0000 0000 0073 006c 006f 0062 006d 0079 ' R o e e M L =
0:000> rX xmmO:ud

xmmO=00000000 0073006c 006f0062 00640079

0:000> rX xmmO:uq

xmmO=000000000073006¢c 006f0062006d0079

In the preceding example, memcpy() uses the XMM registers to transfer 16 bytes at a time. You use the ub
format to display the contents of xmmO in unsigned bytes format, uw for word format, ud for double-word
format, and uq for quad-word format. To display in signed format, use the i prefix instead of u.

Display Selector Command
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*?llr-- e ?l
dghrstSelector[LastSelector] . --—‘ﬂ—-H“ ‘ i

- Tt displays information about a given selector (or range of selectors). In this case, you are interested in selector
values that are currently set in one of the x86/x64 registers—namely, the cs, ds, ss, gs, and fs registers.
Selectors are used in the segment part of an address in protected mode.
The following example executes the dg command for cs, ds, ss, gs, and fs, respectively:

0:001> .foreach /s (sel "cs ds ss gs fs") { dg sel; }
(cs Selector)

PSiGrPrLo
Sel Base Limit Type lzeanesngFlags




0023 00000000 fEfTffff Code RE Ac 3 Bg Pg P N100000cfb

(ds Selector) i
PSiGrPrLo

Sel Base Limit Type lzeanes ng Flags

— - - —— - -------

002B 00000000 fHTfTff Data RW Ac 3 Bg Pg P Nl 00000cf3

. (ssSelector) = e e |
BEEC L OES LT ../ ERERREE Hﬁ_ LT BE e BB o o RS
~ Sel Base Limit Type lzeanesngFlags EEREEC . TAERENEET. . NEEREEEE - TR

002B 00000000 fFfTfTff Data RW Ac 3 Bg Pg P N100000cf3
(gs Selector)

PSiGrPrLo _
Sel Base Limit Type lzeanes ng Plags '

002B 00000000 fFfFfEff Data RW Ac 3 Bg Pg P NIl 00000cf3

(fs Selector)
PSiGrPrLo ]
Sel Base Lumt Type lze anesng Flags
-t - -— - —-‘--——J---— { et | | ‘

0053 7ﬁ'daOOO OOOOOﬂ’f DataRW Ac 3 Bg By P N1000004f3
In MS Windows/user-mode applications, the cs, ds, es, ss, and gs selectors have a base value of zero, thus the
linear address is the same as the virtual address. ‘
Conversely, the fs register is variable, changing its value from thread to thread. The fs segment in user-mode
processes points to the TEB (Thread Environment Block) structure:

0:003> dg fs
Sel Base Limit Type lzeanes ng Flags

— - . - ——— - —--—----

0053 306000 OOOOOﬂ’f Data RW Ac 3 Bg By P Nl 000004f3 _
. (switch toanotherthread) sERERREEE , |
i LOJ:ODJij‘*Zi EEEE “T | Hﬁi' | . | i %H‘“ ad= ! ! i 1 TH l \ EEE l 1 ,‘_
oo002>dgfs ,;, L] ECH

Sel Base Limit Type lze anes ngFlags

—-— - — o

0053 ff4a5000 00000fff Data RW Ac 3 Bg By P N1000004f3

Memory

Before describing memory-related comﬁlandé, itis _im?orthnt to explain the address and range notations be-_

cause they are passed as arguments to most‘cqmrhandé that require a memory address and count. |
The Address parameter can be any value, éxpression,;ot symbol that resolves to a numeric value that can

be interpreted as an address. The number 0x40 1000 canbe treated as an address if the address is mapped in
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memory. The name kernel32 will resolve to the image base of the module:

0:000> Imm kernel32

start end module name

75830000 75970000 KERNEL32

0:000> ? kernel32

Evaluate expression: 1971519488 = 75830000

A symbol such as module_namelSymboiName Cfu} be used asan adq.ress as long asit :esolves. e

o: 000> ? kernel3 2!GetProcAdd.ress

Couldn't resolve error at 'kernel32!GetProcAddress'
0:000> ? kernelbase!GetProcAddress

Evaluate expression: 1979722334 = 76002a5e

It is possible to use any expression as an address (notwithstanding whether the value resolves to a valid ad-
dress or not):

0:000> ? (kernelbase!GetProcAddress - kernel32) / 0n4096
Evaluate expression: 2002 = 000007d2

The Range parameter can be specified in two ways. The first method is with a pair of starting and ending
addresses:

~0:000>db 02c0000 02c0005 = I B o B s s 1 e e 5 R S S o O 0
002c0000 23 01 00 00 00 00 | AN

The second method is by using an address followed by the L character and an expression (address L Expres-
sion_Or_Value) that designs a count.

If the count is a positive value, then the starting address will be the specified address, and the ending address
is implied and equal to address + count:

0:000> db 02c0000 LS
002c0000 23 01 000000 s

If the count is a negative value, then the ending address becomes the specified address, and the starting ad-
dress becomes address - count:

N e e | e e Sl R S e e md GRS S8 TS B e e e e e

0:000>db02c0005L-5 BE b BEEL s S e EEEEEC

002:0000 23 01 00 00 00 B e

By defau.lt the expression or the value passed after L cannot exceed 256MB Thisisto prevent acc:ldentally
passing very large values. To overwrite this limitation, use L? instead of just L. For example, notice how the Db-
gEng will complain about this big size:

0:000> db @$ip LOXfFfFFF
A Range error in 'db @$ip 10xfFfFEfF
When L? is used, the DbgEng will be happy to comply:
0:000> db @$ip L2OXfFfFfEff
760039c2 83 e4f8 83 ec188b4d-1c8bcl25b7 7£0000 ....... M. %



start end module name

75830000 75970000 KERNEL32

0:000> ? kernel32

Evaluate expression: 1971519488 = 75830000

A symbol such as module_name!SymbolName can be used as an address as long as it resolves:

i '0000>?keme132!GetProcAddress et e RS
‘Couldn't resolve error at 'kemelH'GetProchIess‘ e : L
0:000> > kernelbase!GetProcAddress
Evaluate expression: 1979722334 = 76002a5e

It is possible to use any expression as an address (notwithstanding whether the value resolves to a valid ad-
dress or not):

0:000> ? (kernelbase!GetProcAddress - kernel32) / 0n4096
Evaluate expression: 2002 = 000007d2

The Range parameter can be specified in two ways. The first method is with a pair of starting and ending
addresses:

0:000> db 02¢0000 02¢0005
- 002c0000 230100000000 @ | | | #..

The second method is by using an address followed by the L character and an expression (address L Expres-
sion_Or_Value) that designs a count.

If the count is a positive value, then the starting address will be the specified address, and the ending address
is implied and equal to address + count:

0:000> db 02c0000 L5
002c¢0000 23 01 000000 .ok

If the count is a negative value, then the ending address becomes the specified address, and the starting ad-
dress becomes address - count:

1 0:0003dbi02¢000S LS. e
100260000123 01 000000 11| | | || |gi 1ot e e s

By default, the expression or the value passed after L cannot exceed 256MB. This is to prevent accidentally -
passing very large values. To overwrite this limitation, use L? instead of just L. For example, notice how the Db-

gEng will complain about this big size:
0:000> db @$ip LOX{FfFfF
A Range error in 'db @$ip 10X fHEfFE
When L? is used, the DbgEng will be happy to comply:

0:000> db @$ip L20xfEFFEE
760039c2 83 e4£8 83 ec 18 8b4d-1c 8bcl 25b7 7£00 00 .......M...%....



REFIID riid,
LPVOID *ppv)
We are interested in determining the pointer value (parameter 5) of the newly created interface after the
function returns. On marker 2, we resume execution. The program later breaks on the breakpoint and gets sus-
pended. We then inspect the fifth pointer location and dereference it. Its dereferenced value should be NULL

and initialized properly only if the function returns successfully. On marker 3, we let the debugger run the
CoCreatelnstance function and return to the caller. We then dereference the output pointer again. Finally, on

marlqex" 4’, we use the dps command to displhy' tbq apid.tess of the vEFaPle, and then use dps once more to d*spl;y

Editing Memory Contents
To edit the memory contents, use the e command. The general syntax is as follows:

e[bldIDIflnlalw] Address [Values]

SSTT T T S S et o et Sl B [

Use the b, w, d, or q format specifiers to set byte, word, dword, or qword values, respectively, at the specified
memory address:

0:000> eb 0x1b0000 11 22 33 44; db 0x1b000O L 4

001b0000 11223344

0:000> ed 0x1b0000 Oxdeadbeef OxdeadcOde; dd 0x1b0000O L 2
001b0000 deadbeef deadcOde

- Itis possible to use single quotestoenter ch,aracter values whent.Ismgen:her of the w/;l orqformats The
-DnghéJ\nllrespectthe “endianness” oftheté.rbet.r | EEEEEE . o ! | W |

0:000> ed 1b0000 'TAGT"
0:000> db 1b0000 'TAG1'L 4
001b0000 314741 54 1GAT
Apart from editing the memory with integer values, the e command has other format specifiers that allow
you to enter other types:
- e[fID] (address values)—Sets a single or double-precision floating-pointer number:

0:000> eD @$t0 1999.99
0:000>dD @$tOL 1
000000c9'e2450000 1999.99



- ep (address values)—Sets pointer-sized values. This command knows how big a pointer is based on the cur-

rently debugged target.
- e[alu] (address string)—Enters an ASCII or Unicode string at the given address. The entered string will not be
zero terminated:

0:000> £ 0x1b0000 LOx40 0x21 0x22 0x23; db 0x1b0000 LOx20;
Filled 0x40 bytes
001b0000 21 2223 21 22 23 21 22-23 21 22 23 21/22 23 21 IHIHIHI#1"#1
B @oph'pd:o 22'23'2:’2'2232:‘222; ’21'2225;'1?2@?'2}12'2 ‘#r'#‘g'#‘!*w!"% 1 1 * = e - l | | v
~ 0:000> ea Ox1b000O "Hello world*; db 0x1b0000LOx20 0 A O R 5 e i
| 001b0000 48 65 6c 6c 6£20 77 6£-72 6c 64 23 21 22 2321 Hello world#1"st
001b0010 22 23 21 22 23 21 22 23-21 22 23 21 22 23 21 22 “#I'EF#IH#I"

- e[zalzu] (address string)—As opposed to e[alu], this command will enter the zero character termination at the
end of the string.
To fill a memory area with a given pattern, use the f command:

f Address L Count Values

For example:

0:000> f @eax LOx40 0x21 0x22 0x23; db @eax LOx20

Filled 0x40 bytes

001b0000 212223 2122232122-23212223212223 21 M#"#I"#1"#"#!
001b0010 2223 21 22 2321 22 23-212223 2122 23 21 22 "#EAHRH

Miscellaneous Memory Commands
Following is another set of memory-related commands that come in handy:
- s [-[flags]type] Range Pattern—Searches the memory for a given pattern
- ¢ Range_For_Address1 Address2—Compares two memory regions
- .dvalloc [Options] Size—Allocates memory in the process space of the debugger:
0:000> .dvalloc 0x2000
Allocated 2000 bytes starting at 001c0000

- .dvfree [Options] BaseAddress Size—Frees the memory previously allocated by .dvalloc
- readmem FileName Range—Reads a file from disk to the debuggee's memory

S s s, s | = e TR RS o T e R e e B e B o T s e e e B e e e v |

- .writemem FileName Ra’ng‘e'—Writes" the debuggee's memory to a file on disk

Symbols
The following commands enable you to inspect symbols and structured data:
- dt [type] [address}—A very handy command to display the type of an item at the given address:

$$ Display the type of the structure UNICODE_STRING
0:000> dt UNICODE_STRING
ole32!UNICODE_STRING

+0x000 Length :Uint2B

+0x002 MaximumLength :Uint2B



+0x004 Buffer :Ptr32 Wchar
$$ Display type information and values in a type at a given address
0:000> dt _UNICODE_STRING Ox18fef4
ntdll!_UNICODE_STRING
"KERNEL32.DLL"
+0x000 Length :0x18
+0x002 MaximumLength :0x1la
+0x004 Buﬂ'er 0::00590168 "KERNEL32.DLL"
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- Idrvobj DriverObjectPtr [Flags}—Displays information about a DRIVER_OBJECT object.
- Theap—Displays heap information
- Ipool—Displays kernel pool information

Breakpoints

On the x86/x64 architecture, the DbgEng supports two types of breakpoints:

- Software breakpoints—These breakpoints are created by saving the byte at the breakpoint address then
replacing it with a 0xCC byte (on x64/x64). The debugger implements the underlying logic to handle the
breakpoint magic.

- Hardware breakpoints—Also known as processor or data breakpoints, these breakpoints may or may not be

- present depending on the hardware running the target. They are limited in count and can be set up to trigger
on read, write, or execute.

The simple syntax to create a software breakpoint is as follows:

bp Address ["CommandString”]
bu Address "CommandString”
bm SvmbolPattern ["CommandString”|

To list breakpomts simply use the bl command:

s | e = e e e e e e e s

Oe 77_1 175¢9 0001 (0001) ! ntd]llRtllmtSlrmg
1e77117668 0001 (0001) O:**** ntdll!Rt]IthmcodeStrmg+0x38
2e771176be 0001 (0001) 0:**** ntdll!_sin_default+0x26
3e7711777e 0001 (0001) O:**** ntdll!sqrt+0x2a
4e771177c0 0001 (0001) O:*** ntdllisqrt+0x6a
To disable breakpoints, use the bd command. Similarly, use the be command to enable breakpoints, and the be
command to clear (delete) breakpoints.
You can specify a series of breakpoint IDs to enable, disable, or clear them:

be024
Or arange:



0:000> bp 7661d0df ".if @eax!=5 { gc; }"
0:000> bl
0 e 7661d0df 0001 (0001) 0:*** KERNELBASE!GetLastError+0x9 ".if @eax!=5 {gc;}"

It is possible to associate a more elaborate condition with a breakpoint. This is covered in the section “Script-
ing with the Debugging Tools,” later in this chapter.

......

The Dngng enables you to mspect mnmng pmcesses loaded/unloaded modules, or loaded kernel mode
5L .. S o K N A O s i
To get the list of loaded and unloaded modules, use Im:

0:001>Imn

start end module name

00400000 00405000 image00400000
5¢a40000 5cb44000 MFC42
733a0000 733b9000 dwmapi
73890000 73928000 apphelp

Similarly, in kernel mode debugging, the Im command will display the list of loaded device drivers:

~kd>Imn. - B O O NS 56 e e e |t (25 = e i 0 8 0 T O ' &
start end module name
804d7000 806cd280 nt ntkrnlpa.exe
806ce000 806ee380 hal halaacpi.dlil
b205e000b2081000 Fastfat Fastfat.SYS
b2121000b2161380 HTTP HTTP.sys
b2d2b000 b2d4cd00 afd afd.sys
b2d4d000 b2d74c00 netbt netbt.sys
b2d75000 b2dcca80 tcpip tepip.sys
bf800000 bf9c0380 win32k win32k.sys
£83e6000 f8472480 Ntfs Ntfs.sys
f86ca000 {86680 VolSnap VolSnapsys |1
~ £822a000 f8aad000 BOOTVID BOOTVID.dI =Rmm

To view module information (version, size, base, etc.), use the v switch for verbose mode and m to specify a
module name to match:

kd>lm v m *volsnap*
start end module name



kd> .process /r /p 81e68558
Implicit process is now 81e68558
.cache forcedecodeuser done
Loading User Symbols.........
At this point, after the context switch, use Im to not only list the loaded kernel drivers but also the user-mode
modules.
‘The ne:ltt nlexample setsa breakpomt at kemqlSZlc;l'eallt?mew for that E:_f' e e 1 e
‘ 9 [y [ ] | | : = | = il
__(1)1 ...... || | SRR L o
kd> bp /p 81e68558 kernel32!CreateFileWw
(2)
kd>bl
0e7¢810976 0001 (0001) kernel32!CreateFileW
Match process data 81e68558
(3)
kd>g
Breakpoint O hit
kernel32!CreateFileW:
001b:7¢810976 8bff mov edi,edi
(4)
kd> printf"smu\n®, poi(@esp+4); ¢
C:\Temp\desktop.ini
In marker 1, we set an EPROCESS filter with the bp /p EPROCESS command so that only the explore.exe
process triggers the breakpoint. Marker 2 lists the breakpoints. Note that it will only match for a certain EPRO-
CESS. At marker 3 we resume execution and wait until the breakpoint triggers. At marker 4, we display the
filename that was accessed. Marker 4 will become much clearer after you read the “Language” section later in
this chapter.
Now suppose you want to display all processes that called the CreateFileW API and display which filename
was referenced:

kd> bp kernel32!CreateFileW "!process @$proc 0;.printf "% mu\n",poi(@esp+4);gc;"

'This \\nP Preak whenever any user-mode prbCESF hlgs pie breakpomt, anfl ﬁhen the breakpoint ¢ tommand wlll
invoke Iprocess with the current EPROCESS (setinthe pre-deﬁned ‘pSeudo-reglster $pmc) to dlsplay the current

process context information: disnlav the ﬁlena!ne and finallv resume execution with ec.

When execution is resumed, you see this redacted output:
kd>g
PROCESS 82067020 SessionId: 0 Cid: 0138 Peb: 7ffdf000 ParentCid: 02a4

DirBase: 07f40260 ObjectTable: e1b66ef8 HandleCount: 251.
Image: vitoolsd.exe



STR TheValue
0:000> .printf "This value of string is ${STR}\n"

The .printf command can make use of the Debugger Markup Language (DML). To use DML with .printf, spec-
ify the /D switch.

R e, e e g i e s o B e e T L S

' To display with strings with colors, use the col markup:
0:000> .printf /D "<col fg=\"emphfg\">Hello</col> world\n"
Hello world

It is also possible to use the u, i, and b tags for underline, italic, and bold, respectively:

0:000> .printf /D "<u>underline</u> <b>bold</b> <i>italics</i>\n";
underline bold italics

A very useful markup is the link because it makes the output clickable and associated with a command:

0:000> .printf /D "Click <link cmd=\"u 0x401000\">here</link>\n"
Cllck here

Some debugger commands also take the /D smtch I-‘or example Im /D will list the modules, and each module
is clickable When a madnleic clicked the command Imum madulename will he icened .

For more information, check dml.doc in the debugging tools distribution.

Other Commands

....................................

Beforeehduigourdlscussmnaboutdebuggercéduﬁands wehstafewmbreusefulcomman'dé ' = | l l |

_«#—Searches for adisassembly pattern. = |

« Igle—Returns the last error code.

- logopen/.logfile/.logappend/.logclose—Commands to manage logging of output from the command win-
dow to text files.

- Jload—Loads a debugger extension.

- .cls—Clears the debugger's output window. (This command does not work in scripts because it is not part of
the DbgEng scripting language.)

- .effmach—Changes or displays the processor mode that the debugger uses. It is useful when debugging
WOW64 processes. This command is also similar to the extension command wowé64exts.sw.



Scripting with the Debugging Tools

This section illustrates important scripting features in the DbgEng that are useful for automating reverse engi-
neering and debugging tasks.
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The B‘bél‘:‘ng supports pseudo-teglsters to holci certam values. All ofI the pseudo-reglsters start imth the $
Prefixing a pseudo-register or a register with the @ sign tells the interpreter that the identifier is not a symbol,
thus no exhaustive, sometimes slow, symbol lookup will take place.

|||"

Predefined Pseudo-Registers

In this section we introduce some useful predefined pseudo-registers. They can be used in expressions or as
parameters to debugger commands or scripts. Please note that some pseudo-registers may or may not be de-
fined, depending on the debugged target.
» §csp—The current call stack pointer. This is useful because you don't have to guess if you should use esp or
Isp.
» $ip—The current instruction pointer. Similarly, a dot (.) can be used to denote the current instruction
pomtet

$p—‘rhe first value that the last d? command displayed:

0:000> dd @$ipL 1
012aa5e5 012ecl188
0:000> ? @$p
Evaluate expression: 19841416 = 012ec188
0:000> dw @$ip+2L1
012aa5e5 c188
0:000> ? @$p
Evaluate expression: 49544 = 0000¢188
0:000> db@$ip+2L1
.~ 012aa5e5 88
by | | T TR TR T
Evaluate expression: 136 = 00000088 e '
. $ra—The current return address. This is eqmvalent to pbi(@$ési:v). 1]
- $exentry—The entry point address of the first executable of the current process. This is very useful when de-
bugging a program from the beginning because DbgEng does not break on the entry point but in the kernel.
- $peb—Process Environment Block. This pseudo-register has the following type: ntdll{_PEB*.
- $proc—The EPROCESS* address of the current process in kernel mode. In user-mode it equates to $peb.
» $teb—Thread Environment Block of the current thread. It has the following type: ntdll!_TEB*.
» $thread—ETHREAD" in kernel mode. In user-mode it is same as $teb.
» $tpid—The current process id.
- $tid—The current thread id.
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- $ptrsize—The pointer size from the point of view of the debuggee. If your host OS is 64-bit and you are de-
bugging a 32-bit process, then $ptrsize=4. In kernel mode it returns the pointer size of the target machine.

- $pagesize—The number of bytes per memory page (usually 4,096).

- $dbgtime—The current time (based on the computer running the debugger).

- $bpNUM—The address associated with the breakpoint number:

0:000> bl
-+ 0e012aa597 0001 (0001) 0:"* calc!WinMainCRTStartu
| 1e012aaSab 0001 (0001) 0= cau!WmMaincmsMuj
0:000> ? @$bp0
Evaluate expression: 19572119 = 0123a597
0:000> ? @$bpl
Evaluate expression: 19572139 = 012aa5ab

« $exp—The value of the last expression evaluated:

0:000>r$t0=1+4
0:000> ? @$exp
Evaluate expression: 5 = 00000005
or
0:000> ? Esp
Evaluate expression: 1637096 = 0018fae8

0:000> ? @$exp

The first example assigns a value intoa pseudo-reglster after it was evaluated. You can see how $exp returns
the last value. The same is true for the second example, which evaluates the value of the esp register.

User-Defined Pseudo-Registers

In addition to the pre-defined pseudo-registers, DbgEng enables users to define their own set of pseudo-regis-
ters. DbgEng provides 20 user-defined pseudo-registers (UDPRs) for use and to store integer values. They are
$t0 to $t19.

The r command is used to assign values to those registers:

0:000> r $t0 = 1234
0:000> ? @$t0

e e | e S e B O T e B e o e

Because numbers can be pointers, itis possibleto store typed pointers mto those pseudo-reglsters usmg ther? =

command.

(1)

0:000> ? poi(@$ip)

Evaluate expression: 409491562 = 1868586a
(2)

0:000> r? $t0 = @@c++((unsigned long *)@$ip)
(3)

0:000> > @@c++(*@$t0)

Evaluate expression: 409491562 = 1868586a



On marker 1, we dereference and evaluate the value pointed to by $ip. On marker 2, we use r? to assigna C++
expression to $t0; the cast operator is used to return a typed pointer (of type unsigned long *) into $t0. Finally,
on marker 3 we use the C++ dereferencing operator to dereference $t0. (This would have not been possible
without having a previously typed $t0 or without preceding the expression by a cast.)

Here's another example:

0:000> r? $t0 = @@c++(@$peb->ProcessParameters->ImagePathName)
0:000>2$t0 BEEEEEEEEaaEEE EEEEEEEEEE
| Evalustéésipression: 0= 00000000 | | | | Aol | [ | | et [ (| [
0:000> ?? @$t0
struct_UNICODE_STRING
“c:\windows\syswow64\calc.exe"
+0x000 Length :0x38
+0x002 MaximumLength :0x3a
+0x004 Buffer :0x0098189¢ "c:\windows\syswow64\calc.exe"

Note that when you evaluate $t0 with ?, you get zero. When you use the C++ evaluation syntax ??, however,
you get the actual typed value.
Symbols, all kinds of pseudo-registers, or aliases can also be used in expressions.

Aliases

Analiasisa mechamsm that enables you to create eql.uvalence between a value and a symbolic name. By evalu-
ating the alias you get the value that was assigned to the alias.

The DbgEng supports three kinds of aliases:

- User-named aliases—As the name implies, these aliases are chosen by the user.

- Fixed-name aliases—There are ten of them, named $u0 .. $u9.

- Automatic aliases—These are pre-defined aliases that expand to certain values.

User-Named Aliases

This section describes how to create and manage user-defined aliases and explains how they are interpreted.

Creaquqndmanagingunrnamedm““i‘-‘;T%--i-%% EEEE. ... EEEEEC. ..

The follomng commands are used to create user-named aliases:
. as AliasName Ahas_Eqmvalence——Creates aline eqmvalence for the glven alias:
as MyAlias Im;vertarget
This will create an alias for two commands: Im and then vertarget. You can execute both commands by
invoking MyAlias.
- a8 AliasName Alias_Equivalence—Creates a phrase equivalence for the given alias. That means a semicolon

will terminate the alias equivalence (unless the equivalence was enclosed in quotes) and start a new com-
mand.

asS MyAlias Im;vertarget
aS MyAlias "Im;vertarget"



The first line will execute two things: create an alias with value Im and then execute the vertarget
command. The second line (because the equivalence is enclosed in quotes) defines the alias with value

Im;vertarget.
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- al—Lists already deﬁned 77T e T s i
«adl/q] AliasName|*—Deletes an alias by name or all aliases. The /q switch will not show error messages if the

alias name was not found.
The aS command can used to create aliases that equate to environment variables values, expressions, file con-

ents, command output, or even string contents from the debuggee's memory:
- aS /f AliasName FileName—Assigns the contents of a file to the alias:

0:000> as /f AliasName c:\temp\lines.txt

0:000> al
Alias Value
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line5
- aS /x AliasName Expression64—Assigns the 64-bit value of an expression to the alias. This is useful in many

ways, especially when assigning the value of an automatic alias to a user-named alias:

0:000>r $t0 = 0x123
0:000> as /x AliasName @$t0

0:000> al
Alias Value

AliasName' 0x123
0:000> as IncorrectAlias @$t0

0:000>al ‘
| S - o OSSN o

Note that the first as /x usage correctly assigned the value 0x123 to the alias, whereas the second as as-

signment took the literal value of @$t0 (because of the missing /x switch).
- as /e AliasName EnvVarName—Sets the AliasName alias to the value of the environment variable called

EnvVarName:

0:000> as /e CmdPath COMSPEC

0:000> al
Alias Value

CmdPath CA\Windows\svstam22\emd ave

e R o P S S S ——
R S =t |
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- as /ma AliasName Address—Sets the content of the null-terminated ASCII string pointed to by the address in
the alias:

0:000> db 0x40600C
0040600c 54 6f6f6c62617257-696e646f77 333200 ToolbarWindow32.
0:000> as /ma Str1 0x40600C
0:000> al
Alias Value

I o B 7 i 1 |5 B O [~ 1 o I O I 0
Strl]l'l‘oblbarMndowizl‘:l\‘1“\l|1.f"\i AHM _;;.i‘!!|“ |I|

dress in the ahas
- as /ms[aju] AliasName Address—Sets the contents of an ASCII_STRING (structure defined in the DDK) or
UNICODE_STRING in the alias:

(1)
0:000> dt _UNICODE_STRING
ntdll! UNICODuE_STRING
+0x000 Length :Uint2B
+0x002 MaximumLength :Uint2B
+0x004 Buffer :Ptr32 Uint2B
(2)
0:000> ?? sizeof{ UNICODE_STRING)
unsigned int 8 | |
0:000> ?? @@c++(@$peb->ProcessParameters->D1lPath)
struct _UNICODE_STRING
"C:\Windows\system32\NV"
+0x000 Length :0x2c
+0x002 MaximumLength :0x2Ze
+0x004 Buffer : 0x001f1880 "C:\Windows\system32\NV"
4)
0:000> dd @@c++(&(@$peb->ProcessParameters->DIIPath)) L2
001£1408 002e002¢c 001f1880
(s)
0:000> db001f1880 L2e
001f1880 43 003a00 5c0057 00-69 00 6e 00 64 00 6£00 C:.\Windo.
- 001£1890 770073 00 5¢00 73 00-79 00 73:00 74 00 65 00 W.s\ Syt 1 [~
" 0011840 kdoosaooazooumeobssoooodo‘ igxuv‘ BEE . e SRR Cmw gl I e s e

(G)
0:000> as /msu DllPath @@c+ +(&(@$Peb-:PmcéssPaninéters->DuPath)) |1 [
0:000> al

Alias Value

DllPath C:\Windows\system32\NV

At marker 1, we display the fields of the _UNICODE_STRING structure, and at marker 2 we display the
structure's size using the C++ evaluator. Similarly, marker 3 uses the C++ typed evaluation to dump the value
>f DllPath field. Marker 4 uses the & operator to dump the _UNICODE_STRING field contents, and marker 5
lumps the Buffer address. Finally, marker 6 uses the as command to create an alias with its contents read from
1 _UNICODE_STRING pointer.



Interpreting User-Named Aliases

User-named aliases can be interpreted using the basic syntax ${AliasName} or by simply typing the alias name.
The former should be used when the alias is embedded in a string and not surrounded by space characters:

0:000> a8 AliasName "Alias value"
0:000> .printf "The value is >${AliasName}<\n"
The value is >Alias value<

- When an alias is not defined, ahasevaluanonsyntaxrmnsuneval ted: o o e e
E Lo I R | ST REEE e IR L i i | T
~ 0:000> pnntf"'l'hevaluels >$[UnkAlusName]<\n" !
The value is >${UnkAliasName}< i 1 O
The following switches control how the aliases are interpreted:

« ${/d:AliasName}—Evaluates to 1 if the alias is defined, and 0 if the alias is not defined. This switch comes in
handy when used in a script to determine whether an alias is defined or not:

0:000> printf">${/d:AliasName} <\n"

>»1<

0:000> printf">${/d:UnkAliasName}<\n"
»0<

- ${/f:AliasName}—When this switch is used, an undefined alias will evaluate to an empty string or to the
actual value if the alias was defined:

0:000> .printf “:${/tDeﬁnedA1u.sName}<\n

>Alias value<
0:000> .printf">${/fUndefinedAliasName} <\n"

><

- ${/n:AliasName}—Evaluates to the alias name or remains unevaluated if the alias is not defined:

0:000> .printf">${/n:AliasName}<\n"
>»AliasName-<

0:000> .printf">${/n:AliasName2}<\n"
>${/n:AliasName?2}<

0:000> printf">${/n:UnkAliasName}<\n"
>${/n:UnkAliasName}<

. SEIV'.AliasName}—'l"his switch prevents any alias evaluation:

N e T | e o R e e o s e e s T 1 T B O e oy |

0:000> printf">${/v:UnkAliasName}<\n" = .
>${/v:UnkAliasName}<

After an alias is defined, it can be used in any subsequent command (as a command or a parameter toa
command):

0:000> aS my_printf.printf
0:000> al
Alias Value

my_printf = .printf



Interpreting User-Named Aliases

User-named aliases can be interpreted using the basic syntax ${AliasName} or by simply typing the alias name.
The former should be used when the alias is embedded in a string and not surrounded by space characters:
0:000> a$S AliasName "Alias value*
0:000> .printf "The value is >${AliasName}<\n"
The value is >Alias value<

’Wheh{‘aqaﬁésisnbtdéﬁhed,ahasfvaluadonﬁyptp;mmmnsuneva}u{ntgdr - ]

The value is > ${UnkAhasName}<
The following switches control how the aliases are interpreted:

« ${/d:AliasName}—Evaluates to 1 if the alias is defined, and 0 if the alias is not defined. This switch comes in
handy when used in a script to determine whether an alias is defined or not:

0:000> .printf">${/d:AliasName}<\n"

>»1<

0:000> printf">$[/d:UnkAliasName}<\n"
*>0<

- ${/f:AliasName}—When this switch is used, an undefined alias will evaluate to an empty string or to the
actual value if the alias was defined:

. 0:000> printf">${/f:DefinedAliasName} <\n"
>Alias value<

0:000> .printf "> ${/f:UndefinedAliasName} <\n"
><

- ${/n:AliasName}—Evaluates to the alias name or remains unevaluated if the alias is not defined:

0:000> .printf "> ${/n:AliasName}<\n"
>»AliasName<

0:000> .printf">${/n:AliasName2}<\n"
>${/n:AliasName2}<

0:000> printf "> $[/n:UnkAliasName} <\n"
»${/n:UnkAliasName}<

${/v.AhasName}——T}us sw1tch prevents any altas evaluatlon

..........

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘
......

>${Iv:A11asName}< LIl
0:000> printf">$[/v:UnkAliasName}<\n"
>${/v:UnkAliasName}<

After an alias is defined, it can be used in any subsequent command (as a command or a parameter to a
command):

0:000> aS my_printf .printf
0:000> al
Alias Value

my_printf  .printf



Interpreting User-Named Aliases

User-named aliases can be interpreted using the basic syntax ${AliasName} or by simply typing the alias name.
The former should be used when the alias is embedded in a string and not surrounded by space characters:
0:000> a$S AliasName "Alias value*
0:000> .printf "The value is >${AliasName}<\n"
The value is >Alias value<

’Wheh{‘aqaﬁésisnbtdéﬁhed,ahasfvaluadonﬁyptp;mmmnsuneva}u{ntgdr - ]

The value is > ${UnkAhasName}<
The following switches control how the aliases are interpreted:

« ${/d:AliasName}—Evaluates to 1 if the alias is defined, and 0 if the alias is not defined. This switch comes in
handy when used in a script to determine whether an alias is defined or not:

0:000> .printf">${/d:AliasName}<\n"

>»1<

0:000> printf">$[/d:UnkAliasName}<\n"
*>0<

- ${/f:AliasName}—When this switch is used, an undefined alias will evaluate to an empty string or to the
actual value if the alias was defined:

. 0:000> printf">${/f:DefinedAliasName} <\n"
>Alias value<

0:000> .printf "> ${/f:UndefinedAliasName} <\n"
><

- ${/n:AliasName}—Evaluates to the alias name or remains unevaluated if the alias is not defined:

0:000> .printf "> ${/n:AliasName}<\n"
>»AliasName<

0:000> .printf">${/n:AliasName2}<\n"
>${/n:AliasName2}<

0:000> printf "> $[/n:UnkAliasName} <\n"
»${/n:UnkAliasName}<

${/v.AhasName}——T}us sw1tch prevents any altas evaluatlon

..........

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘
......

>${Iv:A11asName}< LIl
0:000> printf">$[/v:UnkAliasName}<\n"
>${/v:UnkAliasName}<

After an alias is defined, it can be used in any subsequent command (as a command or a parameter to a
command):

0:000> aS my_printf .printf
0:000> al
Alias Value

my_printf  .printf



When used as acommand:

0:000> ${my_printf} "Hello world\n"

Hello world
0:000> my_printf "Hello world\n"
Hello world

Whenused asa parameter to acommand:

,,,,,,,,,,,,,,,,,,,,,,,,,,

'~ 0:000> .printf "The command to dlsplay stnngs ismy_printf\n"
The command to display strings is printf

When reassigning values to user-defined aliases, note the following:

« Using the aS command as follows produces an error:

0-:000> a$ MyVar On123; printf "v=06d", ${MyVvar}
v=Couldn't resolve error at '${MyVar}'

The reason for this error is because aliases are expanded in new blocks only. This can be remedied with the
following:

0:000> aS MyVar On123;.block { .printf "v=9%d", ${MyVar}; ]
v=123

_«The /v; switch behaves like the /n: switch when used with a8, as, and ad. The reason we mention thisisillus
trated in the following example:
0:000> aS MyVar On123;.block { aS /x MyVar ${MyVar}+1 }
0:000> al
Alias Value

onl23 ox7c
MyVar  On123

The first command creates the MyVar alias and increments its value by one; however, a new alias named

0n123 is created. That's because the MyVar alias has been replaced by its equivalent instead of being used
as an alias name.

What you instead need to do islet the aS oommand lcnow that MyVar is the alias name, and its value

mand shouldbe used. ERF L e

" 0:000> aS MyVar 123; block { aS /x ${/v:MyVar} ${MyVar}+1 J;al
Alias Value

MyVar  Ox124

Notice that now, when ${/v:MyVar} is used in conjunction with a8, it evaluates to the alias name (like the $
{/n:AliasName} would).

Fixed-Name Aliases
As mentioned earlier, there are 10 fixed-name aliases named $u0 through $u9. While the fixed-name aliases



look like registers or pseudo-registers, they are not. To assign values to them, use the r command followed by §$.
and the alias name, like this:

(1)
0:000> r $.u0 = .printf
(2)
0:000> r $.ul = 0x123

Hello world

(5)

0:000> $u0"$u2, ul=%x", $ul
Hello world, ul=123

Marker 1 aliases $u0 to the .printf command. Note the §. prefix and that the .printf command is purposely
not enclosed with quotes in the equivalence. Marker 2 defines $ul with a numeric value, and marker 3 defines
$u2 with a string value. Marker 4 uses $u0 as an equivalent to the .printf command and prints $u2, which is
enclosed in quotes and resolves to "Hello world." Finally, marker 5 prints the value $ul in a similar fashion to
marT 4

[ Lo i e gk i ) VRl BT ' T | SSTT T T S S et o et Sl B [ ¥ e e B BT EETS

Fixed-name alias replacement has a higher precedence than user-named aliases.

Automatic Aliases

The DbgEng defines a few aliases when the debugging session starts. The automatic aliases are similar to the
pre-defined pseudo-registers except that they can also be used with the ${} syntax (like user-named aliases).
The following registers are defined:

FE  BRRREC L RRRRRRSh s TR oL SRERRRSC  cRRARRCC::
- $ntsym
- $CurrentDumpFile
» $CurrentDumpPath
- $CurrentDumpArchiveFile
- $CurrentDumpArchivePath
To illustrate this, the following invokes the cdb command-line debugger with the -z switch to open a crash
dump file, and uses -cf script.wds to execute a series of commands from a text file:

c:\Tools\dbg>cdb -cf av.wds -z m:\xp_kmem.dmp

The contents of the script file is as follows:



.printf “Script started\n"

Jogopen @"${$CurrentDumpFile}.log"
tanalyze -v

Jogclose

.printf "Script finished, quitting\n"

q

........................
= o1

_.lPr_in_tas_tartupmessage?W AM!!?E'M‘_?'T'M* B C sl B R o

2. Open a log file that has the name of the current crash dump file with .log appended to it. Note how you
expand to automatic alias with the ${} syntax.

3. Issue the lanalyze -v command.
4. Close the log file, print a quit message, and exit the debugger with the q command.

Language

In this section, we discuss the scripting language, tokens, and commands.

Comments
Use the $$ command to specify comments. For instance:

$$ This is a comment
$$ This is another comment

To use more than one comment on a line with multiple statements, use the semicolon character to terminate
the comment:
reax = 0; $§ clear EAX ; r ebx = ebx + 1; $$ increment EBX;
.~ The; te.;nsk (*)canalsobe used to create commentﬁ however, the ent{m{: line after the astensk mll belgnomd |
eventfasenucolondelumterlsused. T LAt | | | | . PR =
reax=0;*clearEAX;rebx=ebx+1;
The preceding command will just clear EAX; it won't increment EBX by one.

There is a slight difference between the $$ comment specifier and the .echo command. The .echo command
displays the line instead of just ignoring it.

Characters and Strings

Characters are specified when enclosed in single quotes:

0:000> @dvalloc 1
0:000> eh @$t0'a' 'h' ‘e’ 'd' 'f* o’



0:000> db @$tOL 6
02250000 61 62 63 64 66 67

Strings are specified with double quotes:

0:000> ea @$t0 "Practical reverse engineering";

0:000> db @$t0 L20

02250000 507261637469 6361-6c20726576657273 Practical revers

022501010 65 2065 6e67696e65-65 72696F?ZOOOOOO emmg i ; % M T l | | =

the correct result:

(1)

0:000> .printf "c:\\tools\\dbg\\windbg.exe\n"
c:\tools\dbg\windbg.exe

(2)

0:000> .printf "a\tb\tc\n1\t2\t3\n"

al bl

17121 (3

The first command escaped the backslash with the escape character. The second example uses the horizontal
tab escape sequence (\t).

The DbgEng allows the use of raw strings; such strings will be interpreted literally without taking into con- .
sideration the escape sequence. To specify a literal string, precede the string with the at sign (@):

(1)

0:000> .printf @"c:\tools\dbg\windbg.exe\n";.printf "\n";

c:\tools\dbg\windbg.exe\n

()

0:000> .printf @"a\tb\tc\n1\t2\t3\n"

a\tb\tc\n1\t2\t3\n

Notice how the escape sequences remained as specified without being interpreted. Similarly, if you have a

user-named alias that was created from memory contents and you want to evaluate it literally, also prefix the $

,,,,,,,,,, 1 o 1 o O
' 0:000> aS /mu STR 0x3cba030

0:000> al

Alias Value

STR C:\Temp\file.txt
(2

0:000> .printf "${STR}\n";
C:Tempfile.txt

(3)



0:000> .printf @"${STR}";.printf "\n";
C:\Temp\file.txt
Marker 1 creates a user-named alias from the zero-terminated Unicode string at the specified memory ad-

dress and displays the list of aliases. Marker 2 prints the alias value. (Notice that the output is not as intended.)
At marker 3, after prefixing the string with @, the output is correct.

 Ablock can be created via the block command followed by opening and closing curly braces ((}): | | |

$$ Inside ablock...
.block
{
$$ Nested block ...
}
}

When a user-named alias is created in a script, its value won't be evaluated/interpreted as intended unless a
new block is created:

as MyAlias (@eax + @edx)
- block" ettt b
{
$$ Inside ablock ...
.printf "The value of my alias is %X\n", ${MyAlias}
}

Conditional Statements

The .if, .elsif, and .else command tokens are used to write conditional statements.
The usage of .if and .elsif is similar to other languages where they take a condition. The condition can be any
expression that evaluates to zero (treated as false) or a non-zero value (treated as true):
BEE. . - BRERRESL JREERBE: 5. iS5BSc ... BSBESC - GEREENEC..
if(@$t0==1)
.printf "one\n";
}
elsif @$t0==2
{
printf "two\n";
}
elsif (@$t0==3)
{



Jprintf "three\n";

}
.else
{
Jprintf "unknown\n";
}

R e, e e g i e s o B e e T L S

All the built-in repetition structures and conditional statements require the use of the curly braces ({ and })
and thus create a block, which results in the proper evaluation of aliases:
aS MyAlias (@eax + @edx)
Jf(1)
{
$$ Inside a block ...
Jprintf "The value of my alias is %X\n", ${MyAlias}
}
You can also compare strings with .if using a few different methods:

ESTESS T T ST R R D) G St Gt B [

if'${my_alias}'=='value'
{

.printf "equal\n";
}

.else

{
.printf “not equalf\n*;

}

$$ By using the MASM operator scmp (or sicmp):

Jif $scmp("${my_alias}", "value”)
i o o A i e £ | e 1 2 3 s
BEE A I el R O | S e DR =

$$ By usmg the MASM ﬁperator spat:
Jif $spat("${my_alias}", "value")

{

Jprintf "equal\n";
}
else

{



printf "not equal'\n";
}

The DbgEng also provides the j command, which can be compared to C's ternary operator ( cond ? true-expr:
false-expr), except that it runs commands instead of returning expressions:

j Expression ['JCommand-True[] ; ['|Command-False[']

The followingisa very simple example with one command being executed in both cases (true or false)

0:0005 K $e0=-1| | | | {11 R e 10 . o e 0 e

0:000> j (@$t0 < 0) r $t0 = @$t0-1 ; x $to = @$t0+1
0:000> ? $t0

Evaluate expression: -2 = fffffffe
The single quotes are optional in most cases; specify them if more than one command is to be executed:

0:000>r $t0 =2

0:000> j (@$t0 < 0) T $t0 = @$t0-1;.echo Negative value';
'r $t0 = @$t0+1;.echo Positive value'

Positive value

0:000> ? $t0

Evaluate expression: 3 = 00000003

It is common to use the j command as pa.rt of breakpoint commands to form conditional breakpoints

......

should be executed when the expression evaluates to True) only when the return address matches a certain
value:

0:000> bp user32!MessageBoxA "j (@$ra=0x401058) ";'gc;™

0:000>g

user32!MessageBoxA:

756e22¢2 8bff mov ediedi
0:000> ? $ra

Evaluate expression: 4198488 = 00401058

The next example suspends the debugger whenever the GetLastError function is mlled and it returns AC-
CESS.DE{N}ED(vaIueS) H'HJL 1

0:014> bp kemelbase!GetLastError "g @$rajj @eax==5 ";'ge"
0:014> g
uxtheme!ThemePreWndProc+0xd8:
00007f8'484915e8 33¢c9 XOor ecx,ecx
0:000> igle
LastErrorValue: (Win32) 0x5 (5) - Access is denied.
LastStatusValue: (NTSTATUS) 0xc0000034 - Object Name not found.
This is not the optimal way to achieve that. The public symbols of NTDLL, when loaded, expose a symbol

called g_dwLastErrorToBreakOn. Editing this value in memory and passing the desired error value to break on
is the better approach:



00007{f8'484915e8 33¢9 XOr ecx,ecx

0:000> Igle

LastErrorValue: (Win32) 0x5 (5) - Access is denied.

LastStatusValue: (NTSTATUS) 0xc0000034 - Object Name not found.

This is not the optimal way to achieve that. The public symbols of NTDLL, when loaded, expose a symbol
called g_dwLastErrorToBreakOn. Editing this value in memory and passing the desired error value to break o

B . 0 e e 0 R 5
0:000> ep ntd]llg_deastErrorToBreakOn 5
- 0:000>g
(2a0.2228): Break instruction exception - code 80000003 (first chance)
ntdll!RtlSetLastWin32Error+0x21:
00007{f8'4c444df1 cc int 3
0:000> igle

LastErrorValue: (Win32) 0 (0) - The operation completed successfully.
LastStatusValue: (NTSTATUS) 0xc0000034 - Object Name not found.

Script Errors

If an error is encountered when a debugger script is executing, then the entire script will be aborted after the
- error message is displayed. Consider a script file with the following contents: e :

.printf "Script started\n";
invalid command;
.printf "Script ending\n";
When this script is executed, it will produce an error:

Script started
Script started
A Syntax error in'.printf "Script started

' 7
'l'o t the su'ipt from abortmg, you can IilsL the .catch com[.manci token:

~.printf "Script started\n";
Lcatch
{
invalid command;
.printf "!! will not be reached !\n";
}
.printf "After catch\n";

The error will cause the script to break out of the .catch block and display the error, but continue executing
the script after that block:



printf "not equal’\n";
}

The DbgEng also provides the j command, which can be compared to C's ternary operator ( cond ? true-expr:
false-expr), except that it runs commands instead of returning expressions:

j Expression ['][Command-True['] ; ['[Command-False[]

The following is a very simple example with one command being executed in both cases (true or false):

B IESRER- L BMREBE- sy iSBSEE-i. SEEEWES-. . EWEERE-s.
0000>)(@$t0<0)r$t0 @$t0-1 r$to @¢w+1
0:000> ? $t0 '

Evaluate expression: -2 = ffffffe

The single quotes are optional in most cases; specify them if more than one command is to be executed:

0:000>r $t0 = 2

0:000> j (@$t0 < 0) T $t0 = @$t0-1;.echo Negative value';
't $t0 = @$t0+1;.echo Positive value'

Positive value

0:000> ? $t0

Evaluate expression: 3 = 00000003

It is common to use the j command as part of breakpoint commands to form conditional bree.kpoints

|||||||||||

should be executed when the expression evaluates to True) only when the return address matches a certain
value:

0:000> bp user32!MessageBoxA *j (@$ra=0x401058) ";'gc;"

0:000> g

user32!MessageBoxA:

756e22c2 8bff mov ediedi
0:000> ? $ra

Evaluate expression: 4198488 = 00401058
The next example suspends the debugger whenever the GetLastError function is called and it returns AC-

.....................................

o2 o o o i I 0

0:014> bp kernelbase!GetLastError "g @$rajj @eax==5 ";'gc™
0:014>g
uxtheme!ThemePreWndProc+0xd8:
00007f8'484915e8 33c9 XOr ecx,ecx
0:000> lgle
LastErrorValue: (Win32) 0x5 (5) - Access is denied.
LastStatusValue: (NTSTATUS) 0xc0000034 - Object Name not found.
This is not the optimal way to achieve that. The public symbols of NTDLL, when loaded, expose a symbol

called g_dwLastErrorToBreakOn. Editing this value in memory and passing the desired error value to break on
is the better abpvroach:



0:000> ep ntdll!g dwLastErrorToBreakOn 5

0:000> g

(2a0.2228): Break instruction exception - code 80000003 (first chance)

ntdlliRtlSetLastWin32Error+0x21:

00007{f8'4c444df1 cc int 3

0:000> !gle
- LastErrorValue: (Win32) 0 (0) - The operation completed successfully. e o e e o e
_ LastStatusValue: (NTSTATUS)Oxmomoytéﬂ,ectumenotfodﬁhf SRR e DEEEEL o

-Script Errors

If an error is encountered when a debugger script is executing, then the entire script will be aborted after the
error message is displayed. Consider a script file with the following contents:

printf "Script started\n";
invalid command;
.Jprintf "Script ending\n";
When this script is executed, it will produce an error:

Script started
Script started
- A'Syntax error in'.printf"Script started - - - | ¢
0:000>
To prevent the script from aborting, you can use the .catch command token:

.printf "Script started\n";
.catch
{
invalid command;
printf ™! will not be reached I'\n";
}
AN R TR TR TR TR
The error will cause the scnpt to break out of the catch block and d.lsplay the error, but contmue executmg
‘the scnpt after that block:

Script started
A Syntaxerror in'; invalid command;'
After catch

When inside a .catch block, one can explicitly exit it with the .leave command token.
Interestingly, .leave can be used to emulate a “break,” like in a loop:

r $t0=0;
.catch



Script started
A Syntax errorin'; invalid command;’
After catch
When inside a .catch block, one can explicitly exit it with the .leave command token.
Interestingly, Jeave can be used to emulate a “break,” like in a loop:

if (by(@$ip) == 0xb9)
{
.printf "found MOV ECX, ...\n";
r $t0 = dwo(@$ip+1);
Jeave;
}
elsif (by(@$1ip) == 0xb8)
{
.printf "found MOV EAX, ...\n";

r$to= dw0(@$1p+l),

$$ do some other analysis ...

.printf "Could not find the right opcode\n";

$$ do more stuff...
}
$$ Reached after the catch block is over, an error has
$$ occurred or a .leave is used

Repetition Structures
?The DbgEng supports four repetmon structures, which are descnbed inthe following sections. =~~~

Thebreak command can be used to break out o aioj:)p Similarly, the dontinue command cat Be hsed to go | ' ¥

t]!n mavt itarakiAan 'A“I-l‘ v tha annnnn-lahnn ramakitiAan cbviiadiva

The for Loop
The .for command token has the following syntax:
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Script started
A Syntaxerrorin’; invalid command;'
After catch
When inside a .catch block, one can explicitly exit it with the .leave command token.
Interestingly, .leave can be used to emulate a “break,” like in a loop:

R e s e e g i e s o B e e T L S

if (by(@$ip) == 0xb9)
{
printf "found MOV ECX, ...\n";
r $t0 = dwo(@$ip+1);
Jeave;
}
elsif (by(@$ip) == 0xb8)
{
printf "found MOV EAX, ...\n"
r $t0 = dwo(@$ip+1);
Jeave;
$$ do some other analysis ...
.printf "Could not find the right opcode\n";
$$ do more stuff...
}
$$ Reached after the catch block is over, an error has
$$ occurred or a .leave is used

Repetition Structures

The DbgEng supports four repetition structures, which are described in the following sections.

3 The bxeakcommand can be used to break out of alozp Similarly, theﬁcontmue command canbeusedtogo
jtothelnéxhterahonmthmtheén&:apsulaﬂngrebéu Akt 190 e T I e o 2

The for Loop
The .for command token has the following syntax:

.for (InitialCommand ; Condition ; IncrementCommands) { Commands }



+0x006 ExtendedOffset :Uint2B
The script is as follows:

for (r $t0=0; 1;r $t0=@$t0+1)
{
$$ Take a typed pointer to the next IDT entry
. 12 §t1 - @@c++((LKIDTENTRY *)@idtr) + @$t0); ===2 EEEEEE=RSE
B0 1y 7 v MR . e e I o I . o e
_if(@@c++(@$t1->Selector) ==0) = | A
{
$$ Break out
.break;

|

$$ Resolve the full address

r $t2 = @@c++((long)(((unsigned long)@$t1->ExtendedOffset « 0x10) +
(unsigned long)@$t1->Offset));

printf*IDT[%02x] @ %p\n", @$t0, @$t2

$$ .printf "IDT[%02x] @ %p\n", @$t2

Some important aspects of the script to note:

» The for loop's condition is set to 1 so it loops indefinitely. We will break out conditionally from inside the
loop's body with the .break command.
» The r? is used to assign a typed value to $t1.
» The pseudo-register $t1 is a pointer to _KIDTENTRY. When $t0 is added to it, this will advance to the appro-
priate memory location (taking into consideration the size of _KIDTENTRY).
» You determine the end of the IDT entries by examining the Selector field and breaking out of the loop
accordingly.
» The full base address of the IDT handler is computed by combining the ExtendedOffset and Offset fields.
» You cast $t2 to long so that it is properly sign extended (as pseudo-registers are always 64-bit values).
Dlaplaytheremlt. '1_” |'||l(
~ Ifyou ﬁnd using pseudo-regtsters like $t0 as a for loop counter a bit'unusual and 1nstead want touse a name
" like i, j, or k, for example, then createa user-named alias called i that is equivalent to @3to: ot

asi@$to;
.block
{
for (r ${i} = 1; ${i} <= 5;r ${i} = ${i}+1)
{
printf "i=%d\n", ${i}
|



The while Loop

The while loop is a simplified form of a for loop that has neither an initial command nor an increment
command:

while (Condition) { Commands }

Depending on the condition expression, the while loop's body may not execute at all. Here's a sample script
that traces 200 instructions in a newly started process:

...............................

| [#% Gotoentry point (skip NT processinitalization) | |11 0
pnntf "Going to entry pomt\n" =
g @$exentry; i
.printf "Started tracing...\n";
$$ Reset the counter
r $t0 =0;
while (@$t0 <= 0n200)
{
printf "ip -> %p; ntrace=%d\n", @$ip, @$t0;
r$t0=@$t0 + 1;
tr;
}
printf “Condition satlsﬁed\n“, ‘
‘u@$ipLl; o e 1 N

Note that this is not the ideal way to do conditional tracing. The t and j commands used together are a better
approach.

The do-while Loop
The do-while loop has the following syntax:
.do { Commands } (Condition)
Unlike the while loop, the do loop's body will execute at least once before the condition is evaluated:

e o s s a = S e e oy |
|

{_ petRgl |
.printf “Found MOV EAX, ...\n";
.break;

}

$$ do other things

$5.

$5 ...
1(0);
.printf "Continue doing something else...\n";



The DbgEng also provides the zcommand to execute commands while a certain condition holds true:

Command [ Command ; [Command ...;] |; z( Expression )
In the following example, $t0 is used as a counter to trace five (5) branching instructions:

0:000> r $t0=1
0:000> th;r $t0=@$t0 + 1;z (@$t0 <= 5);

_ redo[1]thir $t0-@$t0 + 1;2(@$t0<=5) . . e o
[reda il thr $t0-@$t0 T3 Z(@$t0 <= 53 T T 1E et L L T
redo[1] thir $t0-@$t0 + 1;2(@$t0 <=5); L.
redo [1]th;r $t0=-@$t0 + 1; z(@$t0 <= 5);
0:000> ? @$t0
Evaluate expression: 6 = 00000006
As in the preceding example, one or more commands can be specified to the left of the zcommand.

The foreach Loop

The foreach loop is very useful and can be used to enumerate tokens read from a file, from the output of a com-
mand or from a user-provided string.
Two common options can be passed (separately or together) as first parameters to the .foreach command
token:
-« /pS ExpressionValue—Initial number of tokens to skip when the loop starts. This is equivalent to initializing
the counter to a non-zero value in a for loop.
- /ps ExpressionValue—The number of tokens to skip after each iteration. This is equivalent to the for loop
increment part where the programmer can specify the counter increment value.

Tokenizing from a String
The general syntax is as follows:

foreach [Options] /s (TokenVariableName "InString” ) { OutCommands }

For example, assume you are looking for *CreateFile*-related symbols in the following three modules: ntdll,
kernelbase, and kernel32. This is one way to do it:

fo;eachls(token"ntdlllwmelﬂkemelbqsg’}{pt#{tokan]"CreqtgFﬂq,} e | , | |

In the next example, suppose you want to toleemze the contents of a gwen ASCII stnng inmemory: | | |

aS /mu STR 0x8905e8
r$t0=0;
.block

{
foreach /s (token "${STR}")

{
printf "token_i=%d, token_val=${token}\n", @$t0;
ré$t0=@$t0+ 1;



}
}

The ${} is used to evaluate the token variable's value. This is only necessary only if the token is not sur-
rounded by the space character at the time of evaluation. The .block was used in order to cause the alias STR tc
be evaluated.

;TokeumngfromtheOutputofaComde = EEm e R

‘The general syntax is as follows: Ll
- foreach [Options] ( Variable { InCommands DA OutCommands ] =
This use of .foreach is the most common because it enables extracting information from a command's outpu
and using it in your script.
For the sake of demonstration, imagine a script that needs to allocate memory in the process space of the

debuggee and then uses that memory to read a file's contents to it.
First, examine the output of the memory allocation command .dvalloc:

0:000> .dvalloc 0n4096
Allocated 1000 bytes starting at 00620000

The output can be tokenized into six tokens; thus, the foreach loop should use the /pS ﬂag to skip the first five

0:000> .foreach /pS 5 (tolten {.dvalloc 0x1000}) fr $t0 = $[token} ; .break; }

0:000> ? @$t0
Evaluate expression: 8323072 = 007f0000

The full script becomes the following:

$$ Set the image file name
aS fileName @"c:\temp\shellcode.bin"
«catch

{

e e b e 3 e

| iri$to= 0n880,,?”1“-\ R ), I e o o N e s
~foreach /pS 5 (token {.dvalloc @$t0;}) | B
{
r $t1 = token;
.break;
}
$$ Read the file
readmem "${fileName}" @$t1 L@$t0;
Jprintf"Loaded ${fileName} @ %p\n", @$t1




The next example parses the output of Im1m (which, by design, returns simplified output for use with .fore-

ach):

0:000>Im1m

image00400000

SHCORE

KERNEL32
mmaz ‘
The foreach loop should look like this:

0:000> .foreach (modulename { Im1m; }) { .printf *"Module name: modulename \n";}

Tokenizing from a File
The general syntax is as follows:

foreach [Options] /f ( Variable "InFile") { OutCommands }
Assume a file called lines.txt with the following contents:
Thisisline 1
This isline 2 2 i e e S
This is line 3
It will be tokenized as follows:
0:000> .foreach /f (line "c:\\temp\\lines.txt") { .printf ">${line}<\n"}
>This<
>is<
>line<
>1<
>This<

>js<

Extension-Provided foreach Loops

There are a few other foreach commands provided by extensions that are not part of the scripting language.

These foreach commands are implemented inside various DbgEng extensions:
« ifor_each_frame—Executes a command for each frame in the stack of the current thread



- Ifor_each_function—Executes a command for each function in a given module that matches the search
pattern

- Ifor_each_local—Executes a command for each local variable in the current frame

- Ifor_each_module—Executes a command for each loaded module

- Ifor_each_process—Executes a command for each process (this extension works in kernel debugging only)

- Ifor_each_thread—Executes a command for each thread (kernel debugging only)

5 o s T o O 5 e P I o 0 e O

Each of those extension commands exposes special variables to the command they execute. Please refer to
the debugger manual to learn what variables are exposed for each specific extension command.
The following example lists all modules and displays some information about them:

ifor_each_module .printf /D "%16p %16p: ${@#ModuleName}
@<link cmd=\"u %p\">%p</link>\n", ${@#Base},${@#End},
$iment(0x${@#Base}), $iment(0x${@#Base})
400000 408000: image00400000 @00406800
74b70000 = 74c78000: gdi32 @74b7afc5
75130000  75270000: KERNEL32 @7514a5cf
755d0000 | 75656000: comctl32 @755d1el5 | | 1 T 5 ) D e i O 8 |2
75670000 @ 757bf000: user32 @75685422
759b0000  76b28000: shell32 @759b108d
76c00000  76cbe000: msvert @76c0a%ed
76fa0000  77017000: ADVAPI32 @76fal005
The entry point was computed with the $iment() operator. Also, the Debugger Markup Language (DML) was
used to make the entry point clickable. When clicked it will unassemble the instructions at the entry point.
The next example scans for all functions in ntdll that contain the File substring

in their name:

Ifor_each_function -m:ntdll -p:*File* -c:.echo @#SymbolName

N e e | g = = e R e e o B O e Sy o e B e e e e e

Script Files

Various commands can be used to instruct the DbgEng to run scripts. These commands are split into two main
categories:
- Commands that open the script file, replace all new lines with a semicolon (the command separator), and

concatenate the whole contents into a single command block. These commands have the following form:
‘ b



- Commands that open the script file and interpret each line separately. These commands have the following

form: $<.

The former is very handy when using a debugger command that accepts other commands as its arguments.
For example, the bp command takes a breakpoint action, which can be a simple command or a command that
runs a script file (that contains various commands inside of it).

The latter interprets the contents of the script file line by line; each line could contain various commands
separated by a semicolon. Each command executed will also be echoed in the debugger output.

Some deb commands interpret the whole He, d}sregarding wi | t?ere is a semicolon () or not. This | e
means that using the $> <-related commands will not work for such scﬁp . Consider the followmg example ‘ ans
script: - : | 5 i _ _

r eax;r ebx

r $.u0 = This isjust aline
Jprintf "$u0"

recx;r edx

Running this script with $>< does not work as intended:

0:000> $><test.wds

€ax=00000000

ebx=00000000

0:000> 2 $uo

Couldn't resolve error at 'This is just a line;.printf ™;r ecx;r edx'
Conversely, running this particular script with $< works just fine:

0:000> $<test.wds

0:000> r eax;r ebx

eax=00000000

ebx=00000000

0:000> r $.u0 = Thisisjust aline
0:000> .printf"$u0"

This is just a line0:000> r ecx;r edx
ecx=f7fc0000

et nacadBARREauuaNRRNRNE R SAREES s SENANNE SuuaRNRNNEE R
The reason for this behavior is that when assigning a value to a fixed-name a.has senucolons will also be part =
of the assignment. This explains why in the first output, the script seems to have been suddenly stopped;it's
because $>< will concatenate all lines and separate them with a semicolon.
For the same reason, if you use a command that creates blocks and the curly braces ({ and }) are used on sepa-

rate lines in the script file, $ < will not work properly:

if(1==2)
{

.printf "No way!\n";
}

else



printf "That's what I thought";
}

When executed, the preceding returns the following error:

(1)

e s o A, e e g e, o e e B B S e e

lowoos b a=zy 11| [ i ]

|| Asyntaxerrorin' lf(l == 2)'
0:000> {
A Syntax error in'{'
0:000> .printf"No way!";
No way!0:000> }
A Syntax error in '}’
0:000> .else
A Syntax error in '.else’
0:000> {
A Syntax error in'{'
0:000>  .printf"That's what I thought";
That's what I thought0:000> }
1 Syntax error in '}'
(2)
0:000> $><p:\book\scripts\t_blocktest.wds
That's what I thought

Torun a scnpt ﬂle wn:h its contents concatenated intoa sxngle command block use $> <or $$ ><:

..........

: ‘“*Path to\the_ script#:ds reax,al bl; " ] H

S CTT T S e e a Gaa e

=============

‘‘‘‘‘‘‘‘‘

Because $$>< is used, the semicolon allows the subsequent commands to be executed.

Passing Arguments to Script Files

It is possible to pass arguments to scripts using the $$>a< command:

$$>a<path_to\the_script.wds argl arg2 ...

The arguments can then be accessed in the script via the $argN aliases. The alias $arg0 contains the script

name (as in C's argv({0]).

If you pass UDPRs as arguments, then they will not be expanded or evaluated before being passed to the

script. This is a tricky situation and can lead to various unexpected behaviors. For example, suppose you call a



script like this:
$$>a<script.wds @$t1 @$t2

The preceding script will be passed the values @$t1 and @$t2 as ${$arg1} and ${$arg2}, respectively. To solve
this problem, assign the pseudo-registers to a user-named alias and then call the script from a .block. This will

guarantee expansion of the alias values before they are passed to the script:

o R S S e o g i e s o B e e T L S

0, A3 O e s
{
$$>a<script.wds ${vall} ${val2}

}

ad /qvall

ad /qval2

To check whether an argument is present, use the .if" with "${/d:...}:

.catch

{
if ${/d:$arg1} == O or ${/d:$arg2} ==
{

.leave;

]

r $t0 = ${$arg1});

if $vvalid($t0, 1) ==

{
.printf "Invalid memory address specified\n";
Jeave;

}

r$t1 = @$t0 + ${$arg2}- 1;

ot pqnpj-sumnﬁng memory bytes from %x 'fo mx\n. $to @#1
for (l' $t3 = 0,@$t0 <= @$u ;I -$t0 = @$tl +1) ,,,,,,,,

{
r $t3 = @$t3 + by(@$t1);

}
.printf "The result is %x\n", @$t3;

}
We used a few tricks worthy of a brief explanation:

- .catch and .leave were used to simulate a function start and “return” like behavior.
- .if and ${/d:$arg1} were used to check if the first argument was defined. Because we did not explicitly switch

the evaluator syntax, the scripting engine will evaluate using MASM; thus the operators used should all be



valid in MASM syntax. Enclosing an expression with @@c+ +(expression) will evaluate the expression using

C++ syntax.

- The $vvalid() operator is used to check if the passed memory address is valid.
- The .for command token is used to loop through the memory contents, and each byte at that location is

dereferenced using MASM's by() operator.

In the following output, the script is passed various arguments:

f(1),‘,.. R e e |

:00004“5a<scnptwds i EEMEE .
- Usage: script.wds memory-addresslen =
(2)
0:000> $$>a<script.wds Oxbadfood
Invalid memory address specified
(3)
0:000> $$>a<script.wds @eip 2

Summing memory bytes from 76f83bc5 to 76£f83bcé

The result is eb

by S

At marker 1, the script is executed without any arguments and it successfully showed its arguments. At
marker 2, the script is passed an invalid memory address. Finally, at marker 3, the script is called correctly and

the sum of the bvtes is returned.

Using Scripts Like Functions

.......

There is no way to define functions in the DbgEng's scripting language. However, it is possible to use various

script files as if they were functions. A script can call itself recursively or call another script with another set of

arguments, and those arguments will be different in the context of each script.

UDPRs are very handy when wntm,g ascript. When a

ipt calls another script, those UDPRs w1ll becommon

to all scrq'.)ts and thus cannot be used excluswely inside each scnpt without cﬁsmptmg the state of the other 7
caller scripts, unless of course they are saved and restored by the script in its entry and exit points. b

With tnat 1n mina, 1t 1s 1mportant to aevise a mecnanism that allows Us To easlly anda Seamilessly, ana witnh as
little repetition as possible, save/restore certain UDPRs anytime a script is going to call another.



The @call Script File Alias

In the previous section we outlined the necessity of having a way to save/restore UDRPs. For that reason, we
devised two simple scripts that do just that. This section illustrates both the init.wds and calL.wds scripts and
explains how they work.

The init.wds script is used to set up the scripting environment and create the short aliases to act like function
names:

e 0 o e O . 0 T v 0 o I

aS ${/v:SCRIPT_PATH} @"p:\book\scripts";

block

{
$$ Ccallable scripts (using @call) (3)
as ${/v:#sigma} @"${SCRIPT_PATH}\sigma";
aS ${/v:#pi}]  @"${SCRIPT_PATH}\pi";
$$ Script call aliases (4)
as ${/v:@dvalloc} @"$$>a<${SCRIPT_PATH}\dvalloc.wds";
aS ${/v:@call} @'$$>a<${SCRIPT_PATH]}\call.wds";

r $t19 = 0;(5)

r $t18 = 1;(6)

The init.wds script devises two user-named alias naming conventions:

- Names prefixed with @ denote aliases to the $$>a< command (run a script with arguments). Normally those
are scripts that are self-sufficient. (They do not need to preserve UDPRs and do not necessarily call them-
selves or other scripts.)

- Names prefixed with # designate an alias that can be called with the @call alias. Those scripts can be recur-
sive and can safely assume that all the UDPRs other than those designated as return values will be saved/re-
stored before/after a script is called/returns.

Marker 1 deletes allprevmusly defined aliases. At marker 2, the script's’ base pathis defined. (Note theuseof
@ to speckfir a literal string.) At marker 3, we defiﬂeltv{vo uber-himel Miase prefixed with # defined. These %
callable via the @call alias and evaluate to the full script path without the .wds extension. (The call script will
append the extension.) For the sake of demonstration, two callable scripts are defined: sigma and pi. At marker
4, we define two user-named aliases prefixed with @. These aliases simply resolve to $$>a< followed by the
full script path. The @call alias is what makes calling scripts as a function possible. The @dvalloc is a wrapper
around the .dvalloc command. Marker 5 defines the $t19 UDPR, which is used internally by call.wds script to
remember the script calls nesting level. The nesting level is used to form an alias that will save all UDPRs per
nest level. At marker 6, we define UDPR $t18, which is used internally by call.wds to determine how many
UDPRs starting from $t0 should be skipped while restoring the saved UDPRs after a script call (more on that in
the following explanation).

Here is the call.wds script:



. /q ${/v:_tn_} (1)
itch

if ${/d:$argl} == 0(2)
{
-printf “No script to call specified"”;

O . o o o e g i e s o B e e T L S

$$ Compute the saved reglsters ahas hame of the prevmus call =
as /x ${/v:_tn_} @$t19;(3) & | ]
.block
{
$$ Delete the saved registers alias name of the previous run
ad /q_sr_${ tn_};
1
r $t19 = @$t19 + 1; $§ Increment the nesting level (4)
$$ Compute the saved registers alias name for the current run
as /x ${/v:_tn_} @$t19;(5)
$$ save all pseudo-registers
.block
{(6) : ' i i v o i
asS jcl sr $f tn 1=r $t0 $t1,$t2 $t3,$t4 $t5 $t6,$t7 $t8 $t9,
10,$t11,$t12,$t13,$t14,$t15,$t16,$t177;
1
$$ Call the script
.catch
{(7)
$$>a<"${$argll.wds" ${/f:$arg2} ${/f:$arg3} ${/f:$argd}
/f:$arg5} ${/f:$arg6} ${/f:$arg7} ${/f:$arg8} ${/f:$arg9} ${/f:$arg10}
/f:$arg11} ${/f:$argl2} ${/f:$argl3} ${/f:$arg14} ${/f:$argl 5}
/f:$arg16} 3{/f $31'81 7} ${/f $31'813} ${/f:$argl9} ${/f:$arg20};

} ‘,:Ar=!,<..'.“.‘,f.‘l‘-
"111: §'}'"Jl' I.

$$ Res‘&:ore the reglsters after calhng
“block :

{

(8)

$$ Compute the saved registers alias name

as /x ${/v:_tn_} @$t19;

.block

{
$$ Restore all registers except the first ones that
$$ are due to return a value



#pi "p:\book\scripts\pi"

#sigma "p:\book\scripts\sigma"

#test "p:\book\scripts\test"

@call $$>a<"p:\book\scripts\call.wds"
@dvalloc  $$>a<"p:\book\scripts\dvalloc.wds"
SCRIPT_PATH p:\book\scripts

Another ‘P""y to do‘that ts to n’m WinDbg (or cdt1) *\nth the = comrrra.pd—hne swn:ch—

£ \dbg\wmdhg exe-c"ad /q ,$$> <p: \book\scnpts\nut.wds al;" p:\test.exe L
‘You can now tell that you ‘have two aliases for @ca]] and @dvalloc that are scnpts that do not mqume auto—
matic save/restore of UDPRs, and three other scripts that rely on @call to automatically save/restore UDPRs,
and they act like “functions.”
The sigma.wds script takes two numeric parameters and returns the sum of terms between the first and sec
ond argument, returning the result in $tO:

for (r $t0=0, $t1=-${$arg1}, $t2=${$arg2}; @$t1 <= @$t2;r $t1 = @$t1 + 1)
{

il | |- 3} |

r $t0 = @$t0 + @$t1;
}

To execute sigma.wds, use @call #sigma start_num end_num, as follows:

||||||||||||

The result is 10
Similarly, the script pi.wds returns the multiplication result of the terms between the first and second
argument:

for (r $t0=1, $t1=${$argl}, $t2=${$arg2}; @$t1 <= @$t2;r $t1 = @$t1 + 1)
{
r $t0 = @$t0" @$t1;
}
The dvalloc.wds script is a wrapper around the .dvalloc command. When @dvalloc is called, the result is re-
turned in $t0 so it can be used in scripts:

catCh ............ : | g ¢
BB .. SRR o RREMEE G EEEEE . EEEEEC . ocEEEEENEL L.
r$to=-1;$$ Setmvahdresult
Af ${/d:$argl} == |
{

.printf “Usage: dvalloc.wds memory-size\n";
.printf "The allocated memory is returned in tO\n";
Jleave;

}

$$ Allocate memory and set result into $t0

foreach /pS 5 (t {.dvalloc ${$arg1}})



JAf $vvalid(${t}, 1) ==
{
r $t0 = ${t};

Jeave;

BEE L SERRREC L RRRRRE Lo STREEC L. SREEREC . coRREREELL.
After allocating memory with .dvalloc, we tokenize the result and parse out the memory address into $t0i s
Both sigma.wds and pi.wds are sample functions that use the $t1 and $t2 UDPRs. That means if a script calls

sigma or pi, then $t1 and $t2 should not be modified in any way upon returning from both the functions back
to the caller.

You can verify this behavior with the following simple test.wds script:

r $t1 = 0x123;

r $t2 = 0x456;

.printf "Before calling sigma: t1=%%, t2=%x\n", @$t1, @$t2

@call #sigma 1 3

printf "After calling sigma: the result is t0=%x, t1=%x, t2=%x\n",

@S @St @it | T R e T T
The preceding script assigns values to UDPRs $t1 and $t2 and then ca]ls #sigma 1 3, which will modify $t1
and $t2. If @call works as expected, then those UDPRs are restored just after the call:

0:000> @call #test
Before calling sigma: t1=123,t2=456
After calling sigma: the result is t0=6,t1=123, t2=456

Example Debug Scripts

In this section you will make use of various helpful scripts, putting into practice all that you have learned so
far.

BT e 0 e 30 e 5
Gettmg the Image Base of a Speqﬁed Module R

~ One qmck way to get thei lmage base of a module is to use thelm(llst modules) command with the m switch to
list modules matching the specified pattern:

0:000> Im m kernel32
start end module name
749e0000 74b20000 KERNEL32 (deferred)
From the output, you can tell that at the fifth token you have the image base. Thus, the image base can be
easily parsed with .foreach by skipping the first tokens, extracting the value of the fifth token, and breaking out
of the loop:



-

foreach /pS 4 (imgbase { Imm ${$arg1};})
{

r @$t0 = ${imgbase};

break;
}

Wnu.hé a be unpacker is pretty s:mPle, and tfua'reI are many ways tJ _L_it..'rhe method used here is elaboraie | |
-in order to exercise various debugger commands. It is assumed that you have basic PE file format knowledge to -
properly understand the script.
The idea behind the script is as follows:

1. UPX packs the program and moves the original entry point (OEP) away from the .text section, which is

the first section.

2. The script calculates the bounds of the first section and starts tracing.

3. If instruction pointer (EIP) is outside of the program image, then the script issues a gu to return to the

caller.

4. Tracing continues until EIP is inside the first section. At that point, it is assumed that the program has

been unpacked.

Here is the script:
‘$‘$'G‘etimlagebase e [

$$ Get image base

asS /x IMG_BASE @@c++(@$peb->ImageBaseAddress); (1)
$$ Declare some user-named aliases that equate to UDPRs

aS SEC_START @$t19;(2)

aS SEC_END @$t18;

aS IMG_START @$t17;

aS IMG_END @$t16;

$$ Go to the program entrypoint

g @$exentry
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$$ Get pointer to NT headers
(3)
r $t0 = ${IMG_BASE} + @@c++((( IMAGE_DOS_HEADER *)${IMG_BASE})->e_Ifanew)
$$ Now from the IMAGE_NT_HEADERS.FileHeader, get the size of optional header
(4)
r $t1 = @@c++((('_IMAGE_NT_HEADERS*)@$t0)->FileHeader.SizeOfOptionalHeader )
$$ Compute the address to the first section
$$ skip signature, size of file headers and size of optional headers
r $t2 = @$t0 + 4 + @@c++(sizeof(ole32!_IMAGE_FILE_HEADER)) + @$t1; (5)



$$ (6) Get first section boundaries
r ${SEC_START} = IMG_BASE +
@@c++(((_LIMAGE_SECTION_HEADER ")@$t2)->VirtualAddress);
r ${SEC_END} = IMG_BASE +
@@c++(((_LIMAGE_SECTION_HEADER *)@$t2)->Misc.VirtualSize);
$$ Compute the image bounds (7)
T${MG START) = IMGBASE; | - (oo oo o
i $AME END} = IMGLSTARTAT T | | | | | [T At | [ 1 P
_ @@c++(((_ IMAGE_NT_HEADERS ')@$t0)->0pt10nall-leader.slze0ﬂmage), 1
$$ The logic is as follows:
$$ 1. Trace
$$ 2. If IP is outside of image then "gu"
for (r $t0=0; 1;r $t0 = @$t0 + 1)(8)
{
$$ Trace once more to see where it leads (9)
t;
$$ IP outside image boundaries?
1f(@$lp < ${IMG_START Dor (@$ip > ${IMG_END])(10)
{
gu;
.continue;
}
$$ IP within the first section?
if (@$ip >= ${SEC_START}) and (@$ip <= ${SEC_END}) (11)
{
printf "--- Reach first section ---\n";
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\t marker 1, we take the image base of the current running program from the $peb typed pseudo-registerby

cessing its ImageBaseAddress field using the C++ evaluator, and then store it in an alias called IMG_BASE.

\t marker 2, we create a bunch of user-named aliases that correspond to some UDPRs. This is a nice trick to
se names to those UDPRs. At marker 3, we assign the address of the _IMAGE_NT_HEADERS to the $t0 UDPR
adding the image base to the value of the field in IMAGE_DOS_HEADER.e_lfanew.

\t marker 4, we retrieve the size of the optional headers into the $t1 UDPR. This will be useful to skip over all
e PE headers and land in the first image section header.

\t marker 5, we compute the address of first image section into the $t2 UDPR. At marker 6, we parse from the
[AGE_SECTION_HEADER both the section virtual address (section start) and the section end (section start +
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At marker 7, we compute the program's start and end addresses. The start address is the image base, and the
end address is the image base plus the contents of the IMAGE_OPTIONAL_HEADER.SizeOfImage field.

At marker 8, we start looping infinitely using a for loop, $t0 as the counter, and the value 1 as the condition.

At markers 9-11, we use the t command to trace a single instruction. Don't trace if EIP is not within the im-
age's boundaries and stop tracing if the EIP is within the first section's boundaries.

Although this method is too long, it illustrates how to write a more complex tracing script and logic in case
the unpacking process is more sophisticated.

'The fo}lquﬁng isa sunplér verqmn of the unpaf:*eﬁ tpat Search&s forﬁ:ode pattem thét is executed just bef?rg i
the program is about to transition to the ongmal entry pomt (OEP)

$$ UPX unpack w/ pattern
$$ UPX1:0107D7F5 39 C4 cmp  esp, eax
$$ UPX1:0107D7F7 75 FA jnz shortloc_107D7F3

$$ UPX1:0107D7F9 83 EC 80 sub esp,-80h
$$ UPX1:0107D7FC E9 22 ?? 2? jmp near ptr word_103FC62
$$ Go to program entry point (not the original entry point, but the packed one)
$$ only if no arguments were specified
if ${/d:$argl} ==
{
g @$exentry;
$$ Pattern not found!
r $t0=0;(1)
foreach (addr { s-[1]b @$ip L200 39 c4 75 fa 83 EC})(2)
{
$$ Pattern found!
r$to=1;
r $t1 = ${addr} + 7;(3)
.printf /D "The JMP to OEP @<link cmd=\"u %x\">%x</link>\n",@$t1,@$t1;
(4)

.printf "Could not find OEP jump pattern. Is the program packed by UPX?\n";
}

At marker 1, we use the $t0 UDPR as a Boolean variable to indicate whether the pattern was found.
At marker 2, we search for the pattern starting from the entry point and for at most 200 bytes using the 1 flag
with the search command s. This will return just the address where the match occurred. If no match is found,



At marker 7, we compute the program's start and end addresses. The start address is the image base, and the

end address is the image base plus the contents of the IMAGE_OPTIONAL_HEADER.SizeOfImage field.

At marker 8, we start looping infinitely using a for loop, $t0 as the counter, and the value 1 as the condition.
At markers 9-11, we use the t command to trace a single instruction. Don't trace if EIP is not within the im-

age's boundaries and stop tracing if the EIP is within the first section’s boundaries.

Although this method is too long, it illustrates how to write a more complex tracing script and logic in case

the unpacking process is more sophisticated.

~The followmg isa sunpler vers;lon of the unpackafr that search&s for a'code pattern thatis emecuted ]ust before |

- the prlogram is about to transn:lon to the ongu‘lal entry pomt (OEP):

$$ UPX unpack w/ pattern
$$ UPX1:0107D7F5 39 C4 cmp  esp, eax
$$ UPX1:0107D7F7 75 FA jnz  shortloc_107D7F3

$$ UPX1:0107D7F9 83 EC 80 sub esp,-80h
$$ UPX1:0107D7FCE9 22?22?22  jmp near ptr word_103FC62
$$ Go to program entry point (not the original entry point, but the packed one)
$$ only if no arguments were specified
if ${/d:$argl} ==
{
g @$exentry;

] |
- $$ Pattern not found!

r$to=0;(1)
foreach (addr { s-[1]b @$ip L200 39 c4 75 fa 83 EC}) (2)
{
$$ Pattern found!
r$to=1;
r $t1 = ${addr} + 7;(3)
.printf /D "The JMP to OEP @<link cmd=\"u %x\">%x</link>\n",@$t1,@$t1;
(4)
ga@$ti;
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- break; Bl
}
if $t0 ==
{
.printf “"Could not find OEP jump pattern. Is the program packed by UPX?\n";

}

At marker 1, we use the $t0 UDPR as a Boolean variable to indicate whether the pattern was found.

At marker 2, we search for the pattern starting from the entry point and for at most 200 bytes using the 1 flag
with the search command s. This will return just the address where the match occurred. If no match is found,



an empty string is returned and thus the .foreach has nothing to tokenize.

At marker 3, we skip seven bytes past the matched pattern location to point to the long relative jump (which
jumps back to the OEP). Store that address into $t1.

At markers 4 and 5, we run the program until the JMP OEP instruction is reached (the ga command was used,
so a hardware breakpoint is used rather than a software breakpoint), and then we trace once over the JMP OEP
instruction and thus reach the first instruction of the unpacked program.

R e IR o e B R e R 5
This example createsa scnpt that 1llust:rates how to use scriptsin combination with conditional bmkpomp:s to
track all calls to ASCII and Unicode versions of various file I/0 API functions: CreateFile, DeleteFile, GetFileAt-
tributes, CopyFile, and so on.
The script is designed to be called once with the init parameter to initialize it and then multiple timesas a
command to the breakpoints it creates when it initializes.
The following parameters are passed when the script is called from the breakpoint:
- ApiName—Used for display purposes only.
- IsUnicode—Pass zero to specify that this is the ASCII version of the API, and pass one to specify that itis the
Unicode version.
- FileNamePointerIndex—The parameter number on the stack that contains the pointer to the filename buffer
- ApilD—AnN ID of your choice, this parameter is optional. This is helpful if you want to add extra logic when
this breakpoint occurs. In this script, CreateFile[A[W] is given the ID 5. Later you check whether this APIis
triggered, and then check what filename is accessed and act accordingly. =g
Here is the contents of the bp_displayfn.wds script:

.catch

{
if'${$arg1} == ‘init* (1)
{
(2)
bp kernelbase!CreateFileA @"$$>a<${$arg0} CreateFileA 0 1 5%
bp kernelbase!CreateFileW @"$$>a<${$arg0} CreateFilew 11 5%

(3)
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L bp kemelbase!Pmd.FustPﬂeA @'$$>a< ${$arg0} FmdfnstFileA o1%;
bp kernelbase!FindFirstFileW @"$$>a<${$arg0} FindFirstFileW 1 1"
bp kernel32!MoveFileA @"$$>a<${$arg0} MoveFileA0 1";
bp kernel32!MoveFileW @"$$>a<${$arg0} MoveFilew 1 1";
bp kernelbase!GetFileAttributesA
@"$$>a<${$arg0} GetFileAttributesA 0 1%;
bp kernelbase!GetFileAttributesExA
@"$$>a<${$arg0] GetFileAttributesExA 0 1%;
bp kernelbase!GetFileAttributesExW
@"$$>a<${$arg0] GetFileAttributesExW 1 1%



bp kernel32!CopyFileA @"$$>a<${$arg0} CopyFileA 0 1%
bp kernel32!CopyFileW @"$$>a<${$arg0} CopyFilew 1 1%;
$$ Ignore some debug events (to lessen output pollution)
sxild;

$$ Display the list of the newly installed breakpoints

bl;

$$ Display API name
printf "${$argl}: >*;
(6)
$$ Fetch the file name pointer
I $t0 = poi(@$csp + 4 * ${$arg3}]);
(7)
$$ Isit a unicode string pointer?
if §{$arg2}==1
{
(8) | ‘
BRI + o+ = 10 1F Y g 0 F e e
}
.else
{
$$ Display as ASCII SZ(9)
.printf"%ma<\n", @$t0;
}
$$ ApiID parameter set? (10)
Af ${/d:$argd} ==
{
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{ BN
= $$ Grab the name of the file so we compare it
as /mu ${/v:FILE_NAME} @$t0; (12)
block
{
(13)
Jif $sicmp(@"${FILE_NAME}", @"c:\temp\eb.txt") == 0
{
Jleave;(14)

}



}
ad /q ${/v:FILE_NAME};

}
$$ Continue after breakpoint

ge; (15)

......

__exitthe sc:_npt. At marker 2, we create two br_&ukp.omts for Crga_te?:_leA/w and set the condition to be the suipt e

itself, and pass ApiID = 5.

At markers 3 and 4, we add breakpoints for the rest of the APIs without passing the ApilD argument, and
then return from the script. At markers 5 and 6, we print the API name then assign into $t0 the pointer of the
filename (using the passed parameter index). At markers 7-9, we check if the script is called for the ASCII or
Unicode version of the API and then appropriately use the % mu or the %ma format specifier. At markers 10-
12, we check if an ApilD was passed and is the CreateFile ApilD.

At markers 12-14, we extract the filename into an alias called FILE_NAME, create a block so that the alias is
expanded properly, and then compare the FILE_NAME alias against a desired file path. (Notice the use of @ to
indicate literal string expansion.) If the path matches what we are looking for, the script terminates and sus-
pends execution. Finally, at marker 15, the script will resume execution after any of the defined breakpoint is
reached.

"To use this script, run it with the init parameter first: |
0:000> $$>a<P:\book\scripts\bp_displayfn.wds init; g;
Writing a Basic String Descrambler
This script implements a simple descrambling routine. Imagine the C scrambling routine is as follows:

void descramble(unsigned char *p, size_t sz)

{
for (size_t i=0;i<sz;i++, ++p)
{
=*pA(235+({&1));
ffﬁlli!!,,ﬁ"f' i MBS, - | IDBEE o INEEEEC
}._

The following 1s the same routine implemented using the DbgEng's scripting language. Note how it makes
use of the @@c+ + evaluator to easily mimic the original algorithm:



.catch

{
$$ Take the Source
r $t0 = ${$arg1};
$$ Take the Destination
r $t1 = ${$arg2};
$$ Take the Size

'ﬂiir$t2${$arga}, SEEmMEE L 12 5-%1—%% BB oo i B 5

{
r $t4 = @@c++((*(unsigned char *)@$t0) A (235 + (@$t3 & 1)));
eb @$t1 @$t4;
}
$$ Display the descrambled result
db ${$arg2} L ${$arg3};
}

The scrambled memory contents is as follows:

0:000> db 0x4180a4 L 30
004180a4 bb 9e 8a 8f9f 85 88 8d—87 cc 99 89 9d 89 99 9f ...........

To descramble, run the script:

0:000> @dvalloc 1; ? $t0

Evaluate expression: 131072 = 00020000

0:000> $$>a<descramble.wds 0x4180a4 0x20000 30

00020000 507261637469 6361-6c207265 7665 7273 Practical revers
00020010 65 20 65 6e 67 69 6e 65-65 72 69 6e 67 00 00 00 e engineering...
00020020 0000000000000000-0000000000000000 ...cccnsruasvaes
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So far we have covered how to automate tasks using the scripting facilities provided by the debugging tools.
The SDK that ships with the debugging tools provides another way to automate or extend the debugger. It
ships with header files, library files to link your extension with, and various examples that show you how to
use the DbgEng programmatically.

The SDK is found in the sdk subdirectory where the debugging tools are installed. It has the following direc-
tory structure:

- Help—Contains references to the DbgHelp library.

- Inc—Contains the includes needed when using the SDK.



- Lib—Contains the appropriate library files used during the linking build stage. It contains libraries for WOA
(Windows on ARM), AMD64, and i386.

- Samples—Contains samples of various examples written using the different frameworks that can be used to
write debugger extensions. There are also samples on how to use the DbgEng instead of writing an extension
for it.

Although covering the SDK is beyond the scope of this chapter, the following sections brieﬂy discuss how to
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you.r own. _
To begin, you should know that the SDK prcmdes three frameworks with which you can write extensions:

- WdbgExts extension framework—These are the original WinDbg extensions. To interact with the DbgEng,
they require exporting a few callbacks in order to work with the WinDbg Extension APIs instead of the de-
bugger client interface. The programmer can later acquire a debugger client interface or other interfaces on
demand if more functionality is required.

- DbgEng extension framework—These newer types of extensions can provide extra functionality to the
extension writer. The extension commands have access to a debugger client interface instance that enables
them to acquire other interfaces and interact further with the DbgEng.

- EngExtCpp extensions—Built on top of the DbgEng extension framework, these extensions are created by
subclassing the ExtExtension base class. The ExtExtension class provides a variety of utility functions that
enable the extension to perform complex tasks.

- The following sections briefly illustrate how to write extensions using the WdbgExts extension framework. .

Please note that writing extensions using either of the other frameworks is fairly straightforward and can be
done by following the SDK samples that ship with the Debugging Tools package.

Concepts

This section describes two methods for accessing the DbgEng APIs:
- Via the debugger interfaces, which can be retrieved using a debug client object instance.
- Via a structure passed to the WbgExts extension initialization callback. The structure contains a set of API
function pointers that can be used by the extension.

.....................................

. been added, and in order to preserve backward co_mpatlblhty, new versions ,of_ those _mte_rf_aces_have beenintro-
duced. For example, at the time of writing, IDebugControl is the first interface version and IDebugControl4 is
the latest version of this interface.
Following is the list of interfaces and a brief explanation of their purpose and some of the functions they
provide:
- IDebugClient5—This interface provides various useful functions to start or stop a debugging session and set
the necessary DbgEng callbacks (input/output/events). In addition, its QueryInterface method is used to re-
trieve interfaces of the remaining interfaces.

- CreateProcess/AttachProcess—Creates a new process or attaches to an existing one:
- AttachKernel—Attaches to a live kernel debugger.



.catch

{
$$ Take the Source
r $t0 = ${$arg1};
$3$ Take the Destination
r $tl = ${$arg2};
$$T&ketheslze ‘.:;;“'?“*f:i;f"";‘f\f'
r$t2 - $(garg3y; | ‘ ‘ BEE_
~for (r $t3=0; @$t3<@$t2; r $t3 = @$t3 + 1, $t0 = @$t0+1, $t1-@$t1+1)
{
r $t4 = @@c++((*(unsigned char )@$t0) A (235 + (@$t3 & 1)));
eb @$t1 @$t4;
}
$$ Display the descrambled result
db ${$arg2} L ${$arg3};
}

The scrambled memory contents is as follows:

0:000> db 0x4180a4 L 30

004180a4 bb 9e 8a 8f9f85888d-87¢cc99899d89999f ..........c.n.
- 004180b4 8e cc 8e 82 8¢ 85 85 89-8e 9e 82 82'8ceceb eC ...

004180c4 ebecebecebecebec-ebecebecebecebec ...

To descramble, run the script:

0:000> @dvalloc 1; ? $t0

Evaluate expression: 131072 = 00020000

0:000> $$>a<descramble.wds 0x4180a4 0x20000 30

00020000 50726163 74 69 63 61-6¢ 20 72 65 76 65 72 73 Practical revers
00020010 65 20 65 6e 67 69 6e 65-65 72 69 6e 67 00 00 00 e engineering...
00020020 00 00 0000 00 00 00 00-00 00 00 00 00 00 00 00 ................
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So far we have covered how to automate tasks using the scripting facilities provided by the debugging tools.
The SDK that ships with the debugging tools provides another way to automate or extend the debugger. It
ships with header files, library files to link your extension with, and various examples that show you how to
use the DbgEng programmatically.
The SDK is found in the sdk subdirectory where the debugging tools are installed. It has the following direc-
tory structure:

- Help—Contains references to the DbgHelp library.
- Inc—Contains the includes needed when using the SDK.



- Lib—Contains the appropriate library files used during the linking build stage. It contains libraries for WOA
(Windows on ARM), AMD64, and 1386.

- Samples—Contains samples of various examples written using the different frameworks that can be used to
write debugger extensions. There are also samples on how to use the DbgEng instead of writing an extension
for it.

Although covering the SDK is beyond the scope of this chapter, the following sections briefly discuss how to

use the SDK to write DbgEng extensions for the debugger. The material covered should be just enough to give
- youahead start, ma.kmg it easy for you to understand the sample extensions and start learmng and writing
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. degExts extension framework—These are the ongmal Wmeg extensions. To interact with the Dngng,
they require exporting a few callbacks in order to work with the WinDbg Extension APIs instead of the de-
bugger client interface. The programmer can later acquire a debugger client interface or other interfaces on
demand if more functionality is required.

- DbgEng extension framework—These newer types of extensions can provide extra functionality to the
extension writer. The extension commands have access to a debugger client interface instance that enables
them to acquire other interfaces and interact further with the DbgEng.

- EngExtCpp extensions—Built on top of the DbgEng extension framework, these extensions are created by
subclassing the ExtExtension base class. The ExtExtension class provides a variety of utility functions that
enable the extension to perform complex tasks.

Please note that writing extensxons using élfhef of the othef ﬁmeworks is fairly stralghtforward and can be
done by following the SDK samples that ship with the Debugging Tools package.

Concepts

This section describes two methods for accessing the DbgEng APIs:

- Via the debugger interfaces, which can be retrieved using a debug client object instance.
- Via a structure passed to the WbgExts extension initialization callback. The structure contains a set of API
function pointers that can be used by the extension.

,TheDebuggerInterfaceshr_‘H.‘H,‘.H. e
' P 1 ol i
" The DbgEng provides seven base interfaces to be used by the programmer. Over txme more ﬁmctmna]xty has ‘

been added, and in order to preserve backward compatibility, new versions of those interfaces have been intro- -
duced. For example, at the time of writing, IDebugControl is the first interface version and IDebugControl4 is
the latest version of this interface.
Following is the list of interfaces and a brief explanation of their purpose and some of the functions they
provide:
- IDebugClient5—This interface provides various useful functions to start or stop a debugging session and set
the necessary DbgEng callbacks (input/output/events). In addition, its QueryInterface method is used to re-
trieve interfaces of the remaining interfaces.

- CreateProcess/AttachProcess—Creates a new process or attaches to an existing one:
« AttachKernel—Attaches to a live kernel debugger.



- GetExitCode—Returns the exit code of a process.
- OpenDumpFile—Starts a debugging session from a dump file.
- SetInputCallbacks/SetEventCallbacks—Sets the input/output callbacks.
- IDebugControl4—This interface provides process-control-related functions:
- AddBreakpoint—Adds a breakpoint.
- Execute—Executes a debugger command.
. Setlnterrupt—signals the Dbgﬁng to break into the target

...........

« SetExecutionStatus—Sets the Dngng's status'l'hls allows the programmer to resume execution, request il
step into or step over, etc.
- IDebugDataSpaces4—This interface provides memory and data-related functionality:
- ReadVirtual—Reads memory from the target's virtual memory.

= QueryVirtual—Equivalent to Win32's VirtualQuery(), this function queries the virtual memory of the tar-
get's virtual address space.

- ReadMsr—Reads the model-specific register value.
= WritePhysical —Writes physical memory.

- IDebugRegisters2—Provides register introspection (enumeration, information query) and set/get function-

ality. The DbgEng assigns registers an index. To work with a named register you have to first figure out its
index:

.......

- SetValue/GetValue—Sets/gets the value of a register.
- GetIndexByName—Finds a register index given its name.

- IDebugSymbols3—Provides functionality to deal with debugging symbols, source line information, query-
ing types, etc:

- GetlImagePath—Returns the executable image path.
« GetFieldName—Returns the name of a field within a structure.

» IDebugSystemObjects4—Provides functionality to query information from the debugged target(s) and the
system it runs on:

- GetCurrentProcessIld—Returns the DbgEng process id of the currently debugged process.

=1 -GetCur:entProoessHandle—-Retums the system dle of the current process, - == | r
| .SetCurrentThreadid—Switches thecurrent thr&d gweﬁ its Dbgl.'-.‘né id. 'f'hls lseqmvalent tothe P
command. | '

- IDebugAdvanced4—Provides more funcuonallty not necessanly present in the other interfaces:
- GetThreadContext/SetThreadContext—Gets/sets the thread context.
- GetSystemObjectInformation—Returns information about the desired system object.
In order to use the APIs via the interfaces, you need to have an instance of the IDebugClient (debugger client)

interface or any of its derived interfaces. In the following code snippet, the IDebugClient5 interface instance is

passed to the CreateInterfaces utility function. The latter then calls QueryInterface repetitively to retrieve the
needed interfaces:

bool Createlnterfaces(IDebugClient5 *Client)



// Interfaces already created?
if (Control |= NULL)
return true;
// Get the debug client interface
if (Chen NULL)

m_ tastHr-—m _pDebugCreate(_umdoﬂIDebugchent5),(va1d")&(:he T
if (m_LastHr !=S_OK) - ‘ -
return false;

}

// Query for some other interfaces that we'll need.
do
{
m_LastHr = Client->QueryInterface(
__uuidof(IDebugControl4),
(void**)&Control);
if (m_LastHr != S_OK)
break;

' m_LastHr = Client->QueryInterface( |
_ uuidof(IDebugSymbols3),
(void**)&Symbols);

if (m_LastHr != S_OK)
break;

m_LastHr = Client->QueryInterface(
_ uuidof(IDebugRegisters2),
(void*™)&Registers);

if (m_LastHr != S_OK)
break;

m_LastHr = Client->QueryInterface(

SSTT T T S S et o et Sl B [

umdof(IDebugSystemObJects4).,A_”.;,.“H,‘.“.

,(void“)&SyshemObjm). "HMH
if (m_LastHr = 5_OK) EES
break;
m_LastHr = Client->QueryInterface(
__uuidof(IDebugAdvanced3),
(void**)&Advanced);
if (m_LastHr !=S_OK)
break;
m_LastHr = Client->QueryInterface(
__uuidof(IDebugDataSpaces4),
(void**)&DataSpace);



} while ( false);
return SUCCEEDED(m_LastHr);
}
The interface variables are defined like this:

IDebugDataSpaces4 *DataSpace;
IDebugRegisters2 *Registers;

RO o R R T

IDebugContro14 "Conu'ol

IDebugAdvanced3 *Advanced;

To acquire a debugger client interface (IDebugClient), use either the DebugCreate function or the DebugCon-
nect (connect to a remote host) function. The following example acquires a debugger client interface using
DebugCreate:

HRESULT Status;
IDebugClient *Client;
if ((Status = DebugCreate(_uuidof(IDebugClient),
(void**)&Client)) {= S_OK)
{
printf("DebugCreate failed, 0x%X\n", Status);

return-1;

}
// Okay, now ready to query for other interfaces...

WinDbg Extension APIs

Debugger extensions receive a pointer to a WINDBG_EXTENSION_APIS structure via the WinDbgExten-
sionDllInit extension initialization callback routine. The structure has the following API pointers:

// wdbgexts.h
typedef struct_WINDBG_EXTENSION_APIS {
L IBONG ez ==
' PWINDBG_OUTPUT_ROUTINE lpoﬂtiadtnouﬁne_??“!“ SRR el
PWINDBG_GET_EXPRESSION = lpGetExpressionRoutine;
PWINDBG_GET_SYMBOL IpGetSymbolRoutine;
PWINDBG_DISASM IpDisasmRoutine;
PWINDBG_CHECK_CONTROL_C IpCheckControlCRoutine;

PWINDBG_READ_PROCESS_MEMORY_ROUTINE IpReadProcessMemoryRoutine;
PWINDBG_WRITE_PROCESS_MEMORY_ROUTINE lpWriteProcessMemoryRoutine;
PWINDBG_GET_THREAD_CONTEXT_ROUTINE IpGetThreadContextRoutine;
PWINDBG_SET_THREAD_CONTEXT_ROUTINE IpSetThreadContextRoutine;
PWINDBG_IOCTL_ROUTINE IploctlRoutine;
PWINDBG_STACKTRACE_ROUTINE IpStackTraceRoutine;



} WINDBG_EXTENSION_APIS, *PWINDBG_EXTENSION_APIS;

When the extension receives this structure, it should copy and store it in a global variable, preferably named
ExtensionApis. The reason to choose this particular variable name is because the header file wdbgexts.h de-
fines some macros that refer to ExtensionApis to access the API pointers:

extern WINDBG_EXTENSION_APIS ExtensionApis;

#definedprintf  (ExtensionApis.lpOutputRoutine)
,#dﬁneﬁetﬁxpressmn (thensionApisquGet‘rExpressionRuupx?e? EE eSS
“#define CheckControlC (ExtensionApis. lpCheckControlCRouhne) 3 1 I e
#define GetContext (ExtenmonApls.lpGetThreadContextRoutine)

#define ReadMemory (ExtensionApis.[pReadProcessMemoryRoutine)
#define WriteMemory (ExtensionApis.lpWriteProcessMemoryRoutine)
#define StackTrace  (ExtensionApis.lpStackTraceRoutine)

These macros enable extension writers to directly call StackTrace or WriteMemory, for instance, instead of
using pExtension.lpStackTraceRoutine or pExtension.WriteMemory.

Apart from being able to use only the functions declared in the WINDBG_EXTENSION_APIS structure, it is
also possible to use a whole range of other functions that are based on the ExtensionApis.lploctlRoutine func-
tion. For example, ReadPhysical() is an inline function that calls IoCtl() with the IG_READ_PHYSICAL control
code wlule passmg it the appropriate parameters.

Please refer to the Dngng help file for a list of functlons that you can use inside WdbgExts extensnons

Writing Debugging Tools Extensions

In the previous section you learned the concepts behind the SDK; now you are ready to delve into more details
about what a WdbgExts extension looks like and how to write a very basic extension.

A debugger extension is simply a Microsoft Windows DLL. The DLL has to export two mandatory functions
needed by the DbgEng and then export as many functions as the extension is providing to the debugger.

The first function that should be exported is WinDbgExtensionDIlInit. It is called when the debugger loads
your extension:

YO WinDbgExtensipaBIllaie - —— === T e T T

PWINDBG_EXTENSION_APIS lpExtensmnApls,
- USHORT MajorVersion,
USHORT MinorVersion)

ExtensionApis = *IpExtensionApis; // Take a copy
// Optionally also save the version information
SavedMajorVersion = MajorVersion;
SavedMinorVersion = MinorVersion;

return;



Notice that you save the passed lpExtensionApis pointer contents. The passed version information variables
denote the Microsoft Windows build type and build number, respectively. Optionally save those variables if
you want to check their values in the extension commands later.

The second function that should be exported is ExtensionApiVersion. It is called by the DbgEng when it
wants to query the version information from your extension:

_ EXT_API_VERSION ApiVersion =
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!
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5,//Major !
1, // Minor
EXT_API_VERSION_NUMBERG64, // Revision
0 // Reserved
b
LPEXT_API_VERSION ExtensionApiVersion(VOID)
{
return &ApiVersion;
}
Now that the mandatory functions (or callbacks) have been defined, you proceed by declaring the extension .
commands.
An extension command has the following declaration:

CPPMOD VOID myextension(
HANDLE hCurrentProcess,
HANDLE hCurrentThread,
ULONG dwCurrentPc,
ULONG dwProcessor,
PCSTR args)

- »dwProcessor—The index of the current processor -
» dwCurrentPc—The current instruction pointer
» args—The arguments passed (if any)
Another preferred way to declare an extension function is to use the DECLARE_API(api_s) macro:

DECLARE_API(test)

{
dprintf("This is a test extension routine");

}



The final step is to export the two mandatory functions and the extension commands that you plan to expose
to the DbgEng. The usual way is to create a .def file and call the linker with an additional /DEF:filename.def
switch. This is what the DEF file for the test extension we wrote looks like:

EXPORTS

; Callbacks provided for the debugger
:-WmengtenmonDlllmt EEESREEC SRS SO
"ExtenaonAinersmn .....
; Command callbacks
test

Place the resulting DLL in the debugging tools directory (or in the winext subdirectory) or in the Windows
system directory. Use lload extname to load your compiled extension and then lextension_command or |
extname.ext_command to execute the extension command.

Useful Extensions, Tools, and Resources

Following is a short list of useful extensions, tools, and resources that can enhance your debugging experience: .

- narly (https://code.google.com/p/narly/)—A handy extension that lists /SAFESEH handlers, displays infor-
mation about /GS and DEP, searches for ROP gadgets, and provides other miscellaneous commands.
+ SOS—This extension, which ships with the Windows Driver Kit (WDK), facilitates managed code debugging.
- lanalyze—A very useful extension (ships with the DbgEng) that displays information about the current ex-
ception or bugcheck.
« VirtualKd (http://virtualkd.sysprogs.org/)—This is a tool that improves the kernel debugging speed when
used with VMWare or VirtualBox.
- windbg.info—This website provides a very comprehensive WinDbg/DbgEng command reference and a dis-
fBaEsibn trnn faruseee | L L L Ll RS e
 kdext.com_This website prowdes a pair of Dbéﬁhé eberisibris) A TIDtREIA ekterisiort i the assembly synta.x o
- highlighting and Ul enhancements extension. Lews S8
- SysecLabs WinDbg Scripts (www. laboskoma.com/download/ SvsecLabs-Wmdbg—Scnpt np)—A set of
scripts that help you inspect the kernel. Especially useful for rootkit hunting.
- lexploitable (http://msecdbg.codeplex.com/)—An extension that provides automated crash analysis and
security risk assessment.
- Qb-Sync (https://github.com/quarkslab/qb-sync)—A nifty WinDbg extension by Quarkslab that enables
synchronizing IDA Pro's disassembly or graph view with WinDbg.
« Pykd (http://pykd.codeplex.com/)—A Python extension to access the DbgEng.




Obfuscation

Reverse engineering compiler-generated code is a difficult and time-consuming process. The situation gets
even worse when the code has been hardened de].lberately constructed to resnst analysis. We refer to such

Malware—Avmdmg the scrutmy of both antnnrus detection englnes and reverse engmeers isa pnmary I
motive of the criminals who employ malware in their operations, and therefore this has been a traditional
application of obfuscation for many years now.

- Protection of intellectual property—Many commercial programs have some sort of protection against
unauthorized duplication. Some systems employ further obfuscation for the purpose of obscuring the im-
plementation details of certain parts of the system. Good examples include Skype, Apple's IMessage, or even
the Dropbox client, which protect their communication protocol formats with obfuscation and cryptogra-
phy.

- Digital Rights Management—DRM schemes commonly protect certain crucial pieces of information (e.g.,
cryptog:raphic keys and protocols) using obfuscation. Apple's FairPlay, Microsoﬂ:'s Media Foundation Plat-

leadmg contemporary apphcatlon of obfusatlon.

Speaking in the abstract, “obfuscation” can be viewed in terms of program transformations. The goal of such
methods is to take as input a program, and produce as output a new program that has the same computational
effect as the original program (formally speaking, this property is called semantic equivalence or computational
equivalence), but at the same time it is “more difficult” to analyze.

The notion of “difficulty of analysis” has long been defined informally, without any backing mathematical
rigor. For example, it is widely believed that—insofar as a human analyst is concerned—a program's size is an
indicator of the difficulty in analyzing it. A program that consumes 20,000 instructions in performing a single
operation might be thought to be “more difficult” to analyze than one that takes one instruction to perform the
same operatlon Such assumpnons are dubious and have attracted the scrutiny of theoreticians (such as that

....................................
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Several models have been proposed to represent an obfuscator, and (m a dual way) a deobﬁlscator These
models are useful to improve the design of obfuscation tools and to reason about their robustness, through
adapted criteria. Among them, two models are of special interest.

The first model is suited for the analysis of cryptographic mechanisms, in the so-called white box attack
context. This model defines an attacker as a probabilistic algorithm that tries to deduce a pertinent property
from a protected program. More precisely, it tries to extract information other than what can be trivially de-
duced from the analysis of the program's inputs and outputs. This information is pertinent in the sense that it
enables the attacker to bypass a security function or represents itself as critical data of the protected program.
In a dual way, an obfuscator is defined in this model as a virtual black box's probabilistic generator, an ideal



obfuscator ensuring that the protected program analysis does not provide more information than the analysis
of its input and output distributions.

Another way to formalize an attacker is to define the reverse engineering action as an abstract interpretation
of the concrete semantics of the protected program. Such a definition is naturally suited to the static analysis
of the program's data flow, which is a first step before the application of optimization transformations. In a
dual way, an obfuscator is defined in the abstract interpretation model as a specialized compiler, parameter-
ized by some semantic properties that are not preserved.

The goal of these modeling attempts is to get some objective criteria relative to the effective robustness of
obfuscation transformations. Indeed, many problems that were once thought to be difficult can be efficiently
attacked via judicious application of code analysis techniques. Many methods that have arisen in the context of
more conventional topics in programming language theory (such as compilers and formal verification) can be
repurposed for the sake of defeating obfuscation.

This chapter begins with a survey of existing obfuscation techniques as commonly found in real-world
situations. It then covers the various available methods and tools developed to analyze and possibly break
obfuscation code. Finally, it provides an example of a difficult, modern obfuscation scheme, and details its cir-
cumvention using state-of-the-art analysis techniques.

A Survey of Obfuscation Techniques

For simplicity of presentation, we begin by dividing obfuscations into two categories: data-based obfuscation
and control-based obfuscation. You will see later that the two combine in complex and difficult ways and are,
in fact, inseparable. Before wandering deeply down these paths, however, we begin with a representative ex-
ample of the types of code that one might encounter in real-world obfuscation. Note that the example is partic-
ularly simple because it involves only data-based obfuscations, not control-based ones.

The Nature of Obfuscation: A Motivating Example

When targeting the x86 processor, compilers tend to generate instructions drawn from a particular, tiny
subset of the available instruction set, and the control structure of the generated program follows predictable
conventions. Over time, the reverse engineer develops a style of analysis tailored to these patterns of struc-
tured code. When confronted by nonconformant code, the speed of one's analysis can suffer tremendously.

This phenomenon can be illustrated simply by a concrete example. Because one of the goals of a compiler op-
timizer is to reduce the amount of computational resources involved in performing a task, and 50 years' worth
of research have imbued them with formidable capabilities toward this pursuit, one does not commonly spot
obvious inefficiencies in the translation of the original source code into assembly language. For example, if the
source code were to dictate that some variable be incremented by five (e.g., due to a statement suchas x += 5;),
a compiler would likely generate assembly code akin to one of the following:

01:add eax, 5
02: add dword ptr [ebp-10h], 5
03: lea ebx, [ecx+5]

In obfuscated code, one might instead encounter code such as the following, assuming that EAX corresponds
to the variable x, and that the value of EBX is free to be overwritten (or “clobbered"):



01: xor ebx, eax

02: xor eax, ebx

03: xor ebx, eax
04:inceax

05: neg ebx

06: add ebx, 0A6098326h
07: cmp eax, esp

09: xor eax, OFFFFFFFFh
10:subebx,eax
11:rcleax,cl
12: push OF9CBE47Ah
13: add dword ptr [esp], 6341B86h
14: sbb eax, ebp
15: sub dword [esp], ebx
16: pushf
17: pushad
18: pop eax
19: add esp, 20h

1 20: test ebx, eax
21: pop eax
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You can see a variety of obfuscation techniques at work in this example:

- Lines 1-3 use the “XOR swap trick” for exchanging the contents of two locations—in this case, the EAX and
EBX registers.

- Line 4 shows an assignment to the EAX register that is actually “junk” (as EAX is overwritten with a constan
on line 8).

- On lines 5-6, the EBX register is negated and added to the constant 0A6098326h: EBX = - EAX +
0A6098326h.

- Online 7, EAX is compared with ESP. The CMP instruction modifies only the flags, and the flags are overwrit
ten on subsequent lines before being used again, so this code is junk.

..........................

- Line 10 subtracts the constant in EAX from EBX: EBX = - EAX + 0A6098326h - 0A609832Ah, or EBX = - EAX
5,0rEBX = -( EAX + 5).

- Line 11 modifies EAX through use of the RCL instruction. This instruction is junk because EAX is overwrit-
tenon line 18.

- Lines 12-13 push the constant OF9CBE47Ah and then add the constant 6341B86h to it, resulting in the
value Oh on the bottom of the stack.

- Line 14 modifies EAX through use of the SBB instruction, involving the extraneous register EBP. This in-
struction is junk, as EAX is overwritten on line 18.



+ Line 15 subtracts EBX from the value currently on the bottom of the stack (which is Oh). Therefore, dword
ptr [ESP] = 0 - -( EAX + 5), or dword ptr [ESP] = EAX + 5.

+ Lines 16-19 demonstrate operations involving the stack: nine dwords are pushed, one is popped into EAX,
and the stack pointer is then adjusted to point to the same location that it pointed to before the sequence
executed.

+ Line 20 tests EBX against the EAX register and sets the flags accordingly. If the flags are redefined before
their next use, then this instruction is dead.

+Line 21 pops the value on the bottom of the stack (which holds EAX + 5) into the EAX register. . e
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'Needless to say, the obfuscated code does not at all resemble the compiler-generated code, and one faces con- .
siderable difficulty in ascertaining the functionality of the snippet. Several obfuscation techniques are present
in this example:

- Pattern-based obfuscation

- Constant unfolding

- Junk code insertion

- Stack-based obfuscation

« The use of uncommon instructions, such as RCL, SBB, PUSHF, and PUSHAD

Correspondingly, a variety of existing compiler transformations can be used to render the code into a form

that is closer to the original:

- Peephole optimization

- Constant folding

« Dead statement elimination

- Stack optimization
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The Interplay Between Data Flow and Control Flow

Consider the following instruction sequence:

01: mov eax, dword ptr [ebp-10h]
02:jmp eax

Suppose you wish to construct a “correct,” classical control-flow graph for a program containing sequences
like this one. In order to determine what the next instruction will be after line 2 has executed—or, perhaps the
set of potential successor instructions—you need to determine the set of possible value(s) for the EAX register
at that location. In other words, the control flow for this snippet is dependent upon the data flow as it pertains
to the location [EBP-10h] at the program point 11 (line 1). However, in order to determine the data flow with
respect to [EBP-10h], you need to determine the control flow with respect to the line 1 location: You must know
all possible control transfer instructions (and the associated data flow leading to those locations) that could
possibly target the line 1 location. It is not meaningful to talk about control flow without simultaneously talk-
ing about data flow, or vice versa.

The situation is even more difficult than it might appear on the surface. Program analysis tries to answer
questions such as “What values might the location [EBP-10h] assume under any possible circumstance?” To
combat intractability and undecidability, many forms of program analysis employ approximations of the state
space. Some approximations are fine (e.g., approximating the set {1,3} by {1,2,3} ), and some are coarse (e.g.,
approximating that same set by {0,1,...,232 -1}). (Fine and coarse are not technical terms in this paragraph.) If
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you cannot finely approximate the set of potential values of the [EBP-10h] location (for example, if you must _
assume that the location could take on any poSsibie value), then you do not know where the jump will point, so | |
you must assume that it could target any location within thg address space. Then, the data flow facts from the |
line 2 location must be propagated into thoée at e\.?ery other location. In practical settings, such a decision will

severely impact the analysis, most likely causmg it to eonservatwely conclude that all states are possible at all | f :
locations, which is correct but useless. ‘ '

Worse yet if you ever must assume thata jump could target any location, then due to variable-length instruc- : .
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Academic work in this area, such as that by Kinder30 and Thakur et al.ﬂ, seeks to construct systems that
can return correct answers for all possible inputs. These systems prefer to tell users that they cannot deter-
mine precise information, return correct but grossly imprecise results, or die trying (e.g., by exhausting all
available memory or failing to terminate due to tractability issues), rather than give an answer that is not fully
justified. This goal is laudable, given the motivation frdrti whence these disciplines were founded: to ensure
absolute correctness of programs and analyses Howaver, it is not in line with our motivations as obfuscatlon | |
researchers. T kel |

Deobfuscation is a creature of a dlfferent sort than formal verification or program analys:s, even if we prefer
to use techniques developed in those contexts Whereas an obfuscator transforms a program P, into a pro-
gram P, , we seek either a translator from Pobf into P r‘g or enough information about P, .to answer questtons
proxlmate to sorne reverse engmeenng eﬂ'ort. We hes:tate to use unsound rnethods, but we prefer actual re- |

~'sults when the: day is finished, so we may employ such methods, albeit conscxously and grudgingly: g i

Data-Based Obfuscations

We begin by looking at obfuscation techniqﬁes that can be best described in terms of their effect on data values
and noncontrol computations. In particular, assume that the presented snippets occur within a single basic
block of the program's control-flow graph, The discussions of control-based obfuscations, and their combina- =
tion with data-based obfuscations, are deferred to later sections.

Constant Unfolding

Constant folding is one of the earliest and most basic compller optimizations. The goal of this optimization is L

computa;tzons wh rﬁsults are e-time m eresults. Fore le; inrthe €-1-1-- mi_—
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_ operands whose values are statically known (4 and 5, respectively). It would be wasteful for the compilerto | | | .

generate code that computed this result at run-time, as it can deduce what the result will be during compila-
tion. The compiler can simply replace the assignment with x = 20;.

Constant unfolding is an obfuscation that performs the inverse operation. Given a constant value that is used
somewhere in the input program, the obfuscator can replace the constant by some computation process that
produces the constant. You have already encountered this obfuscation in the motivating example:

01: push OF9CBE47Ah
02: add dword ptr [esp), 6341386h

Neglecting the mod.!ﬁcanons that this secjuéncé has upbn the flags, this was found to be equivalent to push



Data-Encoding Schemes

The fundamental flaw of this technique is that constants have to be dynamically decoded (thus exposed,

as well as the decode function) at run-time before being processed. We have the encoding function f{x) = x

- 6341B86h, whose result f(x) is pushed on the stack, and then the decoded function is applied: f ; (x)=x +
6341B86h. This construct is trivial; deobfuscation is done by simply applying the standard compiler's constant

.......................

by Chow, ]ohnson and Gull. Affine maps are also cornmonly used.

What if one could find an encoding such that it is not mandatory to decode variables to manipulate them (an
equivalent operation can be defined on the encoded variables)? This property, called homomorphism, has been
discussed in an obfuscation-oriented view, as well as a refinement of the residue coding technique in works
such as those of Zhu and Thomborson.34

In abstract algebra, a homomorphism is an operation-preserving mapping between two algebraic structures.
Consider, for example, two groups, G and H, equipped respectively with operations +,and +;,. We want to con-
struct a mapping f between the sets underlying G and H, and we want your mapping to respect the operations
+gand +,. In particular, we must have that f (x+,y) = f(x) +5 f(3).

The notion of a homomorphlsm can be generahzed beyond groups to arbitrary algebraic structures. For
multlphcatron operators. In contrast to mappings that preserve only one of the ring's operatrons and not the
other, or induce restrictions upon the operators or their usage, unrestricted mappings are considered fully
homomorphic.

Fully homomorphic mappings have a natural application to obfuscation. If the source algebra is the
unencoded domain, and the target algebra is the encoded one, then a homomorphic mapping enables us to
perform computations directly upon the encoded data without having to decode it beforehand and re-encode
it afterward.

At the time of writing, the topic of homomorphic cryptography is still in its infancy. Fully homomorphic
cryptosystems have been shown to exist, and they enable the computation of encrypted programs upon en-
crypted data. That is to say, rigorous statements can be made concerning the hardness of determining specifics
about tl"e program bemg executed, and which daH it is operaung up?rvu: present, the schemes are too in- | | l | v
efficient for practxcal usage, and how to best apply the tech'nology to 1trary computer programs is an open ‘
question: ! |

Dead Code Insertion

Another common compiler optimization is known as dead code elimination, which is responsible for removing
program statements that do not have any effect on the program's operation. For example, consider the follow-
ing C function:

int f()

{

intx,y;
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x=1; //thisassignment toxisdead

y =2; //yisnot used again, so it is dead
x=3; //xabove hereisnotlive
returnx; // x is live

}

Ultimately, the function returns the number 3. It does so after several meaningless computations that do not
aﬂ'? l trhe function's output]. 'Z!I'h}e ﬁrstasagx‘mlnﬁn%s Fox'?qdy are ?a}dﬁ be dead, as they h!a\ire no effect qni h}re| =
- Obfuscators perform the inverse of this 6peration by inserting dead code for the purpose of makirigﬁie code

harder to follow—the reverse engineer has to manually decide whether a given instruction participates in
the computation of some meaningful result. The ability to insert “dead” code requires the obfuscator to know
which registers are “live” at every given program point; for example, if EAX contains an important value (it's
live), and EBX does not (it's dead), then you can insert statements that modify EBX.

Deobfuscation of this construct is done by simply applying the standard compiler's dead statement elimina-
tion optimization, which can be done either on a single basic block or across an entire control-flow graph.

Arithmetic Substitution via Identities

Mathematical statements can be made relating the results of certain operators to the results of combinations
of other operators. You have already seen an instance of this general phenomenon in the motivating example,

“when you encountered the instruction XOR EAX, OFFFFFFFFh (where the binary representation of OFFFFFFFFh

o

is all one bits). Because 0 XOR 1 = 1, and 1 XOR 1 = 0, this instruction actually flips each of the bits in EAX; in
other words, it is synonymous with the NOT operator. Similarly, you can make the following statements:
--x = "x + 1 (by definition of two's complement)
- rotate left(x,y) = (x = y) | (x = (bits(x)-y))
- rotate right(x,y) = (x = y) | (x <« (bits(x)-y))
+X-1="-x
+X+1l=-x

Pattern-Based Obfuscation

more complicated sequence of instructions that has the same semantic effect. For example, a pattern might
convert the sequence
01: push reg32
into this sequence (which we will call #1):
01: pushimm32
02: mov dword ptr [esp], reg32
Or, it might convert that same sequence into this sequence (#2):
01: lea esp, [esp-4]
02: mov dword ptr [esp], reg32



Or this one (#3):

01:subesp, 4
02: mov dword ptr [esp], reg32

Patterns can be arbitrarily complicated. A more complex example might substitute the pattern:

01:subesp, 4
for this pattem (#4).
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Olpushregsz-r"“‘
02:movreg32,esp - i
03: xchg [esp], reg32
04:pop esp
Some protections have hundreds of patterns. Most protections apply patterns randomly to the input se-

quence, such that two obfuscations of the same piece of code result in a different output. Also, the patterns are
applied iteratively. Consider the following input:

01:push ecx
Imagine that it is transformed via substitution #3:

01:subesp, 4
02: mov dword ptr [esp], ecx

Now suppose that the obfuscator is run a second time, and the first instruction is replaced according to pat- -
tern #4:

01: push ebx
02: mov ebx, esp
03: xchg [esp], ebx
04: pop esp
05: mov dword ptr [esp], ecx
This process can be applied indefinitely, resulting in an arbitrarily large output sequence. With enough pat-
terns, one can transform one instruction into millions of instructions.
Note a few things about these substitutions. #1 and #2 preserve semantic equivalence: After those sequences
. execute, the CPU will be in the same state thati it would have been if the ongmal one were executed instead. #3

.....

"does not bréserve semantic equivalence, becausé it Jsés the sub—mstru&ioh that changes the flags, whereas the |

~ original push does not. As for sequence #4, the original does change the flags, whereas the substitution does |

not; also, whereas the ongmal does not modlfy memory at all, the substitution writes the value of ESP ontothe

bottom of the stack (hence, you could also consider this as being equal to the PUSH ESP instruction).

These considerations illustrate the difficulty of obfuscating assembly code post-compilation. The protection
is only safe to execute substitution #3 if it is known that the flags modified by the instruction are not used
before the next modification to those flags. Substitution #4 is similarly safe if the flags are dead, and if the re-
sultant code is indifferent to the contents of [ESP] after the original SUB ESP, 4 operation. Ensuring flag liveness
requires building the function's control-flow graph, which can be difficult due to indirect branches. Ensuring
that the stack memory modification is safe would be extremely difficult due to memory aliasing. These specific
concerns are unlikely to affect normal functions generated by a compiler for which control-flow graphs can be



generated, but it is hoped that they illustrate the perils of applying semantically non-equivalent transforma-
tions to compiled code.

Owing to the complexities of obfuscating compiled assembly language, protections most commonly apply
these transformations against the code corresponding to the protection itself, rather than the target's code.
This way, the protection authors can guarantee that the input code will be oblivious to those transformations
that do not preserve strict semantic equivalence.

Deobfuscatlon of thls type of obﬁ.lscatlon is sxmple although it can be tlme-consummg to wnte the deob-

......................

'Academic works such as that by Jacob et al.25 or Bansal,l have dlscussed the automated construction of both
pattern-obfuscators and peephole optimizers.

This brings us back to the question of practical results versus academic ones. Suppose you are dealing with
a pattern-based obfuscator that contains errors (e.g., erroneous pattern substitutions that do not preserve
semantic equivalence). Suppose further that you, as a deobfuscation researcher, are aware of the errors and are
able to correct them at deobfuscation time. This means that your deobfuscator will similarly not preserve se-
mantic equivalence and is therefore “incorrect” in absolute terms as far as transformation goes, but it actually
produces “correct” results with respect to the pre-obfuscated code. Should you make the substitution? The for-
mal correctness crowd would say no; we would answer in the affirmative.

Control-Based Obfuscation . m

When reverse engineering compiler-generated code, reverse engineers are able to rely on the predictability
of the compiler's translations of control flow constructs. In doing so, they can quickly ascertain the control
flow structure of the original code at a level of abstraction higher than assembly language. Along the way, the
reverse engineer relies upon a host of assumptions about how compilers generate code. In a pure compiled
program, all code in a basic block will be most often sequentially located (heavy compiler optimizations can
possibly render this basic premise null and void). Temporally related blocks usually will, too. A CALL instruc-
tion always corresponds to the invocation of some function. The RET instruction, too, will almost always
signify the end of some function and its return to its caller. Indirect jumps, such as for implementing switch
statements, appear infrequently and follow standard schemas.
CWI-Med obfuscation attacks these planks|of standard Teverne eenng, ina way t that comphcataTs | | -
both static and dynamic analyses Standard statlc analysxs tools malee similar assumpnons as human reverse
‘engineers, in particular: RPN . : 2k .
- The CALL instruction is only used to invoke functions, and a function begins at the address targeted by a call.
+ Most calls return, and if they do, they return to the location immediately following the CALL instruction; ret
and RETN statements connote function boundaries.
- Upon encountering a conditional jump, disassemblers assume that it was placed into the code “in good
faith"—in particular that:
- Both sides of the branch could feasibly be taken.
- Code, not data, is located down each side of the branch.

- They wﬂl be able to easily ascertain the targets of 1nd1rect ]umps
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« All control transfers target code locations, not data locations.

« Exceptions will be used in predictable ways.

With respect to control transfers, disassemblers assume a model of “normality” based around the patterns
of standard compiled code. They explicitly create functions at call targets, end them at return statements,
continue disassembling after a call instruction, traverse both sides of all conditional branches, assume all
branch targets are code, use syntactic pattern-matching to resolve indirect jump schema, and generally ignore
exceptional control flow. Violating the assumptions laid out previously leads to very poor disassembly. Thisisa
Tconswteqt thorm in the side of obfuscEat:on reseafcpqrs, and anopen tereamh toplc (as dlscu35ed ptetnousty) m
‘venﬁcation. """"

Dynamic analysis has an easier time with respect to indirect control transfers, since it can explicitly follow -
execution flow. However, the attacker still faces questions involving determining the targets of indirect trans-
fers, and suffers from the lack of sequential locality induced by so-called spaghetti code. The following sections
elaborate upon what happens when these assumptions are challenged.

Functions In/Out-Lining

The call graph of a program carries a lot of its high-level logic. Playing with the notion of a function can break
some of the reverser's assumptions. It's possible to:

- Inline functions—The code of a subfunction is merged into the code of its caller. Code size can grow quickly

if the subfunction is called multiple times.

- Outline functions—A subpart of a function is extracted and transformed into an independent function and
‘replaced by a call to the newly created functions. =7
Combining these two operations over a program leads to a degenerated call graph with no apparent logic. It

goes without saying that functions' prototypes can also be toyed with to reorder arguments, add extra, fake ar-
guments, and so on, to contribute to logic obscurity.

Destruction of Sequential and Temporal Locality

As stated, and as understood intrinsically by those who reverse engineer compiled code, the instructions
within a single, compiled basic block lie in one straight-line sequence. This property is called sequential locality.
Furthermore, compiler optimizers attempt to put basic blocks that are related to one another (for example, a
block and its successors) nearby, for the purpose of maximizing instruction cache locality and reducing the
number of branches in the compiled output We call this property the sequential Iocah'ty of temporalbr related

..........................

ing such code that all of the code respons1ble for a smgle umt of flmctlonahty will be neatly contamed m a sin-
" gleregion, and that the proximate control-flow neighbors will be nearby and similarly sequentially located.
A very old technique in program obfuscation is to introduce unconditional branches to destroy this aspect of
familiarity that reverse engineers organically obtain through typical endeavors. Here is a simple example:

Ol:instr_1:

02: push offset caption
03: jmpinstr_4

04:

05:instr_2:

06: call MessageBoxA



07: jmpinstr_5
08:

09:instr_3:

10: pushoO

11: jmpinstr_2
12:

13 3' start'
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15; jmpinstt 1
16:
17:instr_4:
18: push offset digtxt
19 jmpinstr_3
20:
21:instr_5:
v i
This example shows the lack of sequential locality for instructions within a basic block, and not temporal
locality of multiple basic blocks. In practice, large amounts of the program's code will be intertwined in such
fashion (usually with more than one instruction on a given basic block, unlike the preceding example).
From a formal perspectwe this techmque does not even deserve to be called “trnna.l " as 11: has no semantlc

----------------

branches will defeat this scheme ent:rely. However, in terms of analysis performed manually by a human, th
ability to follow the code has been dramatically slowed.

Processor-Based Control Indirection

For most processors, two essential displacement primitives are the JMP-like branch and the CALL-like save
instruction pointer and branch. These primitives can be obfuscated by using dynamically computed branch
addresses or by emulating them. One of the most basic techniques is the couple PUSH-RET used as a JMP
instruction:
01: push target_addr
ozret r‘.

" | I v R o o R
'I'hat's (almost) sema.nnca]lyequwalenttothe fo’llomng' e e e

01:jmp target_addr
The CALL instruction is an easy target for obfuscators because most disassemblers assume the following
about its high-level semantics:

- The target address is a subfunction entry point.
- A call returns (i.e., the instruction after the CALL is executed).

It is actually easy to break these assumptions. Consider the following example:

01: call target_addr
02: <junk code>



......

03: target_addr:
04:addesp, 4

The CALL is used as a JMP; it will never return to line 2. The stack is fixed (the return address is discarded
from the stack) on line 3. Next consider, these two elements:

01: basic_block_a:
02: add [esp], 9
03:ret

and

01: basic_block_b:

02: call basic_block_a

03: <junk code>

04: true_return_addr:

05: nop

basic_block_b's line 2 CALL instruction points to basic_block_a, which actually is only a stub that updates

(see basic_block_a's line 2) the return address stored onto the top of the stack before the RET instruction uses it
(basic_block_a's line 3). In these two examples the result is an interval between CALL's natural (expected) and
effective return addresses; an obfuscator can (and will) take advantage to insert code that thwarts disassem-
blers and creates confusion.

The following example is an interesting enrichment of the standard PUSH-RET used as JMP previously:

01: push addr_branch_default

02: push ebx

03: push edx

04: mov ebx, [esp+8]

05: mov edx, addr_branch_jmp

06: cmovz ebx, edx

07: mov [esp+8], ebx

08: pop edx

09: pop ebx

10: ret

The basis of this construction actually is a PUSH-RET. Line 7 writes the target address onto the stack; it is

used by the RET at line 10. The pushed address comes from EBX (line 7), which is conditionally updated by the
CMOVZX instruction at line 6. If the condition is satisfied (the Z flag is tested), then the instruction acts like a
standard MOV (EBX is overwritten by EDX, which contains the branch target address), otherwise it acts likea
NOP (thus EBX contains the default branch address). In the end, one can clearly see this pattern stands for a
conditional jump (JZ).

Operating System-Based Control Indirection

The program can make use of operating system primitives (even though it may imply a loss of portability). The
Structured Exception Handler (SEH), Vectored Exception Handler (VEH), and Unhandled Exception Handler,



in Windows, and signal handlers and setjmp/longjmp functions, in Unix, are commonly used to obfuscate the
control flow.
The basic algorithm can be decomposed as follows:
1. Obfuscated code triggers an exception (using invalid pointer, invalid operation, invalid instruction,
etc.).
2. The operating system calls the registered exception handler(s).
3. The exception handler dispatches the instruction flow according to its internal logic and sets back the
R b - e e e W e e 1 e e
Thef]o]lowmgexamplehasbeenSeenbﬂhonsofhmes within x86 u‘u'nlee L b4l T
01: push addr_seh_handler
02: push fs:[0]
03: mov fs:[0], esp
04: xor eax, eax
05: mov [eax], 1234h
06: <junk code>
07: addr_seh_handler:
08: <continue execution here>
09: pop fs:[0]
10: add esp, 4
Lines 1-3 set up the SEH. An exception is then triggered in the form of an access violation as line 5 attempts
to write at 0x0. Assuming the program is not debugged, the operating system will transfer execution to the
SEH handler. Please also note that when a SEH handler is called, it receives a copy of the thread's context as one
of its arguments, and the instruction pointer register value can be modified to further obfuscate the control
flow redirection.

More interesting, the concept can also be reversed. What if a protection inserts exceptions in the original
: program and catches them wn;h 1ts own al;tached debugger? The pxotected progxam consxsts of a debuggee
replace (condmonal) jumps by INT 3 mstructmn 'I‘he excepuon is caught by the protectlon s debugger, wlnch
‘ updates the debuggee s context appropnately to emulate the (conditional) j jumps. One cannot simply detach
the debugger from the debuggee; otherwise, exceptions would not be handled and the program would crash.
An implementation of this concept has been proposed by Deroko.12

Opaque Predicates

An opaque predicate (introduced by Collberg in “A Taxonomy of Obfuscating Transformations”12 and “Man-
ufacturing Cheap, Resilient, and Stealthy Opaque Constructs”13) is a special conditional construct (Boolean
expression) that always evaluates to either true or false (respectively noted PT and PF). Its value is known only



at compilation/obfuscation time and should be unknown to an attacker as well as computationally hard to
prove, to meet a sufficient degree of resilience. Used in combination with a conditional jump instruction, it
introduces an additional, spurious branch—i.e., an additional edge in the control-flow graph (CFG). This dead
branch can be used to insert junk code or special properties like cycles in the CFG to harden the analysis. How-
ever, the spurious branch has to look real enough to escape simple detection by a human attacker (for example,
only one of the two branches contains necessary variable initializations).

It has the appearance of a conditional jump but its semantics are that of an unconditional jump. Computa-
«uona.llly complex mathematical problems can be uqe§ to unplemento redicates. You can also use some ="
‘enwromnental variables whose values are cormtant and known at compllatton/obﬂlscanon time. Thislast
technique may be less resilient because there is a limited, finite set of candidate variables, thus limiting thepo-
tential diversity.

Designing resilient opaque predicates is a tough job. They are superfluous pieces of code mixed with existing
code that has its own logic/style; if no special care is taken they are easily detectable. A good practice is to create
dependencies between the predicate and the program's state/variables. A human attacker (you) is usually quite
efficient at detecting dubious patterns. Using an absurdly complex predicate may effectively thwart a static
analysis tool but it will probably be easily detected by a human attacker.

An interesting variation on the original concept uses a predicate that randomly returns either true or false
(noted P?). As both branches are potentially executed at run-time, they have to be semantically equivalent. In
most cases that amounts to cloning (and possibly diversifying) a basic block (or a larger piece of code), produc-
ing a “diamond-like” construct.

For the sake of clarity, we have dissociated control-flow and data-flow obfuscation so far. In practice, however,
both are intimately linked. This section presents techniques based on this interplay.

Inserting Junk Code

This technique is intimately tied to control flow obfuscation. It basically consists of inserting a dead (that is,
never executed) code block between two valid code blocks. The objective is to totally thwart a disassembler that
has already been tricked into following an invalid path (typically a case of opaque predicates). Instructions
contained within the junk code may be partially invalid, or may create branches to invalid addresses (such as in
the middle of valid instructions) to over-complicate the CI-‘G
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01 ]mplabel
02: <junk>
03: label:

04: <real code>

Here is something a bit more elaborate, using a dummy opaque predicate:

01: push eax

02: xor eax, eax
03:jz 9

04: <junk code start>



05:jg4

06: inc esp

07:ret

08: <junk code end>
09: pop eax

The conditional jump at (address) line 3 is always true because the EAX register is zeroed by the XOR instruc-

...................................

- When generated appropriately, junk code blocks may be quite difficult to spot at first sight. Most often |
they will be removed from the disassembler's reach as a side effect of control flow deobfuscation (see http://
www.openrce.org/blog/view/1672/Control_Flow_Deobfuscation_via_Abstract_Interpretation). In the last
example, if the opaque predicate is detected as such, then no more paths lead to the junk code block. Like all the
other techniques, if it is not differentiated sufficiently—for example, using a limited database of static patterns
—its resilience and strength tend to be minimal.

Control-Flow Graph Flattening

The basic idea behind graph flattening is to replace all control structures with a unique switch statement,
known as the dispatcher. A subgraph of the program's control-flow graph is selected (implementations often
work at the level of functions) and transformed, at which time basic blocks may be reworked (split or merged).
Each basic block is then responsible for updziting-the dispatcher's context (i.e,, the subprogram's state) so that
the dispatcher can link to the next basic block (see Figure 5.1). Relationships between basic blocks are now
“hidden” within the dispatcher context's manipulation operations. Conditional jumps (as in block d) can easily
be emulated using flags testing and IMUL instructions, or simple CMOV instructions.

Figure 5.1
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It goes without saying that a large part of this technique's resilience against static analysis rests on the ability

to obfuscate the context's manipulations and transitions. Various features can be implemented to hardenithe =

problem, such as inter-procedural relationships, pointer aliasing, inserting dummy states, and so on.

In the same fashion as opaque predicates, CFG flattening can also be used to insert dead code paths and spuri-
ous basic blocks. A lot can be said about graph flattening and how to harden an implementation. The resulting
graph offers no clues about the structure of the algorithm, and dispatch and context manipulation code also
add an overhead that contributes to hiding the protected code. This technique is conceptually the same as code
virtualization (virtual machine); it can be seen as partial virtualization that targets (virtualizes) only the con-
trol flow (not the data flow).

Should you want to see flattened code yourself, just grab a copy of a Flash plugin (such as NPSWF32.d1l), dis-
assemble the file, and look for functions with the biggest size. Flattened functions are easily recognizable.

=V:rtua1Machmes NN EENmEEENES |
| 1 |
Vi machmes (VMs)areapotent class ofsoft&mrepmtecﬁon andantj.'specmlly complextransfonnatlon

A VM basically consists of an interpreter and some bytecode. The language supported by the interpreterisat =

the discretion of the protection. At compile-time, selected parts of code are compiled with respect to the VM's
target architecture (they are retargeted) and then inserted into the protected program alongside the associ-
ated interpreter. At run-time, the interpreter assumes the bytecode execution (i.e., the translation from target
architecture to original architecture). VMs usually come with sizeable overhead in terms of performance (par-
ticularly CPU time), which is why typically only specific, selected parts of the original program are virtualized.

Examples of well-known, VM-centered protections include VMProtect and CodeVirtualizer. We will later
delve into the delightful activity of VM analysis. For now, suffice it to say that an attacker has to understand the
interpreter in order to analyze the bytecode and eventually to create a compiler from target architecture to na-
tive architecture (unvirtualization).




White Box Cryptography
When the application to be protected cannot base its security on the use of a hardware component, oron a
network server, you must hypothesize an attacker able to execute the application in an environment that he or
she perfectly controls. The attacker model matching this situation, called the white-box attack context (WBAC),
imposes a particular software implementation of classical cryptographic primitives.

Such mechanisms are tailor-made to ensure conﬁdentia]ity of a secret key within an algorithm Such atrans-

......
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This section describes some negative and positive results concerning code obfuscation, and theirimpacton
this key management problem.
A probabilistic algorithm O is an obfuscator if it satisfies the following properties, given by Barak et al.Z:

- P and O(P) compute the same function.

- The growth of execution time and space of O(P) is at most polynomial in regard to execution time and space
of program P.

- For any polynomial time probabilistic algorithm A, there exists a polynomial time probabilistic algorithm §
and a negligible function m (a negligible function is a function that grows much slower than the inverse of
any polynomial), such as the following: for all programs P,

| PLACO(P)=1] - pIS*(11P))=1] | <m(|P|)

............

‘The virtual black box property expresses the fact that the outputs distribution of any probabihsnc ana.lysm
algorithm A applied to the obfuscated program O(P) is almost everywhere equal to the outputs distribution of
a simulator S making oracle access to program P. (Program S does not have access to the description of program
P, but for any entry x, it is given access to P(x) in polynomial time in regard to the size of P. An oracle access to
program P is equivalent to an access to sole inputs/outputs of the program P.)

Intuitively, the virtual black box property simply stipulates that everything that can be calculated from the
obfuscated version O(P) can also be calculated via oracle access to P.

One of the main points about such an ideal obfuscator is that it does not exist. The proof is based on the con-
struction of a program that cannot be obfuscated. This impossibility result demonstrates that a virtual black
box generator—which could protect the code of any program by preventing it from revealing more information

... than is revealed by its mputs/outputs—does not exist. This unposs:bxhty result naturally leads to important
| | chutcarhet for designers of bfusdation m = tadapted to WHACkantext). | | ([ 11| | | [ | 71"

Consider a practical application of obfuscation that consists of transforming a symmetric encryptioninto
an asymmetric encryption, by obfuscating the private key encryption scheme. An unobfuscatable private key
encryption scheme does exist if a private key encryption scheme exists. This clearly indicates that private key
encryption schemes are not all well suited for obfuscation.

Note that this result does not prove that there is not some private key encryption scheme such that we can
give to the attacker a circuit calculating the encryption algorithm without security loss. It does prove, however,
that there is no general method enabling the transformation of any private key encryption scheme into a pub-
lic key encryption system by obfuscating the encryption algorithm.

The problem of constructing a private key encryption scheme verifying the virtual black box property (thus
resilient in the WBAC context) remains of interest for cryptography researchers, even if the impossibility result



concerning a generic way to manage it may seem discouraging. White box DES and AES implementations pro-
posals illustrate this interest.

Obfuscation by using a network of encoded lookup tables makes it possible to obtain from DES and AES
algorithm versions that are more resilient in the white box attack context. However, effective cryptanalysis of
DES (such as the one done by Goubin22) and AES (by Billet3) white box implementations has established that
the problem of constructing a private key encryption scheme verifying the virtual black box property remains
unsolved.

,,,,,,,,,,,,,,,,,

mented. In pa.rt:cular, there isno general transfonnanon that enables, startmg froman encrypuon a.'lgontlun =

and a key, obtaining an obfuscated version of this algorithm that could be published without leaking informa- =

tion about the key it contains.

However, this formalism does not establish that it is impossible to hide a key in an algorithm in order to
transform a private key algorithm into public key encryption.

A method has been published (by Chow?) to make the extraction of the key difficult in the white box context.
The principle is to implement a specialized version of the DES algorithm that embeds the key K, and which is
able to do only one of the two operations, encrypt or decrypt. This implementation is resilient in a white box
context because it is difficult to extract the key K by observing the operations carried out by the program and
because it is difficult to forge the decryption function starting from the implementation of the encryption
function, and inversely.

The main idea is to express the algorithm as a sequence (or a network) of lookup tables, and to obfuscate these
tables by encoding their input/output. All the operations of the block cipher, such as the addition modulo 2 of
the round key, are embedded in these lookup tables. These tables are randomized, in order to obfuscate their
functioning.

Obfuscation of AES (described by Chow19) is done in a similar way as DES. The goal is still to embed the round
keys in algorithm code, in order to avoid storing the key in static memory or loading it in dynamic memory at
the time of execution. The technique used to securely embed these keys is (as for DES) to represent AES as a net-
work of lookup tables, and to apply input/output encodings in order to hide the keys.

Achieving Security by Obscurity

So far, you have seen a great number of obfuscation techniques. Most of them are simple transformations that

seem qmte weak at first slght—-a:nd they are actually weakcons:dered individually. How one can build secunty tad

l
or trust rn such primitives? The strength of a£ obfuscation system éoz oi)fuscator) comes from the 1terat1ve

and combined applications of a set of these techniques. Each successive application of a simple technique -
accrues into a strong indiscernible global transformation (well, at least that is the objective). An interesting
analogy has been proposed by Jakubowski et al.25 between round-based cryptography and iterated obfusca-
tion. A cryptographic algorithm's round is made of basic arithmetic operations (addition, exclusive or, etc.)
that perform trivial transformations on the inputs. Considered individually, a round is weak and prone to mul-
tiple forms of attacks. Nevertheless, applying a set of rounds multiple times can result in a somewhat secure
algorithm. That is the objective of an obfuscator. The objective of the attacker is to discern the rounds from the
global obfuscated form and to attack them at their weakest points.

Keep in mind that even if the obfuscator is not perfect, as soon as it raises the bar required to break into the
protected code by a sufficient amount, this may be sufficient for the defender. For example, if a few weeks or



months are required to break into a new version of software, the defender can take advantage of that period to
work on new protections, protocol updates, and so on, and thus always be ahead of the game.

A Survey of Deobfuscation Techniques

Now that you have a better understanding of code obfuscation, the question is how can you, as a reverse engi-

..................

analysrs of obfuscated code isa tedlous, lf not unpossrble, task; you'll want to boil down the problem to clm
' code analysis. '

Because a manual approach using standard program analysis tools is fastidious, and considering the wide
variety of obfuscation mechanisms that an analyst may face, it is necessary to find some models and criteria
to design and evaluate deobfuscation algorithms. This section provides a brief overview of the problem from a
more theoretical perspective, and describes some well-studied formal methods that can be used to design more
generic deobfuscation tools and automate as much as possible the tasks undertaken by an analyst.

The Nature of Deobfuscation: Transformation Inversion

In order to undo obfuscation transformation, several software analysis techniques are available. This section
covers the following:
= The notion of decidable approximation
- Some methods, either static or dynamic, that can be used and advantages that can be gained from hybnd
static dynamic methods (some of them are presented later through the use of specialized tools)
- Some criteria that can always been applied to evaluate an analysis algorithm and from which it is possible to
derive some security criteria about obfuscation robustness (and in a dual way a deobfuscation transforma-

tion efficiency)
- Open problems and new trends concerning hybrid dynamic/static analysis and formalization of deobfusca-
tion
The subject is vast, and there is still no consensus about the terminology for the various specialized areas of
research in the literature. The goal of this section is thus to provide readers with some keywords to enable a
global view, and some useful references for interested readers who want to supplement their knowledge in this
s e o e o |+ e e e e
" You can observe severa.l d1chototmes in the ﬁéld df software analjrsis 'Some analys:s tech:mques are desc.‘nbed
 asstatic or dynamic, even if this distinction sometimes seems quite artificial. (This distinction is discussed |
by Yannis Smaragdakis and Christoph Csallner28.) Otherwise, analysis algorithms are qualified as sound or
complete, but these important characteristics may have different meanings in the literature. Finally, program
analyses are described as over-approximation or under-approximation, but this distinction also seems some-
what artificial because some analysis methods appear to use both over- and under-approximation.
The remainder of this section discusses both the “synergy” and “duality” of static and dynamic analysis (also
discussed by Michael D. Ernst29), first introducing the formal model of abstract interpretation and then pro-
viding several analysis examples in relation to deobfuscation.

Finding a Decidable Approximation of the Concrete Semantics



The purpose of any program analysis is to check whether the program satisfies a certain property. Unfortu-
nately, the question is generally undecidable for any non-trivial property—that is to say, you cannot design an
algorithm to determine whether the property holds for the program. To overcome this difficulty, one solution
is to abstract the concrete behaviors of the program into a decidable approximation. The purpose of abstract
interpretation is to formalize this idea of approximation in a unified framework. (Readers can refer to the pape
by Patrick Cousot and Radia Cousot.14)

The semantics of a program represent all of its possible concrete behavior, including its interaction with any
possible computer system environment. Among the most precise (concrete) semantics are the so-called trace
Seminitits) This seriabitics Seldes allifihite S iihriite deluiehidBt OF Sektesiahd Caititione. Wihere X is Hiebe
of execution traces (finite and infinite), you can express the trace semantics as the least solution (for the com-
putational partial ordering) of a fixpoint equation X=F(X).

An abstract domain is an abstraction of a concrete semantics. The goal of abstract interpretation is to provid
computable, fixpoint approximations of abstract domains, thus defining computable abstract semantics. Obvi
ously, the coarser the abstract semantics, the fewer questions it can answer.

All abstractions of a semantics can be organized in a hierarchy (described by Cousot16), from the most precis
to the coarsest. More precisely, abstract semantics can be placed on a lattice, and the approximation partial or-
dering of this lattice can be used to characterize the concreteness (or precision) of abstract semantics, and thu
the sets of questions they are able to answer.

Abstract interpretation generally applies to static analysis, through an over-approximation of the concrete
semantics. You might notice that, in a dual way and according to the “dual principle” of lattice theory, it shoul

------------------

static methods, making it possible both for a dynamic approach to gain in coverage and for a static approach t
gain in precision.

Dynamic and Static Analyses Form a Continuum

Static analysis is the discipline of automatically inferring information about computer programs without run
ning them (it thus applies to a “static” representation of the program). Static analysis tries to derive propertie:
(invariants) that hold for all executions of the program, through a conservative over-approximation of its con
crete semantics.

An example of such static analysis is the constant propagation algorithm, which aims to determine for
each program instruction whether a variable has a constant value whenever the control flow reaches that
instruction. Information about constants is useful in the context of program compilation, optimization, and
recompilation. It is used, for example, for dead code and dead execution path deletion (by replacing all uses of
constant variables by their constant values, you may be able to identify constant conditional branches, which
are conditioned by constant predicates).

Among the many optimization techniques, partial evaluation techniques (described by Beckman et al.3) mus
be kept in mind in the context of reverse engineering. A partial evaluator specializes a program with regard
to part of its input data. You expect the program's concrete semantics to be preserved by the specialization
process and the resulting program's syntactic representation to be optimized for the class of inputs used, and
as a result simpler to understand.

Another important class of optimization techniques includes slicing techniques (described by Weiser42),
which also aim to simplify the program under consideration, but in this case by deleting those parts of the



program that are irrelevant according to a criterion provided by the analyst. A static slicing criterion includes a
set of variables and a chosen point of interest. A dynamic slicing criterion completes a static criterion with the
information corresponding to some concrete execution. Slicing is of great interest in the reverse engineering
context, because it is representative of the way a reverser mentally slices a program when attempting to under-
stand its inner working.

In contrast to static analysis, dynamic analysis is the discipline of automatically inferring information about a
running computer program. Dynamic analysis denves propertles that hold for one or more executions of a pro-

T e 1 P s P i

and checks the program’s response. Gener‘ally test cases explore only a subset of the possible executions of the
program.

In order to enlarge the coverage of dynamic testing, the principle of symbolic execution (described by BoyerS)
uses symbolic values rather than concrete inputs. At any point during symbolic execution, a symbolic state of
the program is updated. This symbolic state consists of a symbolic store and a path constraint. The symbolic
store contains the symbolic values, and the path constraint is a formula that records the history of all condi-
tional branches taken until the current instruction.

At a given instruction of the program, you can use a constraint solver (SMT or SAT solver) to determine the
corresponding path constraint. A satisfying assignment provides concrete inputs with which the program
reaches the program instruction. By generating new tests and exploring new paths, you can increase the cover-
age of dynamic testing.

- Unfortunately, constraints generated during symbolic execution may be too complex for the constraint
solver. If the constraint solver is unable to compute a satisfying assignment, you cannot determine whether a
path is feasible or not.

Concolic execution (described by Godefroid22 and Sen37) provides a solution to this problem in many situa-
tions. The idea is to perform both symbolic execution and concrete execution of a program. When the path
constraint is too complex for the constraint solver, you can use the concrete information to simplify the con-
straint (typically by replacing some of the symbolic values with concrete values). You can then expectto finda
satisfying assignment of this simplified constraint.

Because symbolic execution is unable to handle an unbounded loop, which results in infinite symbolic
execution paths, it must under-approximate the concrete semantics of the program. You can perform this sim-
plification by fixing some arbitrary loop limit. Another solution is to use symbolic execution in conjunction
,w:tha.statlcanalysxsmfernngloopmvanants'”a‘ "‘||||

It appears that dynamic and static analys:s‘ approaches form a colir in lLrn. As an illustration, dynamic teét-’ :
ing, symbolic execution, and abstract interpretation are three ways of approximating the concrete semantics
of a program. Dynamic analysis uses concrete values and explores a subset of concrete transitions. Symbolic
execution clearly lies between dynamic testing and static analysis. It rests on a more abstract semantics,
but also an under-approximation. An abstract interpreter over-approximates the concrete semantics of the
program.

However, the borderline between those analysis approaches is not so easy to define. For example, symbolic
execution can be defined as a logical abstract interpreter, operating over the abstract domain of logical formu-
las.

In conclusion, many static analysis methods are improved by the use of a dynamic analysis-based refine-
ment. Conversely, the coverage of many dynamic analysis methods can be increased by using traditional static




analysis methods. Thus, the investigation of hybrid dynamic/static approaches is of great interest, especially
in the context of reverse engineering. The soundness and completeness criteria can be used to capture this
synergy.

Soundness and Completeness
You can formulate any program analysis problem as veriﬁeation that the pmgram satisfies a property Two

.........................

_'I‘hese_ cd_)dcﬁpts,. tradmonally appﬁed to logu:al Syttéms‘ can also be appﬁed to program analysw Unfortu- | l I | "
nately, because of their dual natures (soundness and completeness correspond to converse implicationsin

: logxc), there is still no consensus regarding their apphcatzon to the various specxahzed areas of research in the
literature.

Given a property, a sound program analysis identifies all violations of the property. However, because it over-
approximates the behaviors of the program, it may also report violations of the property that cannot occur. For
example, a sound error detection algorithm detects every possible error, though some of them may not occur
at run-time.

A sound partial evaluation algorithm preserves the original program's concrete semantics, in the sense that
the specialized program does not produce any output value that is not produced by the original program (even
if it may not be able to produce all of them).

A sound symbolic execution guarantees that because a symbolic constraint path is satisfiable, there must be
a concrete execution path that reaches the corresponding concrete state (even if some reachable concrete state
does not have a corresponding symbolicstate). ~ =~ | | R

A sound abstract interpreter preserves the program's concrete semantics. If it claims that an optimization
transformation is possible for a program, then the optimization can be applied without breaking the program
semantics. Observe, however, that it may be unable to answer the question for some optimizations. It can claim
that an optimization is unsafe even if it is in fact possible to apply the transformation (without any destructive
effect). Some potential optimizations will not be applied. The soundness of the abstract interpreter is relative
to which questions it can answer correctly, despite the loss of information. In that sense, it is conservative.
Technically, the least fixpoints computed by an abstract interpreter represent at least all occurring run-time
concrete states.

For example, a constant propagation algorithm is sound when any constant it detects is indeed a constant.

However, some constants may be not detected leen a property, a complete analysrs algonthm reports a v10- .
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mates the behav;ors of the program some copcrete \nolanons of the property may not be reported. =

' Acomplete partial evaluation algorithm results in the generation of a specialized program that isableto
produce the same output values as the original program for the intended input values. If unsound, it may pro-
duce unexpected output values (i.e., not produced by the original program).

A complete symbolic execution covers all concrete transitions. It guarantees that if a concrete execution

state is reachable, then there must be a corresponding symbolic state. Because symbolic execution is unable to
handle an unbounded loop, which results in infinite symbolic execution paths, it must under-approximate the
concrete semantics of the program (typically by providing some loop limit). Therefore, symbolic execution al-
gorithms are most often incomplete.



A complete abstract interpreter is the most precise for answering a given set of questions. Technically, this
means that every state represented by the least fixpoint is reachable for some concrete input. For example, a
complete constant propagation algorithm would be able to detect every constant in a program.

We have presented some criteria (soundness and completeness) that can always be applied to evaluate an
analysis algorithm. It is possible to derive from them some security criteria about obfuscation robustness (and,
in a dual way, deobfuscation transformation efficiency).

Abstract interpretation can be used for modeling any program transfonnation (refer to the paper by Patrick

=====

can formahze any syntactlc progra.m trmsfonnatlon asan abstract mterpretauon of the correspondmg se- e
IMAnUCHIEnsIormanion. | | | [ | | | [ [ [ {1 [ |

A particular application of this concerns obfuscation and deobfuscation transformations modeling. Mila
Dalla Preda and Roberto Giacobazzil8 investigate the semantic transformations corresponding to opaque pred-
icate insertion. By modeling deobfuscation as an abstraction interpretation, they observe that breaking opaque
predicates corresponds to having complete abstraction. The completeness criterion turns out to be of special
interest in terms of qualifying both deobfuscator effectiveness and opaque predicate robustness.

In conclusion, many methods already used in program analysis and compilation are of interest in the context
of reverse engineering. As demonstrated earlier, the frontier between static and dynamic analysis is not so
obvious. Currently, the abstract interpretation model seems to be sufficiently general to apply to both types of
analyses. The soundness and completeness criteria are of special interest when modeling obfuscation and de-
obfuscation transformations in the abstract interpretation framework. You have seen that both the soundness
and the completeness of an algorithm can be defined for static and dynamic analyses (data flow analyses,
partial evaluation, slicing, symbolic execution), which are good candidates to represent the actions conducted
by reversers when they try to simplify the representation of an obfuscated program. Using the abstract inter-
pretation model, static and dynamic analyses appear to be dual in nature. This duality and the gain that can be
obtained from a synergy between static and dynamic methods lead to new possibilities that must be investi-
gated in the future, through the study of hybrid methods.

This section presented some academic models and criteria, as well as dynamic and static analysis methods,
that can be useful for designing and evaluating deobfuscation algorithms. It also stressed the importance of
hybrid methods. The next section presents some of the tools currently available to assist in undoing obfusca-
tion transformations.
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In this section we discuss some of the tools that you can use to reverse engineer obfuscated code and espécia]ly‘ |
the features they offer to ease your job. Please note that this list is not meant to be exhaustive in any way; it is
based on the experience of some of the authors and seeks to present different categories of tools.

IDA

IDA is the state-of-the-art tool for reverse engineering binary code. Throwing the binary one wants to analyze
into IDA is a common reflex, so there's probably no need to introduce this tool here; otherwise, readers can refer
to the The IDA Pro Book by Chris Eagle (No Starch Press, 2011). Regarding the specific topic that interests us
here, dealing with obfuscated code using IDA is problematic (although not impossible) for a few reasons:



- That's not the purpose for which IDA is primarily intended. Obfuscated code is a very particular case, and
handling every specific situation/trick would be an endless job; thus it's better not to start on this path.

- We have very little control over the disassembler, a point that greatly impedes us when encountering
obfuscation schemes that break/disrupt/destroy the control-flow graph. IDA's disassembler is really easy to
confuse and one often ends up with the chicken-and-egg problem: To recover the control flow one needs to
clean the data flow, but to clean the data flow one needs the control flow.

- IDA itself doesn't offer any sort of intermediate representation (IR) or at least instruction semantics, so ad-

i va.m:ed analysxs of its output 1s not t:mnal. el T R R e s e e e
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. Graph-level block merging to sunphfy the CFG
- Event-driven, on-the-fly modification of the graph using hooks like grcode_changed_graph (see graph.hpp in
the SDK)
- Develop specific plugins
IDA can be extended using scripts (either IDC or IDAPython) or plugins (see IDA's SDK). If you were to imple-
ment some advanced analysis, that's where you would be able to interact.

To that end, some plugins have been developed as deobfuscation frameworks (for example, Branko Spaso-
jevic's Optimice plugin, http://optimice.googlecode.com). Trying to address some of the issues previously
mentioned, including instruction semantics—based on the x86 Opcode and Instruction Reference (http://
ref.x86asm.net/)—the plugin offers CFG reduction, peephole optimizations, and dead code removal.

Metasm (http://metasm.cr0.org) is open source framework (released under the GNU Lesser GPL v2) developed

by Yoann Guillot. It defines itself as an assembly manipulation suite, The framework, written in Ruby, actually
offers cross-architecture assembler, disassembler, compiler, linker, and debugger features. Currently supported
processors are Intel x86/x64, MIPS, PPC, Sh4, and ARCompact. Most common file formats are supported as well,
such as MZ, PE/COFF, ELF, Mach-O, and so on.

Disassembler Callbacks

The behavior of the disassemblery can be dynamically modified using a set of exported callbacks of the Disas-
sembler class. The two most useful for deobfuscation are as follows:

callback_newaddr—'l'h:s is called each tune a path is dascovered and is about to be dJsassembled At tlus

..........................................

| behéviot 6f the d:sassembly engme—mmqvmg a spun'oﬁs‘ céritr‘ol‘ tfansfer, thwartmg a dlsassemblg: tljap,
- callback_newinstr—As its name suggests, your callback is called each time a new instruction is disassem-
bled.

Instruction Semantics

One of the framework's key features is backtracking (think of it as program slicing). This feature is at the heart
of its disassembly engine. It enables very precise control flow recovery, at the cost of performance. Built on top
of this feature, the framework’s API also offers a method to compute the semantics of a basic block. Metasm



does not use a Strict Intermediate language, NOWeVer; It relies On a description of the semantics Of each Imnstruc-
tion. The associated terminology in the framework is binding. Metasm separates control flow and data flow se-
mantics encoding. Four types are used to describe the semantics of an instruction:

» Numerical value

= Symbol—Whatever is not a numerical value, based on Ruby's symbol type

- Expression: Expression[operand1, (operator), (operand2)}—An operand can be any of the four types.

. Indirection—Memory indirection Indirection[target, size, origin]

= encodmg ASCII-SBIT
#l/usr/bin/envruby
require "metasm”
include Metasm
# produce x86 code
sc = Metasm::Shellcode.assemble(Metasm::1a32.new, <EOS)
add eax, 0x1234
mov [eax], 0x1234
ret
EOS
dasm = sc.init_disassembler
_ #disassemble handler code
dasm.disassemble(0)
# get decoded instruction at address 0
# then its basic block
bb = dasm.di_at(0).block
# display disassembled code
puts "\n[+] generated code:"
puts bb.list
# run though the basic block's list of decoded instruction
bb.list.each{|di|
puts "\n[+] #{di. mstructlon}
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puts* data flow:"

sem.eachf[key, value| puts * #{key] > #{ value}'}

# does instruction modify the instruction pointer ?

if di.opcode.props]:setip]
puts " control flow:"
# then display control flow semantics
puts " * #{dasm.get_xrefs_x(di)}"

end

}
For each DecodedInstruction, you call the backtrace_binding method. It returns a hash. Each key/value pair



represents an assignment of the key according to the value and expresses outputs with respect to inputs. Run-
ning the scripts produces the following result:

[+] generated code:
0add eax, 1234h
5 mov dword ptr [eax], 1234h
Obh ret ; endsub entrypoint_0
[+]addeax,1234h = 1 o N O O O P [ P | ] L 1 = g
BT o O | S B B o
*eax => eax+1234h | e
*eflag z => ((eax+1 234h)&0£fffffﬁh)= =0
*eflag_s => (((eax+1234h)»1fh)&1)!=0
*eflag_c => ((eax&OfFfEfFffh)+1234h)>0fFffffh
*eflag o => (((eax»1fh)&1)==0)&&((((eax>1fh)&1)!=0)!=
((((eax+1234h)=1fh)&1)1=0))
[+] mov dword ptr [eax], 1234h
data flow:
* dword ptr [eax] => 4660
[+]ret
data flow:
| tesp=>esp+4+0 |
control flow:
* [Indirection[Expression[:esp], 4, 0xb]]
The RET instruction is quite representative of the distinction between data flow and control flow. The
get_xrefs_x method provided by the disassembler object returns a list (a Ruby Array object) of possible values
for the instruction pointer. For that specific instruction, it is an indirection whose target is the ESP register and

whose size is 4 (for the Ia32 architecture)—i.e., dword ptr [ESP]; Oxb is the address in the program where the in-
direction occurs.
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Backtracking and slicing

So far, you have seen how the semantics are described for each isolated instruction. Now consider instructions

‘within a control flow and how an instruction's binding can be used. For this purpose, the fqllowmg example =

demonstrates a typical dynamic jump computatxbrl ph& ] T il

#encoding: ASCII-8BIT
#1/usr/bin/env ruby
require "metasm"
include Metasm
# produce handler’s x86 code
sc = Metasm::Shellcode.assemble(Metasm::Ia32.new, <~EOS)
entry:
movecx, 1
shl ecx, OxA



add edx, OXBADCOFFE
mov eax, 0x100000
lea eax, [ecx+eax]
add ecx, OxBADCOFFE
jmp eax

EOS

i3 dlsassemble handler code
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dasm.dlsassemble(o)
‘#getbasicblock
bb = dasm.block_at(0)
target = dasm.get_xrefs_x(bb.list.last).first
puts "[+] jmp target: #{target}"
# backtrace
values = dasm.backtrace(target, bb.list.last.address,
{:log => bt_log =[], :include_start => true})
get_xrefs_x tells you which target is the final jump instruction. Then the backtrace method is used to walk
back through the control flow, following variable dependencies, until it reaches variable assignations or simply
hits its complexity limit. Each step of the backtracker is stored within the array bt_log. The following adds a
few more lines to nicely output the record:
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bt_log. each{lentryl
case type = entry.first
when :start
entry, expr, addr = entry
puts "[start] backtacking expr #{expr} from Ox#{addr.to_s(16)}"
when :di
entry, to, from, instr = entry
puts "[update] instr #{instr},\n -> update expr from #{from} to
#{to}\n"
when :found

e e e i e |

] when :up
entry, to, from, addr_down, addr up entry
puts "[up] addr Ox#{addr_down.to_s(16)} -> Ox#{addr_up.to_s(16)}"
end

}

Here is the output from the sample:

[+]jmp target: eax
[start] backtacking expr eax from Ox1c¢
[update] instr 13h lea eax, [ecx+eax],



add edx, 0xBADCOFFE
mov eax, 0x100000
lea eax, [ecx+eax]
add ecx, OxXBADCOFFE
jmp eax
EOS
# disassemble handler code
dasm = sc.init_disassembler
dasm.disassemble(0)
# get basic block
bb = dasm.block_at(0)
target = dasm.get_xrefs_x(bb.list.last).first
puts "[+] jmp target: #{target}"
# backtrace
values = dasm.backtrace(target, bb.list.last.address,
{:log => bt_log =[], :include_start => true})

get_xrefs_x tells you which target is the final jump instruction. Then the backtrace method is used to walk

back through the control flow, following variable dependencies, until it reaches variable assignations or simply

hits its complexity limit. Each step of the backtracker is stored within the array bt_log. The following adds a

few more lines to nicely output the record:

bt_log.each{lentry|
case type = entry.first
when :start
entry, expr, addr = entry
puts "[start] backtacking expr #{expr} from Ox#{addr.to_s(16)}"
when :di
entry, to, from, instr = entry
puts "[update] instr #{instr},\n -> update expr from #{from} to
#{to}\n"
when :found
entry, final = entry
puts “[found] possible value: #{final.first}\n"
when :up
entry, to, from, addr_down, addr_up = entry
puts "[up] addr Ox#{addr_down.to_s(16)} -> Ox#{addr_up.to_s(16)}"
end

}

Here is the output from the sample:

[+]jmp target: eax
[start] backtacking expr eax from Ox1c
[update] instr 13h lea eax, [ecx+eax],
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enury:
mov ecx, 1
test edx, edx
jnz label inc cl
label:
shl ecx, OxA
add edx, OXBADCOFFE
=.!nm'eax,.l):ﬂ:lOOOO(J :
BEE S |, - PP o |0 T o o O
add ecx, 0XBADCOFFE e Lo
jmp eax
EOS
# disassemble handler code
dasm = sc.init_disassembler
dasm.disassemble(0)
# get last basic block
bblist = dasm.instructionblocks.sort{|b1,b2| bl.address <=> b2.address}
bblist.each{|bb| puts "-\n", bb.list}
bb = bblist.last
Basically, this has inserted an instruction (TEST EDX, EDX) controlling a conditional jump; in one case ECX is
incremented, in the other itis not. The updated output is as follows: ‘

[+]jmp target: eax
[start] backtacking expr eax from 0x21
[update] instr 18h lea eax, [ecx+eax],
-> update expr from eax to ecx+eax
[update] instr 13h mov eax, 100000h,
-> update expr from ecx+eax to ecx+100000h
[update] instr Oah shl ecx, Oah,
-> update expr from ecx+100000h to (ecx-:0ah)+100000h
[up] addr Oxa-> 0x9
[up]. addr Oxa ->0x7 e R e
| Jupdate] thetriomio eck ) 11 | 1 1| [T T T e e e
~ ->update expr from (ecx-«0ah)+ 100000hto 100400]1 | | 7154
[found] possible value: 100400h
[update] instr 9 inc ecx,
-> update expr from (ecx-0ah)+100000h to ((ecx+1)<-0ah)+100000h
[up] addr 0x9 -> 0x7
[update] instr 0 mov ecx, 1,
-> update expr from ((ecx+1)«0ah)+100000h to 100800h
[found)] possible value: 100800h

The backtracker returns an array of two possible values: 100400h or 100800h. Note how it has followed the



control flow over the CFG. (Both branches of the conditional have been followed.) An [up] tag indicates a basic
block’s crossing. Backtracking really is at the heart of the disassembler and produces a more accurate disassem-

bly. Obviously, this feature comes with severe performance penalties (remember the trade-off between com-
putability and precision).

Code Binding

. You know howr to obtam the semantics of an 1solated instruction, and you know how to backtrack a value and

........................

ofa basrc block? Th.ls is another very powerful feature of Metasm the code_bmdmg method provrded by the
disassembler object. It totally relies on the backtracking feature. Here is its usage on the last basic block of the =
previous example:

# compute basic block's semantics

bbsem = dasm.code_binding(bb.list.first.address, bb.list.last.address)
puts "\n[+] basic block semantics"

bbsem.eachf|key, value| puts " *#{key} => #{value}"}

Its output is as follows:

[+] basic block semantics
* eax => ((ecx<<0ah)+100000h)
* ecx => ((ecx-«0ah)+badcOffeh)
'*edx <> (edx+badcOffeh) I 5 11 e ]

Miasm

Miasm (http://code.google.com/p/smiasm) is a reverse engineering framework developed by Fabrice Desclaux
that offers PE/ELF manipulation, assembling, and disassembling (currently supports Ia32, ARM, PPC, and Java
bytecode). Like Metasm, Miasm is open source and released under the GNU Lesser GPL v2, so you can delve into
its engine to customize specific needs. The examples provided in this section are based on the latest revision of
MIASM available at the time of writing (changeset:270:6ee8e9a58648).

The framework relies on an intermediate language. That means most common instructions have their
semantics encoded as a list of expressions “List"isto be understood in its Python meaning (i.e,an ordered set

...................

" areaskollows: | | ,-*m.-w!,!!zr_u:,ww«g BE ,wll
+ Exprint—Numerical value e
+ Exprid—Identifier/symbol, whatever isnota numencal value, for example, reg1sters are deﬁned as Exprld
- ExprAff—Affectationa=b
- ExprCond—Ternary/conditional operatora?b:c
+ ExprMem—Memory indirection
« ExprOp—Operation op(a,b,...)
It also provides full support for slices (think of it as an object to represent bitfields) and slice composition. The
IR allows symbolic computations and is equipped with an expression simplification engine.
For each supported processor, a “sem” suffixed file describes the semantics of most common instructions.
See, for example, the ADD semantics as defined in “miasm/arch/ia32 sem.py":




def add(info, a, b):
e=[]
¢ = ExprOp('+, a, b)
e+=update_flag_arith(c)
e+=update_flag_af(c)
e+=update_flag add(a,b,c)
rreapRendErXprAfRe; 6)) o -ttt e R R R
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This function builds the semantics of the instructions based on its two operands (a and b). One caneasily
write a piece of script to demonstrate these features:

#! /usr/bin/env python

from miasm.arch.ia32_arch import *

from miasm.tools.emul_helper import *

# assemble instruction asm at given address

def instr_sem(instr, address):
print "\n[+] instruction %s @ 0x%x" % (instr, address)
binary = x86_mn.asm(instr)
di = x86_mn.dis(binary[0])
semantics = get_instr_expr(di, address)

. for expr in semantics: S o O 0 5 B

print " %s" % expr

instr_sem("add eax, 0x1234",0)

instr_sem("mov [eax], 0x1234", 0)

instr_sem("ret", 0)

instr_sem("je 0x1000", 0)

Here is the output:

[+]instruction add eax, 0x1234 @ 0x0
zf = ((eax + 0x1234) == 0x0)
nf = ((0x1 == ((eax + 0x1234) > 0x1F)) & 0x1)
pf = (parity (eax + 0x1234)) af = (((eax + 0x1234) & 0x10) == 0x10)
0K = (e NI eax s AN SO
""" (0x1 == ((((eax + 0x1234)) & (! (eax A 0x1234))) +- 0x1F))) B (B v
“of = (0x1 == (((eax A (eax + 0x1234)) & (t (eax A 0x1234))) = OX1F))
eax = (eax + 0x1234)
[+]instruction mov [eax], 0x1234 @ 0x0
@32[eax]| = 0x1234
[+]instruction ret @ 0x0
esp = (esp + (0x4 + 0x0))
eip = @32[esp]
[+]instruction je 0x1000 @ 0x0
eip = (zf == 0x1)?(0x1000,0)



The ADD instruction's semantics seem the most complex, due to the flags update. Here is the MOV instruc-
tion's semantics with an explicit typing of object:

[#]instruction mov [eax], 0x1234 @ 0x0
ExprAff( ExprMem(@32[Exprld(eax)]) = Exprint(0x1234))

This is a very appreciable and powerful feature. Built upon the IR, there is a just-in- time {JIT) compilation
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mentation.

VxStripper

VxStripper is a binary rewriting tool, developed by Sébastien Josse. Designed for analysis of protected and
potentially hostile binary programs, it dynamically extracts an intermediate representation of a binary exe-
cutable and all the necessary information to apply certain simplifications, making the binary inner workings
easier to understand for the analyst.

One of the main motivations behind the design and implementation options of this tool is to circumvent
current limitations of existing malware and binary programs analysis solutions. (Many tools come with their
own intermediate representation—non-exportable, sometimes proprietary—making difficult their integra-
tion. Moreover, many of them are not suitable for analysis of hostile or protected code ) The goalis to get as
mforma.tlon. Theideais to instrument a virtual computer processing unit and a guest operating system ina
non-intrusive way to dynamically get information required to rebuild the program and simplify its representa-
tion. This tool is based on the dynamic binary translator engine of QEMU and on the LLVM compilation chain.

LLVM (Low Level Virtual Machine) is a compilation chain that comes with a consequent set of optimizations
that can be applied across the entire lifetime of a program. LLVM uses a strongly typed RISC-like instruction set
and a static single assignment (SSA) representation (using this representation, each temporary variable is as-
signed only once). LLVM includes many binary back-ends (x86, x86-64, SPARC, PowerPC, ARM, MIPS, CellSPU,
XCore, MSP430, MicroBlaze, PTX) and some source code back-ends (C, C++). Readers can refer to the paper by
Lattner2l for further details about LLVM.

The QEMU (Quick EMUlator) Dynamic Binary Translator (DBT) is used to dynamically translate the binary

-~ codef Im the guest CPU arc:hmcctm'e tothe host C%’U arc}ntectum, h the use of an l$ called TCG (Tmy | =

" Code enerator) This language consists of su'nple RISC-like instructions called mzcro—operatzons The bmary ;
translation consists of two stages. The guest binary code is first translated in sequences of TCG instructions,
called translation blocks (DBT front end). Then, the translation blocks are converted into code executable by the
host CPU (DBT back end). QEMU's DBT comes with many binary front ends (x86, x86-64, ARM, ETRAX CRIS,
MIPS, Micro Blaze, PowerPC, SH4, and SPARC). Readers can refer to the paper from Bellard? for further details
about QEMU.

VxStripper inherits from QEMU the many binary front ends, and from LLVM the many back ends, providing
at reasonable cost a complete binary rewriting framework. The rewriting functions are implemented as LLVM
passes.

Its current design builds upon work already done to convert TCG IR to LLVM IR (LLVM-QEMU, described by
Scheller3€, and S2E, described by Chipounové), as well as upon design algorithms presented by Josse 27, 28



One of the goals of this tool is collaboration with the many software analysis tools based on the LLVM
compilation chain, through an “exported” representation of the malware program. This binary analysis tool is
especially designed to solve the problem of hostile programs analysis. The goal is to automate the often fastidi-
ous and repetitive tasks driven by an analyst.

This compilation chain is based on a modular and evolutionary architecture, making it possible to apply the
same transformations to a wide variety of software and hardware architectures. It is based on a modern compi-
lation chain, providing efficient intermediate representation and functionalities.

- Vellvm (Verified LLVM), descnbed by Zhao 22 promdes formal tools to ?:egson on transformations that operate |

[ bd Lbhﬂ's intermediate representatxon. Vellvm can be used to utricl! formally verified implementatlons of de- s
obfuscation passes implemented in VxStripper..

QEMU DBT Extension

You have seen that the QEMU DBT engine performs the dynamic translation of the binary code from the guest
processor architecture to the host processor architecture by using the TCG intermediate representation.
Using a simple example, the following instruction demonstrates what this language looks like:

0x0040104c: push Oxa
The preceding instruction is translated as follows in the QEMU TCG representation:

(1) movi_i32 tmp0,$0xa
(2) mov_i32 tmp2,esp
(3) movi_i32 tmp13,$OxfFffifc
(4) add_i32 tmp2,tmp2,tmp13
(5) gemu_st32 tmp0,tmp2,$0x1
(6) mov_i32 esp,tmp2
(7) movi_i32 tmp4,$0x40104e
(8) st_i32 tmp4,env,$0x30
(9) exit_tb $0x0
This TCG instructions block emulates the execution of the push instruction on the software CPU. The per-
formed operations are as follows: The integer Oxa is stored in the variable tmpO (line 1). This variable is then
stored on the stack (lines 2-6). The address of the instruction following the current instruction is stored in
tmp4 (line 7) and then stored in the QEMU VPU reglster cc_op. The last instruction (lme 9) indicates the end of
The tool modxﬁes the DBT mechamsm in such a Jvaythat thei mstluL‘nLntatmn funchon of the virtual CPU[ | |
systematically invoked before the execution of a translation block. To achieve this, you add an extra micro op-
eration (op_callback) that takes as operand the address of the instrumentation function (vpu_callback).
The resulting TCG code is as follows:

(1) op_callback @vpu_callback
(2 movi_i32 tmp0,$0xa

(3) mov_i32 tmp2,esp

(4) movi_i32 tmp13,$0xfFfFffc
(5) add_i32tmp2,tmp2,tmpl3
(6) gemu_st32 tmp0,tmp2,$0x1
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(7) mov_i32 esp,tmp2
(8) movi_i32 tmp4,$0x40104e
(9) st_i32tmp4,env,$0x30
(10) exit_tb $0x0
This mechanism enables you to execute your instrumentation code at each execution cycle of the virtual
mfon'ndtlbnabout its mtmonsmththeguhdtbﬂemnngsystem' 1 _T | BERREL L wdl s I | "
By also instrumenting the load and storing TCG instructions, you can extract mformauon about the interac-
tions of the target process with the memory of the guest system. Thanks to this information, you can recover
the relocation information of the process.
Now that you have seen how to modify the QEMU virtual CPU to enable the systematic invocation of your
instrumentation function, let's examine the translation of TCG intermediate representation to LLVM represen-
tation. The result of translating the preceding TCG block is as follows:

(1) %esp_v.i = load i32* @esp_ptr
(2) %tmp2_v.i = add 132 %esp_vii, -4
(3) %4 = inttoptri32 %tmp2_v.itoi32*
(4) storei32 10,i32* %4
(5) storei32 %tmp2_vi, i32* @esp _ptr
(6) storei32 4198478,132* %next.i
(7) storei320,i32* %ret.i
The integer Oxa is stored at the address pointed to by the variable %4, which is equivalent to storing it on
the stack (lines 1-4). The address of the instruction following the current instruction is stored in the variable
9%next.i (line 6). The last instruction (line 7) finishes the LLVM block.
After the normalization process, this LLVM block is compiled to the following assembly code:

SSTT T T S S et o et Sl B [

401269! mov dword ptr [esp-14h], 0ah

Now that you have an overview of the main modifications applied to the QEMU emulator, as shown schemat-
ically in Figure 5.2, the following section describes the general architecture of the tool.
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: trace of its interactions with APIs of the guest opemtmg system, or the way it handles objects and structures of
 the guest operating system's executive or kernel, or more sunply its machine codetrace. 5

| vided, for example, by a syrnbol server, as is I:he case for the family of Windows operating. systems
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A module manager handles activation and collaboratmn between these analysis functions, implementedas

plugins. ' el
These analysis functions extract semantic mformatmn from the target program. T}us mformauon can be the T

The extraction of this information rests on a descnptmn of the guest operating system, whlch can be pro- f | | ,

Amongthe modules already unplemented younotablyﬁ,ndthe followmg‘ ‘ 5
AnAPIhookmgmodule ' ‘f‘; firl" - . ‘ - |
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API Hooking |
The native and Windows API hookmg module of VxStnpper is based on forensic analysis of the guest operatmg

system's memory, without any mteractlon with the guest dperatmg system.
The Windows executive maintains a set: of structures that contams mformanon about the loaded modules

- for a given process inside its memory space. 'I’hese data structures can be recovered by using the process envi- ‘ \ .

. ronment block (PEB), whxch can itself be accessed asan oﬂ'set of segment register FS. The natwe and WmeWs

~ API hookmg modules of VxStnpper use thls mformation to locate and instrument Wmdows APL mEE w



Forensics/Root-Kit Analysis

The forensics module of VxStripper comes with additional features to monitor and check the integrity of many
locations within the guest platform where a hook can be installed. It walks through executive structures of the
operating system in order to identify potential targets of a root-kit attack and monitor hardware components
that could be corrupted by a root-kit. This information is crucial for the analyst to understand low-level viral
attacks.

For the purposes of tlus chapter, you can conmder these features to be sumlar to those expected from a kernel

.............................

The following two sections take a closer look at the working of sztripper's two most important analysis
modules: the unpacking module and the normalization module.

Unpacking Module

The unpacking module locates the original entry point (OEP) of the target executable, gets information relative
to its interactions with the operating system API, and extracts the relocation information.

The underlying idea is a simple integrity check of the target program's executable code: For each translation
block of the program, a comparison between its value in virtual memory and its value on the host file system
is made. As long as the values are identical, nothing is done. As soon as a difference is identified, the current
translation block is written into the raw file in place of the old translation block. The first instruction of the
newly generated translation block is'identified as the OEP of thé protected program. At the end of the analysis,
data sections are written into the raw file in place of original data sections.

The same monitoring algorithm is applied for each translation block. The protection loader of the packed ex-
ecutable can have several deciphering layers. As soon as the last deciphered translation block has been reached,
the only thing to be done is to repair the target executable. In order to recover the PE (Portable Executable)
structure of an unprotected executable, several tasks have to be carried out: Set the original entry point, rebuild
the imports and relocations tables, and consistency check the PE header.

The method used by the unpacking engine in order to reconstruct the Import Address Table (IAT) and reloca-
tions is based on Win32 and native API hooking. During the unpacking process, all API calls are traced. A sorted
table of API calls is initialized at load-time, by walking NT executive structures.

Next, after process executlon has resumed each API mll is traced. Thls table is updated regularly dunng the

.....................................

target process memory spaceis completed, thls table is u.sed to fix the IAT in the PE executable =
 Thanks to the load and store TCG instructions instrumentation, you can dynamically extract the program g |
relocation information, which can also be added to a new section of the executable.
For example, here is the (useful) information extracted during the unpacking stage of a program that displays
adialog box (function MessageBoxA):

[INFO] eip=0x00401000

[RELOC] value=0x00403000 va=0x00401003
[RELOC] value=0x0040300f va=0x00401008
[RELOC] value=0x00402008 va=0x00401010



Figure 5.4
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This initialization module implements load and store callbacks, declares system API prototypes, and sets a
virtual processor unit and its stack.
The normalization module uses the information dynamically collected during target program execution to
resolve imports, process relocations, and retrieve data sections. Import table information is used to build LLVM

API call instructions. The load/store memory map is used to apply relocations and inject data from the target

program into the LLVM module.

When the LLVM module is rebuilt, some addmonal optimization passes are applied to its representation. The
LLVM can next be compiled to the chosen architecture, by usmg one of available LLVM back ends. It can also be

translated to C or C++ code.

First results show that standard optimization used in conjunction with the partial evaluation induced by the

~ dynamic translation of target code toits LLVMF:erHen‘tahon are Suﬁflfnr to drastically reduce apd simphfy

=i the code under analysxs

Final Thoughts

This section has discussed only four tools (and with a bias toward static analysis). Alongside the Metasm and

Miasm frameworks, we could have cited the Radare framework (http://www.radare.org/y/), for example.

Rolf Rolles's efforts to extend IDA with his idaocaml interpreter (https://code.google.com/p/idaocaml/) merit

attention as well. There are plenty of others that we did not mention or only briefly mentioned here, and we en-

courage you to try them for yourself.
To put these tools into perspective, although IDA is a good disassembler, it cannot help much when it comes

to dealing with obfuscated code. The Metasm and Miasm frameworks go a step further, offering more control,

T



an IR to play with, and so on. Tools such as VxStripper go even further. You can probably feel it—there is an
arms race going on. A huge amount of effort is put into the development of obfuscators, so our tools have to
evolve as well.

As areverse engineer, developing tools is an investment you make in order to fulfill your objectives; and you
expect some sort of return on investment from it. Most advanced tools can take weeks if not months to build
and require a lot of knowledge.

g 01 I i B R R P 1 ==t ¥ S

. Now you will see how some of the tools pre:e'ntecl earlier can be used for practical deobfuscation. Again, there = .

is no ambition of exhaustiveness in the following sections. Instead, the goal is to illustrate some common use
cases of deobfuscation techniques.

Pattern-Based Deobfuscation

This may be the simplest and cheapest deobfuscation, operating at the syntactical level and matching known
patterns. Don't forget that early obfuscation patterns were mainly manually crafted and protected code (like
some packer code) and exhibited only a limited set of patterns; listing them all was thus “acceptable.”

This deobfuscation technique comes down to a search and replace algorithm at the binary (opcode) level
(eventually using wildcard searching). The main drawback is that it leaves you with a binary plagued with NOP
instructions.

To illustrate this, take a look at the following old OllyDbg script. Pacloers are a classic example of software

still is) the favorite tool for unpacking, and many scripts were released to assist in that task. This (random) old
script (2004, by loveboom, http://tuts4you.com/download.php?view.601) targets ASProtect 2.0x versions (a
commonly used packer at that time). It takes advantage of the OllyScript's REPL commands to search and re-
place a set of patterns. A REPL definition is as follows:

repl addr, find, repl, len
Replace find with repl starting att addr for len bytes.

All patterns are based on the same technique : an unconditional jump inside its successor instruction is used
to confuse disassemblers. The diversity is slightly improved using instruction prefixes (like REP or REPNE). The
repl instruction is used to replace these patterns with NOPs:
| !reple1p,#2EEBOI?>##90909090#1000 ) <

| repl éip, #65EBO1 P 4909090908, 1000 L 1L T TR T L1 ’

repleip,#F2EB0122#,#90909090#,1000 = .
repl eip,#F3EB01?2#,#90909090#,1000

repl eip,#EBO12?#,#909090#,1000

repl eip,#26EB022?2??#,#9090909090%#,1000

repl eip,#3EEB02?2??#,#9090909050#,1000

Here we only operate at the syntactic level. Considering a target with a limited set of patterns, this deobfusca-
tion technique is trivial, however efficient:

- Application cost is limited if not negligible.
- Development cost is also almost null.



Of course, as with virus signatures and AV engines, polymorphism and diversity make it useless. An equiva-
lent script could have been developed using IDA's scripting capabilities. That's typically the kind of script you
can create when analyzing trivially obfuscated malware and/or packers, when speed of analysis has priority.

Program-Analysis-Based Deobfuscation
Now con51der the followmg obfuscated code sample (this is only a very small extract; obfuscated code contin-
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text 00405900 loc 405900 ]
add edx, 67E37DA7h

~ text:00405900
text:00405906
1ext:00405907
text:0040590C
+text:0040590D
text:00405912
text:00405914
text:00405915
text:00405916

push esi

mov esi, 0DOB763Ah
push eax

mov eax, 15983FC8h
neg eax

inceax

inceax
jmploc_4082AD

1ext:004082AD loc_4082AD:

1ext:004082AD

text:004082AF
text:004082B4
text:004082B9
1text:004082BB
text:004082BC
text:004082BE
text:004082BF

not eax

and eax, 1D485 16Ch
sub eax, 0ACE1B37Ah
Xor esi, eax

pop eax
xor edx, esi

pop esi
and ecx, edx

1ext:004082C1 jmp loc_407C54

You likely recognize, from the first sections of this chapter, some of the obfuscation techniques used here,
especially constant unfolding. Please also note that unconditional jumps are inserted to split code into basic
' blocks that arethen dlstnbuted (tandomly reordlered) across the bi

: nom]a you could possibly and effectzvely match at the syntacucal leJei usmg agnatumes
You need to step up to the semantical level. Based on the output of a disassember, you could start workingon -
the control flow, merging the basic blocks 405900h and 4082ADh. Then, you could work on the data flow, con-

sidering the two instructions:

1ext:0040590D mov eax, 15983FC8h
1text:00405912 negeax

Based on the semantics of these instructions, you know that the EAX register is first assigned with a constant
value and then negged. You could precompute the NEG instruction and rewrite this in a simpler form, by as-

signing EAX with the negged value:
text:0040590D moveax, EA67C038h

B T T T T T

There isno obv:ou$ pattern, at 1east



Rewriting programs in a simpler form, precomputing values that do not depend on the program's input, re-
moving useless code—that is program optimization, and compilers have done that almost since their creation.
You can adapt and reuse these techniques for your own purposes, and an abundant body of literature is avail-
able on this topic. Some classical compiler optimization techniques include the following:

- Peephole optimization
- Constant folding/propagation
- Dead store elimination |

o P e g e o s e B O = TR e S

m Dead code eh.rrunatwn
" . Etc.

This approach is exactly what is proposed by the Optimice deobfuscation plugin for IDA. Some previous
works, by Gazet and Guillot22 and by Josse,22 have also been presented, respectively as a Metasm plugin and a
VxStripper plugin. The idea is to normalize the code in order to get a reduced/optimized/canonical form, which
is simpler to analyze and closer to the original, unprotected, code.

These attempts to provide deobfuscation frameworks/utilities are still far from perfect. In addition, not
many tools are available to the average reverser to attack obfuscated programs (of course, some private ad-
vanced tools exist here and there). The future of deobfuscation will probably take the form of elaborated tools
and analysis platforms based on formal IR. Rolf Rolles presented some of his results with his own framework
written in OCaml34. Other popular frameworks that could be used include LLVM-based SecondWrite (Smith-
son et al., 200732), S2e/revgen (Chipounov, 20012), or BitBlaze (Song et al., 200840 and their works since).
Efforts in deobfuscation will have to match those put into obfuscation. ——

Complex Analysis

This section discusses two of the most impactful obfuscation techniques: code virtualization and code flatten-
ing. For these techniques, you clearly need to work at a semantic level.

Simple VM Implementations

There are mainly two forms of VM implementations. The most straightforward form is to develop a simple
processor emulator. Algorithmically speaking, it would include the following steps:
1. Loop:

i.A!]hbmhMMthemon'so a{ndltsoperands. s IR e o I s
... €. Execute—Call the appropriate opcode handler. ‘ b
2. Update the instruction pointer or exit the loop.

In this configuration, each instruction handler is responsible for updating the context of the VM. The context
represents the underlying emulated architecture. It probably consists of a set registers, and eventually a mem-
ory area. Each handler implements a distinctive instruction of the emulated processor (one handler for the
ADD, one for the SUB, etc.).

This form is often used by the simpler implementations. Handlers are totally independent of one another,
and the instruction pointer is increased by the size of the instruction (except for instructions that directly
modify it).



From an attacker's point of view, this type of implementation is easily recognizable. Following is a detailed

look at the steps generally required to analyze a VM:
1. Understand how an instruction is decoded from raw bytecode: which part encodes for the operation
(handler number), which part encodes the operand(s), and so on.
2. Deduct VM's architecture from instructions' operands: number of registers, memory layout, I/0 inter-
faces, etc.
3. Undertake handler analyms Once operand decoding is known, you can look at the way each handler
- mampu.lates the vanous opérﬁridtsj 1f poss;bly tahs asaxgument(#) ’Tlus stép isﬂie éssence of VM analy-| |
 sis: Each handler is associated with 1ts own semantics.

with all these pieces of knowledge, you can finally build a disassembler-like tool that enables you to d.lsas- []
semble the bytecode of the VM.

In 2006, Maximus published two great papers about VM reversing: “Reversing a simple virtual machine”32
and “Virtual machines re-building”23, One of the targets he used (HyperUnpackme2) was also covered in depth
by Rolf Rolles the same year33,

Although these are useful contributions from talented reversers, VM analysis remains a somewhat manual
and repetitive job: One has to develop a new disassembler for each new instance of VM. Moreover, protections
authors have also reacted, hardening their implementations of VMs.

Advanced VM Implementations

More advanced VM implementations derive from the simple type but add important features to harden the
implementations and make them more resilient to analysis: = Hod b o et o 2 e 150 2 ol it s 1S e £4

- Loop unrolling—This classical compiler optimization technique favors the time (speed) aspect of a
program's space vs. time trade-off. It replaces the loop structure by the sequential invocations of the loop
body (thus unrolled). Applied to a VM, each handler is made responsible for fetching and decoding its own
operand(s), and then updates the context accordingly.

- Code-flattening—The VM's main execution loop is flattened. That means each handler is responsible for
updating the instruction pointer (pointer on the bytecode). Actually, code-flattening and VM-based obfusca-
tion are basically the same thing. Code-flattening only virtualizes/retargets the control flow of the protected
code, whereas virtual-machine obfuscation virtualizes/retargets both the control flow and the data flow. You
can use almost the same algorithms to follow a code-flatten dispatcher's context and a VM context.

- Bytecode encod.inglencryption—l’.ach invocation of the VM depends on an encryption key that is passed

.....................................

start analyzmg the VM at achosen pomt, _as the value of the key at thls pomt would be unknown. |
- Code obfuscation—The native code of the VM is obfuscated using techniques like the one described at the |
beginning of this chapter. Simply looking at a handler’s code provides no clue about its semantics.
In summary, hardened implementations of VMs are more difficult to analyze statically by an order of magni-
tude. For each state of the VM, an attacker has to know at least the following mandatory values:
- Bytecode pointer
- Instruction pointer, the value of the next handler to be executed
- Turning encryption key
VMs have reached a new level of complexity, thus necessitating a new level of attack. Handlers are more
complex to analyze; moreover, they cannot be analyzed in isolation (one would not know the value of the en-



cryption key, for example). An attacker wants to limit the manual analysis to a minimum. Nevertheless, a man-
ual review is most often required to “capture” the general behavior of a VM and thus infer possible attacks onit.
One of the first places of interest is the VM invocation stub—i.e., the transition between native (nonvirtual-
ized) code and the VM/interpreter. The context initialization indicates the nature of the mapping between the
native architecture and the VM's architecture. It may be a carbon copy of native registers to the VM's registers
or something more complicated. Also, at this point, it is helpful to distinguish (as much as possible) between
; mandato:y initialization variables (such asa VM's key, handler number, or entry. pomt) for whxch a nu.menu.l i
' valueisrequired, andextravahablesﬂxatcanbéldeﬂtsymbohc Ay » | IO
The second place of major interest is the VM's dispatcher (if it exists). Most oﬁ:en there is a single point of
dispatch that basically retrieves the next handler from a handlers table based on an index stored somewhere
within the VM's context. A question to answer is, what is the break condition of this execution loop? In this
configuration it is possible to consider the VM as a generalization of code-flattening. Code-flattening virtual-
izes only the control flow, whereas the VM virtualizes both the control and data flows. Moreover, code-flatten-
ing most often only operates at single function level, whereas the VM operates at the program level. The other
possibility is a distributed dispatch, whereby each handler is responsible for updating the VM's instruction
pointer and linking to the next handler.
These are general ideas; each reverser has his or her own tricks and abstractions of the problem.

Using Metasm

The approach we are going to explore is based on the Metasm framework. It relies on symbolic execution to
make the VM (i.e., interpreter) process the Byfecéde (with Iéspect to static data) and compute the residual pro-
gram. On the one hand, there is a program (the interpreter); on the other hand, there is its static data (the byte-
code); we will specialize the program with respect to its static data.

Considering an obfuscated program and its data as a whole would be too complex, the solution is to break this
complex problem into multiple, simpler sub-problems. Considering virtual machine's instruction handlers
level provides a far more appropriate granularity. From now on, we will consider instruction handlers as the
interpreter's smallest unit of semantics.

Based on that basic premise, you can apply the following pseudo algorithm:

1. Capture the current context (VM's bytecode, static parameters, known environment, etc.).

2. Disassemble the current handler.

3Deobfuscatecode;fnecessary_, S
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6. Compute next state (i.e., apply the transfer function to the current context).

7. If the handler's dispatcher doesn't reach a break/exit condition, repeat from step 1.

Optionally, you may be able to regenerate native code from the transfer function computed at step 4. As
expressed by Futamura2l, given an interpreter of L, terpretea WTitten in a given native language L, 4, , it is pos-
sible to automatically compute a compiler from L;, .. ., eted 1O Lyative-

This is suitable for the theoretical concepts. Now suppose that you face an instance of a VM. Where do you
start? Let's take a practical example.

The following script makes use of Metasm to compile and then disassemble what could be a handler from a
VM. For the sake of simplicity, this example deals only with the VM's part (thus, code is not obfuscated). The



handler's code is located in 10000000h, while a data section containing the handler’s bytecode is located in
1a000000h:

# encoding: ASCII-8BIT
#1/usr/bin/env ruby
require "metasm"
include Metasm
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:.ACODBBASE_ADDR 075 Lo 9T e 1 0 o e
HTABLE_BASE_ADDR =0x18000000 RE
DATA_BASE_ADDR = 0x1A000000
INJECT_MAX_ITER = 0x20
NATIVE_REGS = [:eax, :edX, :ecX, :ebx, :esp, :ebp, :esi, :edi]
def display(bd)
bd.eachf|key,value| puts " #{Expression[key]} => #{Expression[value]}"}
end
# produce handler's x86 code
sc = Metasm::Shellcode.assemble(Metasm::1a32.new, <-EOS)
lodsd
MoV ecx, eax
- Xor ecx, ebp A i s s e ol R R
movzx eax, cl
push eax
mov eax, [edi+eax]
movzx edx, ch
mov edx, [edi+edx]
XOr eax, edx
pop edx
mov [edi+edx], eax
lodsd xor ebp, 0x35ef6al4
xoreaxfebp "“"’*';:““"fijl R L [ 1 P T o e s N R N (B T
'.A,mﬁlgmummmbmm-q o] TEEEEL e, THEEEE e e S RENE .
EOS | oo
handler sC. encode stnng
# data section hex
data_section_hex = "\xA3\xCB\xDB\x5F\x60\xBD\x34\x6A"
# add a code section
dasm = sc.init_disassembler
dasm.add_section(EncodedData.new(handler), CODE_BASE_ADDR)
# add a data section
dasm.add_section(EncodedData.new(data_section_hex), DATA_ BASE_ADDR)
# disassemble handler code



dasm.disassemble_fast_deep(CODE_BASE_ADDR)

The first thing to do is automatically get the semantics of that handler. As mentioned previously, Metasm
offers a method called code_binding that computes the function transfer (Metasm's terminology is binding) of
a set of instructions. Thus, you can write the following:

# compute handler's semantics
bb = dasm.di_at(CODE_BASE_ADDR).block
;-startaddr bbllst.ﬁfstaddI'ESS“‘-r‘if";j'f‘f R
-endaddrbbhstlaStaddressl I L i) 2 M.f]!?*‘..]ii!'i
puts "[+] from Ox#{start_addr.to_s(16)}, to Ox#{end_addr.to_s(16)}"
binding = dasm.code_binding(start_addr, end_addr)
display(binding)
The preceding produces the following output:

[#] from 0x10000000, to address 10000021
dword ptr [esp] => (dword ptr [esi]*ebp)&0fth
dword ptr [edi+((dword ptr [esi]*ebp)&Offh)] =>
dword ptr [edi+((dword ptr[esi]rebp)&Offh)] A
dword ptr [edi+(((dword ptr{esi]:»-8)*(ebp:-8))&0ffh)]
eax => (dword ptr [esi+4]A(ebpA35ef6al4h))&OfFfFffffh
ecx => (dword ptr [esi]*ebp)&OfffEfifth
~ edx => (dword ptr [esi]*ebp)&O0ffh
ebp => (ebpA35ef6al4h)&Offftfiith
esi => (esi+8)&OfFffffffh

From both the assembly and the binding, you can say the following about the VM:
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- It seems to use a turning key store in EBP. (Note how it is used to decrypt the instruction's operands from
bytecode.)
- Its context seems to be pointed to by EDI.
That's a good start, but you are still far from the objective. You are still stuck at the assembly level, so let's step
back and consider the VM initialization, which we have identified as follows:
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pop [edi+0x4]
pop [edi+0x8]
pop [edi+0xC]
pop [edi+0x10]
pop [edi+0x14]
pop [edi+0x18]
pop [edi+0x1C]

First, native registers are pushed onto the stack, and then they are read from the stack into a memory area
pointed to by EDI, which in turn is responsible for pointing at the VM's context. This information enables you
to create a mapping between the VM's symbolic internals and assembly expression:



vm_symbolism = {
:eax => :nhandler,
:ebp => :vmkey,
:esi => :bytecode_ptr,
Indirection([:edi], 4, nil] => :vm_edi,
Indirection([:edi, :+, 4], 4, nil] => :vim_esi,
Indirection|[:edi, : +, 8], 4, nil] => :vim_ebp,

|| [Hntivgetionti:edi, -+ Guel 4 mil) vor~vra_eapd | | | RS [
Indirection([:edi, :+, 0x10], 4, nil] => :vin_ebx,
‘Indirection([:edi, :+, 0x14), 4, nil] => :vm_edx,
Indirection|[:edi, :+, 0x18], 4, nil] => :vm_ecx,
Indirection([:edi, :+, 0x1c], 4, nil] => :vi_eax,
}

This symbolism is injected into the binding (each occurrence of a left value is replaced by its associated right
value). Expressions have a special method named bind that does exactly that. The following example first de-
fines a symbolic expression: the addition of two terms, one of them being an indirection; and two symbols are
involved, :a and :b. Next, symbol :a is associated (bound) with the value 1000h:

expr = Expression|[:a, 4], :+, :b]
sym = {:a => 0x1000}
puts expr .
- “»dword ptr [a]+b
puts expr.bind(sym)
*»» dword ptr [1000h]+b
You can generalize this for each expression of the binding. This mapping is the key that enables abstracting
VM's code from its implementation level up to the VM semantics level. Moreover, a positive side effect of this
step is often a significant reduction of the binding's complexity. The new binding is as follows:
[+] symbolic binding
dword ptr [esp] => (dword ptr [bytecode_ptrj*vmkey)&0ffh
dword ptr [edi+((dword ptr [bytecode_ptr]Avmkey)&0ffh)] =>
dword ptr [edi+dword ptr [bytecode_ptr]Avmkey)&0ffh)]A
.. dword ptr[edi+(((dword ptr [bytecode _ptr]*vs)'\(vmkeyws))&oﬁh)] e
| ABARIer 4> (dword ptr [Uytecode. bir+4|AlvimkeyAaseroa 1 R)abrmrah | | | 1 11 1 | | | 1"
vmkey => (vinkeyA35ef6al4h)&Offffffffh , | | A
bytecode_ptr => (bytecode_ptr+8)&Offfififth
We have made progress, but the encryption is still problematic and we cannot go further if the VM's context
at the execution time of this handler is unknown: bytecode pointer, turning key, and optionally the handler
number are all required values. Assuming you know these values (you are at the VM's entry point or you have
dynamically traced the VM up to that point), you can define a pseudo-context:
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context = {
:nhandler => 0x84,
:vmkey => 0x5fdbd7b7,



‘bytecode_ptr => DATA_BASE_ADDR,
:virt_eax => Oxffeeffee,

wvirt_ecx => 0,

virt_edx => 0x41414141,

:virt ebx => 1

e S oimEEEES-:.

Note that the context contains both symbohc and numerical values. For example nha.ndler is deﬁned as ; e
equal'to 84h, while the VM's register virt_edi is symbolic. | |
The context is then injected within the binding, as well as the symbolism defined previously. In practice

that's an iterative process, but let's not get overloaded with implementation details. Expressions are progres-
sively solved and reduced with respect to all known values, which include the current context and the pro-
gram's data (i.e., the bytecode). At the end you have a solved binding, which actually represents the context of
the VM after the execution of the handler. We call that step symbolic execution:

[+]binding solver

[+] key: dword ptr [esp]
=> solved key: dword ptr [esp]

[+] value: (dword ptr [bytecode_ptrj*vmkey)&O0ffth
[+] solved memory read at OxlaOOOOOO size 4

" [+] value 5fdbcba3h ¢ o | 5 e

=> solved value: 14h

[+] key: dword ptr [edi+((dword ptr [bytecode_ptr]*vimkey)&O0ffh)]
[+] solved memory read at 0x1a000000, size 4
[+] value 5fdbcba3h
=> solved key: virt_edx

[+] value: dword ptr [edi+((dword ptr [bytecode_ptr]Avmkey)&0ffh)]A

dword ptr [edi+(((dword ptr [bytecode_ptr]=-8)A(vmkey =-8))&0ffh)]

[+] solved memory read at 0x1a000000, size 4
[+] value 5fdbcba3h

sssssssssss
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=> solved value: Obeafbeafh 2

[+] key: nhandler

=> solved key: nhandler

[+] value: (dword ptr [bytecode_ptr+4]A(vmkey# 3 Sef6a14h))&Offffftfth

[#] solved memory read at 0x1a000004, size 4

[+] value 6a34bd60h

=> solved value: Oc3h

[+] key: vinkey

=> solved key: vimkey

[+] value: (vmkeyA 35ef6al4h)&OfFfTfE(th



}
solved_symolic_binding = sym_exec(symbolic_context,
symbolic_binding,
vm_symbolism)
puts "\n[+] solved binding" display(solved_symbolic_binding)
This time the output is as follows:

bu[lqmgsolver-'f M\ll} HM

~ [+] key: dword ptr [esp] 5 s LR

=> solved key: dword ptr [esp]
[+] value: (dword ptr [bytecode _ptr]ﬁvmkey)&Ofﬂl
[+] solved memory read at 0x1a000000, size 4
[#] value 5fdbcba3h
=> solved value: 14h
[+] key: dword ptr [edi+((dword ptr [bytecode_ptr]Avmkey)&O0ffh)]
[#] solved memory read at 0x1a000000, size 4
[#] value 5fdbcba3h
=> solved key: virt_edx
[+] value: dword ptr [edi+((dword ptr [bytecode_ptr]Avmkey)&Offh)]A
dword ptr edi+(((dword ptr [bytecode_ptr]: sxs)ﬂ(wnkeyps))&OfIh)]
'[#] solved memory read at 0x1a000000; size 4 °
[+] value 5fdbcba3h
[+] solved memory read at 0x1a000000, size 4
[+] value Sfdbcba3h
=> solved value: virt_edxAvirt_eax
[+] key: nhandler
=> solved key: nhandler
[+] value: (dword ptr [bytecode_ptr+4]A(vmkey#35ef6al4h))&OfffFftfth
[+] solved memory read at 0x1a000004, size 4
[+] value 6a34bd60h
=> solved value: 0c3h
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=>solved key: vinkey - ||
[+] value: (wnkeyﬂ35ef6al4h)&0fﬂfﬁﬂh
=> solved value: 6a34bda3h
[+] key: bytecode_ptr
=> solved key: bytecode_ptr
[+] value: (bytecode_ptr+8)&OfEfEfifth
=> solved value: 1a000008h
[+] solved binding
virt_edx => virt_edxAvirt_eax
nhandler => 0¢3h



vmkey => 6a34bda3h e 1 10c_40101b:

bytecode pr2> 48000008 [ ([ [ (T T 1 T 1T T T T T T I T T T ] ! emp dword ptr [ebp-Och], 6
Finally, you can simply reject VM control stuff from the solved binding, leaving you with the following; 40101f! jnl loc_40108¢
401021! mov eax, [ebp-Och]

401024! mov [ebp-10h], eax
From that final result, native code regeneration is pretty straightforward. You iterate this process over the 401027 mov ecx, [ebp-10h)]

VM's control-flow graph for each handler. As a general observation, when using this technique, a sensitive 40102a! sub ecx,2
:cho:cm:fmtokeepsymbohcvaluesandwhenmmducetonmnematvaluus.l‘heﬁrstoptmn tII 401024t m 4
102d! mov [ebp-10h ax
h@lwelsemanhcs,whﬂethzsecondmablesaneam 'slcolntrol ﬂowréco\rery Atﬂ'meLn 1t1s g 40 {bp- 0 l' 1] | '

401030 cmp dwordptr[ebp-ll}h].ﬂ
. also possible to further proceed the output. Im VM that looks like a stack-based interpreter: - . s
I - o), 4010341 ja loc_40108a.

vm_edx => vm_edxAvm_eax

01: push vm_edx 401036! mov edx, [ebp-10h]
02: add [esp], vm_eax 401039! jmp dword ptr [edx*4+data_4010ad]
03: pop vm_edx 401040 mov  dword ptr[ebp-4], 2
Using classic deobfuscation methods such as compiler optimizations would rewrite the preceding three lines 401047 mov dword ptr[ebp-Och], 3
as follows: 40104e jmp loc_40108a
01: add vm_eax, vm_eax 401050 cmp dword ptr [ebp-8],0

401054 jng 40105th
401056 mov dword ptr [ebp-Och], 4

Code-Flattening Deobfuscation 40105d jmp  401066h

As previously stated, code-flattening can be viewed as partial virtualization (only the control flow is virtual- o v Deiiay K

ized). T'hlis,techmquesdescnbedforVManalysw,and espemﬂyéythbbhéekeéuﬁoﬁ,dﬁaléobe apphedfor i o e i
401068 mov eax, [ebp-4]

flattened code analysis.
There are still some difficulties that are specific to this technique: 40106b add eax,2
. I=0 ; E i 40106e mov [ebp-4], eax
« Code-flattening transformation is most often applied at the function level and sometimes there may be more doton e g :
than one flattened “node” in the same function. Overall that means there are multiple instances of the tech- fnov WOrdpt e Oct)
niques; thus  tool has to be bulletproof and fully automatic. 101078 |jmp  loc 01082

Please note that the bytecode itself could have been obfuscated.

« Discerning between a function's original code and added dispatcher's code is difficult when code-flattening 401072 mov, ecx, [ebp-8]
implementation is robust (program and dispatcher data flows are firmly interleaved /interdependent). 40107d  sub- ecx, 1
«Inverse transformation is not trivial to implement. 401080 mov [ebp-8],ecx
401083 mov dword ptr[ebp-Och],3
Using VxStripper \ 40108a!
e Sy S A S S Sy SO ey A s PRy PR S SRy Ay gy S S (N (S S U S S G " | o " " " " t=f e (e Ny S sy Sy
:Tqﬂhupz}etpepsgofjrxsmpperonasmpleftoy example, mmxﬂeqthpfq!lqmngprogrm(w‘guc!\disp!xy?y* =5 tloc 40108&| = e s
'-22)afterunpachngandreconsm1ctzon e 4 P S {jmp. loc 401010 '
: .' t“ : --40108c! -
""" > e"t;yp";“ <l loc_40108C:
""" PR AR ] OV edx, [ebp-4]

401001! mov ebp, esp

401003 ! sub esp, 10h

401006 ! mov dword ptr [ebp-4], 0
40100d! mov dword ptr [ebp-Och], 2
401014! mov dword ptr [ebp-8], 0ah
40101b!

40108f! push edx

401090! push strz_yd_402008

401095! call dword ptr [msvert.dll:printf]
40109b! add esp,8

40109e! xor eax,eax

4010a0! mov esp,ebp



4010a2! pop ebp
4010a3! ret retumo;

The control-flow graph (CFG) of such a program is flattened.

The normalization module's execution produces (when you do not apply all optimizations) the following

code:
weed PUSh e
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Q0! mov dword ptr esp-8) 4
4012011 dec  dword ptr{esp-Och]
401205! add  dword ptr [esp-8],2
40120a! dec dword ptr [esp-Och]
40120e! add dword ptr esp-8],2
4012131 dec dword ptr esp-Och]
401217! add  dword ptr [esp-8],2
40121c! dec dword ptr esp-Och]
4012201 add dword ptr [esp-8], 2
401225! dec dword ptr [esp-Och]
401229! add  dword ptr [esp-8],2
40122¢! dec dword ptr [esp-Och]
401232! aid dvord ey 82
4012371 dec | dword ptr [esp-Och]
40123b! add dword ptr[esp-8],2
401240! dec  dword ptr esp-Och]
4012441 add  dword ptr esp-8],2
401249! dec dwordptr esp-Och]
40124d! add  dword ptr esp-8],2
4012521 dec  dword ptr esp-Och]
401256! mov  eax, esp-§]
40125a! mov. [esp-18h),eax

40125¢! mov. dword pr esp-1ch], strz_yd 402010

: 401266! mov ehp,
401268 e eax fesp-lch]
40126c! mov esp,eax

0126e! el crtdll dl:printf 4012d8

401273! mov esp,ebp
401275! mov ebp,esp
4012771 lea. eax, esp+]
40127h! mov esp, eax
40127d! mov esp,ebp
4012761 xor  eax,eax
401281! pop edx

CaseStudy

401282! ret

Note that the dynamic generation of code performed by VxStripper naturally unflattens the flattened code.
Applying standard optimization transformations results in a program stripped of this obfuscation:

wne} PUSR 62X
401111 mov  dword ptr [esp-18h], 16h

4011691 mov dwordptr[esp lch],mzjd 402010
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401203 lea eax,lesmcm
4012071 mov ~esp,eax
401209! call crtdlldllprintf 401268
401208! mov esp,ebp
401210! mov ebp,esp
4012121 lea - eax, fesp+]
401216! mov esp, eax
401218 mov esp,ebp
40121a! Xor eax,eax
40121¢! pop edx
40121d! ret

Evenif work remains before abtaining software that supports the set of software protection tools usable by
malware authors, these first results encourage us o pursue the study of generic methods of unpackingand
normalization, with the goal of automating as much as possible the tasks conducted by an analyst.

This tool provides a self-sufficient piece of software for malware analysis. However, one of the future goals of
this project is o enable the tool to interact with other analysis tools. By design, this tool may be able to collabo-
rate with any software analysis tool based on the LLVM compilation chain,

The LLVM compilation chain and the many LLVM-based tools already provide a great library of program
analyses that can be used together to defeat malware protection mechanisms.

Inaddition, Vellvm (Verified LLVM) may be used to formally extract verified implementations of deobfusca-
tion passes implemented by VxStripper. In addition to malware threat analysis, other uses of this tool can also
beimagined, such as detection scheme extraction, software protections, and antivirus software robustness
analysis.
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The sample we'l use for this case studyis actually a crackme originally posted on Crackmes.de by quetzin
2007, Even thoughit is a ‘only" a crackme, it features most of the concepts that one would find ina profes-
sional-grade protection. Among other rejoicings it contains the following:

+Code-flattening

«Variable encoding

«Code virtualization

Here is how the authar introduces its challenge:



Lately, protection from static analysis becomes more and more popular. Almost every protector
employs some kind of obfuscation, virtual machine, etc... This keygenme is an attempt to show what
happens if you abuse idea of obfuscation. Can human effectively analyze such code? Maybe with an as-
sistance of a tool?
—http://crackmes.de/users/quetz/q_keygenme_ 1.0/
Fortunately, we have tools and in this section we will use them. Before starting, we recommend that you not
look at the symbols section contained within the binary. As an aside, previous versions of IDA Pro (maybe infe-
rior to 6. 2) didn't load these symbols and the author pf these lines cheerfully failed to look for them. -

......

-I-'n'st Impressmns pr—

Launching the executable offers you the opportunity to input a username and a password. After clicking the
Check button, a message box appears and displays the validity of your credentials.

If you've carefully read the previous chapters of this book, you have probably already fired up your favorite
disassembler and targeted the GUI's DialogProc callback function.

Let's first look at the general architecture of the protected code. The control-flow graph is way too messy
to be natural compiler-generated code: We have an obfuscated DialogProc calling two code-flattened func-
tions (func1@®0x430DBO0, func2@0x43 1E00). These two functions themselves call what seems tobe a VM
(vm@0x401360).

We have already discussed the VM's single dispatch point; this one is pretty straightforward to spot (look for
an unportant jump table in the absence of any other clues)

01: .text:00401F20

02: mov ebp, [esp+13Ch]

03:cmp ebp, 3E2Dh; switch 15918 cases
04: ja short loc_401F36

05:jmp ds:off_43D000[ebp*4]; switch jump

These are our two first and almost free pieces of knowledge about the VM: It stores its current handler num-
ber in [ESP+13Ch] and there are 15,918 entries in the dispatcher (for now, we cannot conclude whether they
are all different handlers).

Before getting our hands dirty, we can try to do some black-box analysis of the func1 and func2 functions.
We know func1 and func?2 call the VM; we simply log every call to the VM and especially the number of the first
handIer t\'lap is called (a sort of e entry pomt in tl}elVMpcode) That seem the tnv:al but one should never d.ufrg— .
gard low-hangmg £ O 5 2 e o O O P

" Results are immediately revealing: func2 is caﬂed before func1, so we will start with func2. Assoon as you ‘
look at the logs of the VM's entry point, these patterns stand out:

- 546h-0BFFh-7B2h-9A2h-405h-919h-3B9h—624 times

» OCF5h-15Eh-184h-39Ch-5BOh-3C0Oh-0OF75h—624 times

+ 0AD6h-0xA29h-0x268h-0xCB3h—227 times

+736h-13Ah-1EBh-897h—396 times

+ 150h-8ABh-843h-697h-474h—200 times

That's actually already a lot of information. If you look at the .data section, an extra hint is waiting:

01:.data:0043CA44 dword_43CA4402: .data:0043CA48 dd 9908BODFh



Where does 9908BODFh come from? And 624? And 227? Well, either you are really familiar with random
number generators or you look for these values; they identify a Mersenne twister pseudo-random genera-
tor algorithm. 624 and 397 are the period parameters, while 9908BODFh is a constant used during number
generation.

We have identified a critical weakness of the protection: Virtualized code leaks some information about the
structure of the protected algorithm, making it trivial to recover loop iterations. Nevertheless, do we have
‘nicely crafted virtualized code nullified with one breakpoint? Not yet. We have an algont.hm cand.ldate but it
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Again, one should never reverse engineer some code when it is possible to guess (and vahdate) information!
" Inthis case, a black-box analysxs reveals a lot suxipiy by lookmg at the mputsfoutputs of functions funcl and
func2. A basic strategy like this or differential analysis of VM execution can sometimes be of great help. Let's re-
fine our analysis of these two functions:

- func2

- Input—Two arguments: an address on the stack that seems to be an array of integers, and a 32-bit value
that seems to depend on the length of the name.

+ Output—Nothing remarkable except that the integers array has been updated.

- Occurrence—Called a single time, at the beginning and before funcl.

- Guess—Mersenne twister initialization, the array is actually the state of the PNRG. The 32-bit value is the
initialization seed. This can be further validated by matching loop parameters (learned from the logs) with
a standard initialization function.
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- Input—Two arguments: the address of the (supposed) PRNG state and a 32-bit value that seems tobea
letter from the username.

- Output—Returns a 32-bit random value.

- Occurrence—Called 100 times.

- Guess—Mersenne twister rand32-like function.

Analyzing Handlers Semantics

It is now time to analyze the VM. The main dispatcher has already been found at [ESP+13ch]. It is often a good

idea to manually check a few handlers to see how they access the VM's context, how they update the program
?counteﬁapdforhyteoodepomter,‘andsoon A 14 1 1 1 R R e | == |
This process can be applied on arandom handler—for example the one startmg at Ox4183 6c = 1B

01: .text:0041836C loc_41836C:

02:  ;DATA XREF:.rdata:off 43D000

03: ;jumptable 00401F2F cases 2815,4091

04: text:0041836C movzx ecx, [esp+3D8h+var_2A2]
05: .text:00418374 mov esi, 97Fh

06: text:00418379 mov ebx, [esp+3D8h+var_3C8]
07: text:004183 7D movzx edi, [esp+3D8h+var_29E]
08: text:00418385 add [esp+3D8h+var_3CO0], 94Eh
09: .text:0041838D imul eax, ecx, 1Ch



10: £ext:00418390 sub_[esp+3D8hsvar_3C4], 0FFOh

11: text:00418398 imul ecx,edi, SDDh

12: text:0041839E mov [esp+3D8h+var_37¢], esi

13: text:004183A2 lea edx, [eax+ebx+5C8h] -

14: text:004183A9 mov ebx,97Fh | i

15: text:004183AE mov [esp+3D8h+var_3C8], edx

16: text:004183B2 sub ebx, ecx i

17: text:004183B4 lea edx, [ebp+ebx+29Dh+var_8BC|

18: text:004183BB mov [esp+3D8h+yar_378], ebx

19: text:004183BF mov [esp+3D8h+var_380], ebx

20: text:004183C3 mov _m%&vm:.%&;nwc&___ edx

21: text:004183CA jmp loc_401F20

et's get some help from Metasm. As shown previously, we can use the code-binding method to compute the
nantics of a chunk of code: |

dword ptr [esp+10h] => 1chbyte ptr [esp#136h] +dword ptr [esp+10h]+5c8h
dword ptr [esp+14h]=> dword ptr [esp+: Ku_.omd_.
dword ptr [esp#18h] => dword ptr [esp*18h]+94¢eh
dword ptr [esp+58h] => -5ddh*byte ptr _a%:m»%wq?
dword ptr [esp+5¢ch] =>97fh -
dword ptr [esp+60h] => -5ddh*byte ptr H@w_umr_+wu9
dword ptr [esp+13ch] => ebp-5ddh*byte ptr [esp+13ah]+360h
eax => (1ch'byte pir [esp*136h])GOfFFEA
ecx => (5ddh*byte ptr [esp+13ah])&OfEffh

edx => (ebp-5ddh*byte ptr [esp+13ah]+360h)&OfFFfEfth
ebx=>(- mnnr.wwﬁvimm?:m%wu?g
esi=> 97fh
edi => byte ptr [esp+ Gw:_@ommma_ !

he VM's context is stored on the stack and no values are passed by registers between handlers; that meansall

ister modification can be dropped to get a clearer view:

dword ptr [esp+10h] => 1ch*byte ptr [esp+136h]+dword ptr [esp+10h]+5c8h
dword ptr [esp+14h} => dword ptr [esp+14h]-0ffch

dword ptr [esp+18h] => dword ptr _mmu:m_,_,ég

dword ptr [esp+58h] => -5ddh*byte ptr _mm_.: 13ah)+97fh

dword ptr [esp+5ch]=>97fh

dword ptr [esp+60h] => -5ddh*byte ptr [esp+1 wmz,éq?

dword ptr [esp+13ch] => ebp-5ddh*byte ptr [esp+13ah]+360h

Ve already know that the handler numberis stored at [ESP+13Ch)]. It is updated by the handler. Its final value

sends on the value of byte ptr [ESP+1 wwrr ubm_wubm a few other handlers, we can guess it is a Boolean
ue, and a few other Booleans are stored in the Sunmxﬂ This one is stored in second position, and it will be
med flag2.

15P+58h], (ESP +5Ch), and ESP +60h] are firmly tied with the handler number computation. They respec-

tively contain the delta between the old and new handler number in case the condition (here flag2) is true or
false. LI Lo ¥
[ESP +10h], [ESP +14h], and [ESP +18h] are also of rﬁrsﬁnﬁﬁ They are updated by almost every handler

) and are supposed to decrypt the bytecode: They access the large undefined constants table stored in the .data

section). They are actually like a running key; they'll be named respectively key_a, key_b, and key_c:
The following is an example of key usage taken from handler 0xa0a at address 0x427b17:

nHandler => dword ptr [4*key_c#436010h]t
dword ptr [4*key_b+436010h] W
dword ptr [4*key_a+436010h] ,
The names can be injected within the handler's binding, Enuaum it more understandable (even if that's not
our main objective here) and easy to manipulate:

_a=>1ch*flagé+key a+5c8h
key_b => key_b-0ffOh

_c=>key_c+94eh 1§l
delta_true =>-5ddh*flag2+97fh £ [
delta_false =>97fh —
delta => -5ddh*flag2+57fh I
nHandler => ebp-5ddh*flag2+360h |
This handler has almost the semantics of a conditional jump. By analyzing a few other handlers, it is possible
to recover and validate a mapping of the VM's mwiwonn m.mnza. which will be represented by a hash object:

SYMBOLIC_VM ={
Indirection[Expression] iesp, :+, 0x10], 4, nil] => E.P
Indirection[Expression{ :esp, :+, 0x14], 4, nil} => tkey_b,
Indirection|Expression] :esp, :+, 0x18], 4, nil] = > key ¢,
Indirection|Expression] :esp, :+,0x58], 4, nil] => :delta,
Indirection[Expression] iesp, :+, 0x5¢], 4, nil] => :delta_false,
Indirection[Expression| iesp, :+, 0x60], 4, nil] => :delta_true,
Indirection[Expression] :esp, :+,0x134], 1, nil] =>:flag8,
Indirection[Expression] :esp, :+, 0x135], 1, nil] > flag7,
Indirection(Expression| :esp, :+, 0x136], 1, nil| =>:flag6,
Indirection{Expressionf :esp, :+, 0x137], 1, nil] => :flag5,
Indirection[Expression| :esp, :+, 0x138], 1, nil] => :flag4,
Indirection[Expression| :esp, :+,0x139), 1, nil] => :flag3,
Indirection|Expression| :esp, :+, 0x13a], 1, nil} =>:flag2,
Indirection[Expression| :esp, :+, 0x13b], 1, nil| => :flag1,
Indirection[Expression] :esp, :+, 0x13c], 4, nil] =>:nHandler

) -
Other memory locations do not seem to have a dedicated purpose; they can be considered/mapped as gen-

eral-purpose registers. With this mapping, we have all we need to process a symbolic execution of the VM (i.e.,

step-by-step execution of handler's semantics). | EE



Symbolic Execution

In order to process a symbolic execution, you must have some clues about the initialization context of the VA
recall the initial value of the turning key or the value of the program counter (handler number). In our case,
calls to the VM are themselves obfuscated (remember the previously discussed graph-flattened functions),
making the initialization context quite hard to recover statically. In that situation, one can simply take the be
of the two worlds and use a compromise between static and dynamic analysis, sometimes referred to as con-
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switch from dynamic to static analysis and proceed to the follomng actions:
1. Dump target's memory.
2. Initialize the symbolic analysis context with the memory dump. Actually, a kind of lazy loading can be
used. All access to the uninitialized context will be solved and cached using the memory dump.
3. Compute the VM's symbolic execution.
Using concolic execution, it becomes quite easy to follow the execution flow of the VM (i.e., a succession of
handlers). The process of handler analysis and tracing is fully automated.
Here is an example of output of the tool for one handler. The extensive use of the turning key (consisting
of key_a, key_b, and key_c) clearly appears; in this situation, the key is used to obfuscate access to the VM's
context:

[+]disasm handler 2be at 42c2cdh
' [+] analyzing handler at 0x42¢2cd
[+] considering code from 0x42c2cd to 0x42c3b3
[+] cached handler binding
dword ptr [dword ptr [esp+4*(dword ptr [4*key_b+436000h]A
(dword ptr [4*key_c+436000h]*dword ptr [4*key_a+436000h]))+140h]] =>
dword ptr [dword ptr [esp+4*(dword ptr [4*key_b+436004h]r
(dword ptr [4*key_c+436004h]*dword ptr [4*key_a+436004h]))+140h]]
key_c =>key_c+5
key b => key_b+5
key_a =>key_a+5
. erHand.l r=>(dwordptr[4‘keyb+43600c;.h]ﬂ 1R e
dword ptr [4°key c+43600ch]Adword ptr [4°key. a+43500ch1)5 E I
- (((dword ptr [4*key_c+436010h]A(dword ptr [4*key_b+436010h]r
dword ptr [4*key_a+436010h]))*(byte ptr [dword ptr [esp+4*
(dword ptr [4*key_b+436008h]*(dword ptr [4*key_c+436008h]A
dword ptr [4*key_a+436008h]))+140h]|&O0ffh))&OfFfEffTh)
[+] symbolic binding
dword ptr [esp+0a8h] => dword ptr [esp+0ach]
key_c =>0d6h
key_b => 1f6h
key_a=>126ah



nHandler => ((21eh*(flag4&0fth))&OfffFftffh)+0ac6h

[+] solved binding

dword ptr [esp+0a8h] => 4f3deObSh

key_c =>0déh

key_b => 1f6h

key_a=>126ahn

Handler => 0ac6h

B ‘H_ilz'_@ Eaak

Solvmg the Challenge | |
What we have designed so far is equivalent toa VM's level-tracmg tool Handhng branchmg statements—

(un)conditional jumps, calls—would be required to get a disassembling-oriented tool. We could build a more
complex tool, a sort of compiler, based on a bytecode disassembler and be able to regenerate native code. Using

a previous example, the tool would process the input:

dword ptr [ESP+0a8h] => dword ptr [ESP+0ach]

to a C-like source:

vm_ctx.reg 2ah = vin_ctx.reg_2bh;

For this sample, we will rely on the tracing feature only. The strategy is straightforward. We have a good idea
of the algorithm implemented by the VM, so we will use black-box/differential analysis to identify divergence
between a standard Mersenne twister (MT) algorithm and the VM s, When a divergence is identified, we will
check the trace output.

Let's again take an example to illustrate this: state initialization of the MT algorithm. The initialization is
implemented by function func2. We will only look at its inputs/outputs. The state is an array of 624 dwords.
Using standard implementations and the same seed used by the program for a name of six characters,
(3961821h), we get the following:

- Standard implementation—state[1] = 0x968bff6d

+ VM's implementation—state[1] = 0x968e4c84

We look for these values in the trace:

[+] disasm handler 2c2 at 41f056h
[+] analyzing handler at 0x41f056
I+ c0n§1genngcodefrom0x41f056td 0x41t‘16.? i T T T TR
' [+Icached handler binding 5] O O Y P o ' b
" byteptr [esp+0dh] => byte ptr {dword ptr [esp+4*(dword ptr
[4*key_b+43600ch]*(dword ptr [4*key_c+43600ch]*dword ptr
[4*key_a+43600ch]))+ 140h]]&0fth
dword ptr [dword ptr [esp+4*(dword ptr [4*key_b+436000h]*(dword ptr
[4*key_c+436000h]Adword ptr [4*key_a+436000h]))+ 140h]] => dword ptr [dword ptr
[esp+4*(dword ptr [4*key_b+436004h]*(dword ptr [4*key_c+436004h]rdword ptr
[4*key_a+436004h]))+140h]|*dword ptr [dword ptr [esp+4*(dword ptr
[4*key_b+436008h]A(dword ptr [4*key_c+436008h]Adword ptr
[4*key_a+436008h]))+140h]]



key_c => key_c+6
key_a => key_a+6
key_b => key_b+6
nHandler => (dword ptr [4*key_b+436010h]*(dword ptr [4*key_c+436010h]*dword ptr
[4*key_a+436010h]))+(((dword ptr [4*key_c+436014h]*(dword ptr
[4*key_b+436014h]Adword ptr [4*key_a+436014h]))*(byte ptr [dword ptr

i [esp+4'qdwonl ptr [4*key | b+43600ch]h(dwor<? ?tr [4"key c+43 6r)le]'\dword ptr
' [4*key. a+43600ch]))+140h]]&0ﬁh))& -----

[#*]symbolic binding L] i
byte ptr [esp+0dh] => flag2&O0ffh
dword ptr [esp+100h] => dword ptr [esp+5ch]Adword ptr [esp+10ch]
key_c => 10e2h
key_a => 12b3h
key_b => 0c8ah
nHandler => ((164h*(flag2&0fth))&Offfffffh)+0a53h
[+] solved binding
byte ptr [esp+0dh] => 1
dword ptr [esp+100h] => 968e4c84h
key_c => 10e2h
key_a => 12b3h L S O OO e vl
key_b => 0c8ah

We have a XOR operation between dword ptr [ESP+9ch] and dword ptr [ESP+10ch]. We can check from the

ontext their values:

[+] context dump

I}

dword ptr [esp+9ch] => 968bff6dh
dword ptr [esp+10ch] => 5b3eSh
L)

This handler hasa XOR-Iike semantics and is included within one of the loops previously identiﬁed (one wit.h

ppmachisbdfﬁc:ent ltspseudd-éodewouldbééslfcillows. EEELS T SRR sl ] l | |

-scramble = 0x5b3e5h
foriin(N-1)
state[i+1] A= scramble
scramble = lcg_rand(scramble)
with N being the size of the state: 624. lcg_rand is a linear congruential generator x,,, ; - (ax,, + ¢) (mod m),
vith a, ¢, and m respectively equal to 0x159b, Ox13e8b, and OxfFfFfifT.
The rest of the Mersenne twister algorithm is also lightly modified; each of these tweaks involves the first
2tter of the username and a simple operation ADD/SUB/XOR. We will not say more about these tweaks; please

efer to the following “Exercises” section.

- Username—"Hell yeah, we have tools!”



